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1. Fundamentos e Infraestrutura de Redes de Computadores

Os laboratérios desta segdo tém o objetivo de demonstrar o funcionamento dos principais

protocolos da camada de aplicacdo, bem como os protocolos da camada de rede e de enlace:

e FIR-Lab-01 - Configurar o enderego IP e a mascara de rede de cada host para que o

mesmo possa comunicar-se com outros hosts da rede.

o FIR-Lab-02 - Configurar o enderecgo IP e a mascara de rede de cada host de modo a criar

duas redes separadas, uma para a Contabilidade e outra para o Recursos Humanos.

e FIR-Lab-03 > Configurar o servico de DHCP (Dynamic Host Configuration Protocol) no
roteador de modo que todas os hosts possam obter as configuragcdes de IP e mascara

automaticamente.

o FIR-Lab-04 > Configurar o servigco de NAT (Network Address Translation) no roteador R1
de modo que os hosts da Rede LAN que usam IPs privados possam se comunicar com 0s

hosts da Rede WAN por meio de IP's publicos.

¢ FIR-Lab-05 - Configurar o DNS no computador PC_1 para que o0 mesmo possa conectar-

se a sites na Internet usando a resolugdo de nomes DNS.
¢ FIR-Lab-06 > Verificar a criagdo de sockets na camada de transporte

¢ FIR-Lab-07 > Verificar o funcionamento do protocolo ARP (Address Resolution Protocol).
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1.1. Laboratério 01 —IP
OBJETIVO

Configurar o endereco IP e a mascara de rede de cada host para que 0 mesmo possa

comunicar-se com outros hosts da rede.
CENARIO

Composto de 4 computadores e 1 switch, onde o computador PC_1 esta conectado na porta 1
(Fa0/1) do switch, o PC_2 na porta 2 (Fa0/2), o PC_3 na porta 3 (Fa0/3) e o PC_4 na porta 4 (Fa0/4).

2
\ /Q

FaEI.I'l FaEI.I'Z

Falf4 Su.lrt-:hcl:am?

Q/ \%
PC_d

Simulador de redes NetSimK.

RECURSOS

DADOS

Nome do Host: PC_X
Endereco IP: 192.168.0.X/24

ETAPA 1: acessar o console do host
Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o enderego IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe C. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.

ETAPA 3: verificando as configuragdes de rede
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Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragbes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informagdes mais
detalhadas, digitar ipconfig /all e teclar <ENTER>. Anotar o endereco fisico MAC e clicar em

Close. Fazer isso para todas as maquinas.
ETAPA 4: verificando a tabela MAC do switch

Para verificar a tabela MAC do switch, clicar duas vezes sobre o icone que representa o switch.

Para atualizar a tabela, clicar no botédo Refresh. Verificar por qué a tabela esta vazia.
ETAPA 5: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.0.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 6: verificando a aprendizagem do switch (opcional)

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar
no botéo Clr learned MACs.
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1.2. Laboratério 02 — IP
OBJETIVO

Configurar o endereco IP e a mascara de rede de cada host de modo a criar duas redes

separadas, uma para a Contabilidade e outra para o Recursos Humanos.
CENARIO

Composto de 4 computadores e 1 switch, onde o computador PC_1 esta conectado na porta 1
(Fa0/1) do switch, o PC_2 na porta 2 (Fa0/2), o PC_3 na porta 3 (Fa0/3) e o PC_4 na porta 4 (Fa0/4).

Q [ Maguinas da Contabilidade | =
PC_1° PC_3

FaIZI.I'ln;__.,‘ Faljz

Fanid StehS i

[ Maguinas do Recursos Humanos | L]
FC_d FC_3

RECURSOS

Simulador de redes NetSimK.

DADOS

Nome do Host: PC_X

Endereco IP: 192.168.10.X para a rede Contabilidade e 192.168.20.X para a rede Recursos
Humanos.

Mascara de Rede: 255.255.255.0 ou /24

ETAPA 1: acessar o console do host
Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o endereco IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe C. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.

ETAPA 3: verificando as configuragdes de rede
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Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragbes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informagdes mais
detalhadas, digitar ipconfig /all e teclar <ENTER>. Anotar o endereco fisico MAC e clicar em

Close. Fazer isso para todas as maquinas.
ETAPA 4: verificando a tabela MAC do switch

Para verificar a tabela MAC do switch, clicar duas vezes sobre o icone que representa o switch.

Para atualizar a tabela, clicar no botédo Refresh. Verificar por qué a tabela esta vazia.
ETAPA 5: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.20.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 6: verificando a aprendizagem do switch (opcional)

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar
no botéo Clr learned MACs.
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1.3. Laboratério 03 — DHCP

OBJETIVO

Configurar o servico de DHCP (Dynamic Host Configuration Protocol) no roteador de modo que

todos os hosts possam obter as configuragbes de IP e mascara automaticamente.

CENARIO

Composto de 4 computadores, 1 switch e 1 roteador, onde o computador PC_1 esta conectado
na porta 1 (Fa0/1) do switch, o PC_2 na porta 2 (Fa0/2), o PC_3 na porta 3 (Fa0/3) e o PC_4 na porta
4 (Fa0/4). A porta 1 (FO/0) do roteador esta conectada na porta 5 (Fa0/5) do switch. Para gerenciar o

roteador ha um cabo serial conectando a porta COM1 do computador PC_1 na porta Console do

roteador.

Pt
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RECURSOS

Simulador de redes NetSimK.

DADOS

Nome dos Hosts: PC_X
Endereco IP: automatico
Mascara de Rede: automatico

Nome do Roteador: Router
Endereco IP: 192.168.0.1/24

ETAPA 1: acessar o console do roteador

Para acessar o console do roteador, deve-se usar um computador com porta serial que,

conectado na porta apropriada do roteador por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Versdo 3.0 - Preliminar
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Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.
ETAPA 2: configurando a interface de rede do roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Router#. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para configurar o enderego IP e a mascara de rede da interface conectada a rede
192.168.0.0/24, digitar o comando interface £0/0 e teclar <ENTER>. Devera aparecer o prompt
de comando do roteador Router (config-if)#. Em seguida digitar o comando ip address
192.168.0.1 255.255.255.0 e teclar <ENTER>. Em seguida digitar o comando no shutdown e
teclar <ENTER> para que a configuracao fique ativa. Por ultimo, teclar <CTRL> + <Z> para salvar a

configuracao, quando devera aparecer o prompt de comando do roteador Routerit.

A partir de agora sera possivel acessar o console do roteador por meio do enderecgo IP, através

do comanto telnet 192.168.0.1 digitado no Command Prompt de qualquer computador.

Para verificar se a interface de rede esta configurada, digitar o comando show ip interface
£0/0 e teclar <ENTER>. Outra forma de fazer esta verificagdo € digitar o comando show ip

interface brief e teclar <ENTER>.
ETAPA 3: configurando o servico DHCP no roteador

Para configurar o servigo DHCP no roteador € necessario entrar no modo de configuragéo. Para
entrar neste modo, digitar o comando configure terminal e teclar <ENTER>. Devera aparecer o

prompt de comando do roteador Router (config) #.

Versdo 3.0 - Preliminar Pdgina 10 de 202
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Para configurar as propriedades do servico DHCP, digitar o comando ip dhcp pool
RedeLocal e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (dhcp-

configqg) #. Note que RedeLocal é o home do escopo.

Para definir a rede que sera servida pelo servico DHCP, digitar o comando network
192.168.0.0 255.255.255.0 seguido de <ENTER>. Em seguida, configurar o default gateway
com o comando default-router 192.168.0.1 e teclar <ENTER>. Se quiser acrescentar o DNS
padrdo (desde que exista um servidor DNS configurado), digitar o comando dns-server
192.168.0.1 eteclar <ENTER>. Por ultimo, digitar o comando exit mais <ENTER>, quando devera

aparecer o prompt de comando Router (config) #.

Para configurar a faixa de enderecos IP’s que serdo usados pelos clientes DHCP quando da
requisicdo das propriedades de rede, devemos digitar o comando ip dhcp excluded-address
192.168.0.1 192.168.0.100 seguido de <ENTER>. Por ultimo, digitar o comando exit mais
<ENTER>, quando devera aparecer o prompt de comando Routeri. Note que neste caso a faixa de
enderecos a ser atribuido sera de 192.168.0.101 até 192.168.0.254.

ETAPA 4: verificando o empréstimo (lease) de enderegos IP no roteador

Para verificar os enderegos IP que foram atribuidos aos clientes, digitar o comando show ip
dhcp bindings seguido de <ENTER>. Se aparecer a mensagem *~ Error or incomplete
command significa que nenhuma maquina da rede requisitou um endereco IP e demais propriedades

de rede.
ETAPA 5: configurar as propriedades de rede

Para configurar o enderego IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections do host. Certifique-se que a opgao Obtain an IP address automatically (DHCP) esta
marcada. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas, nao se esquecendo
de que para cada uma delas deve-se verificar no roteador se o endereco IP e demais propriedades de

rede foram atribuidas.
ETAPA 6: verificando as configuragdes de rede

Uma vez aberta a console do host, clicar duas vezes sobre o icone Command Prompt. Para
verificar as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informacdes
mais detalhadas, digitar ipconfig /all e teclar <ENTER>. Para obter um endereco IP

automaticamente ou renovar o tempo de empréstimo, digitar o comando ipconfig /renew seguido

Versdo 3.0 - Preliminar Pdgina 11 de 202
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de <ENTER>. Para cancelar as propriedades de rede obtidas automaticamente, digite o comando

ipconfig /release seguido de <ENTER>.
ETAPA 7: verificando o empréstimo (lease) de enderegos IP no roteador

Para verificar os enderecgos IP que foram atribuidos aos clientes, digitar o comando show ip

dhcp bindings seguido de <ENTER> na console do roteador.

Versdo 3.0 - Preliminar Pdgina 12 de 202
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1.4. Laboratoério 04 — NAT
OBJETIVO

Configurar o servico de NAT (Network Address Translation) no roteador R1 de modo que os
hosts da Rede LAN que usam IP’s privados possam se comunicar com os hosts da Rede WAN por

meio de IP’s publicos.
CENARIO

Composto de 4 computadores, 2 switchs e 2 roteadores, onde os computadores PC_1e PC_2
fazem parte da Rede LAN e estdo configurados com IP’s publicos, e os computadores DNS e SITE
fazem parte da Rede WAN e também estédo configurados com IP’s publicos. O objetivo é configurar o
roteador R1 de modo que os hosts da Rede LAN que estdo configurados com IP’s privados possam

acessar hosts na Internet por meio de IP’s publicos.

[

PC_1™1,
S 172,16.0,0/24 S0j0 0
< 192.165.0,0024 FO/0 0

192.168.010] ~~=a,
il T < 200,200,0.0024 S0/0 0

tk" = T
ﬂ:Fauh — oy - S0/0 DCE
i

A Switch R

C 172.16.0.0/16 FOf0 0
S5 192.168.0.0/24 S0J0 0
< 200.200.0.0/24 500 0

o Pt
i £ (0w
S0 -ﬁnrum FaDIl:ﬂ:FaDB —,‘El
Y it

Fallz T =
=1 182.168.0.1 1720601 |, Fa0R 7216000
- 200.200.0.20 200.200.0.30 e
= = J[HTTF
102.168.0.20 SITE
172.16.0.50
REDE LAN | REDE WAN |
RECURSOS

Simulador de redes NetSimK.
DADOS

Rede LAN

Nome do Host: PC 1
Endereco IP: 192.168.0.10/24
Default Gateway: 192.168.0.1

Nome do Host: PC 2
Endereco IP: 192.168.0.20/24
Default Gateway: 192.168.0.1

Nome do Roteador: R1
Endereco IP (Interface FO0/0):
192.168.0.1/24

Enderego IP (Interface S0/0):
200.200.200.20/24
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Rede WAN

Nome do Host: DNS Nome do Host: SITE Nome do Roteador: R2
Endereco IP: 172.16.0.40/16 Endereco IP: 172.16.0.50/16 Endereco IP (Interface FO0/0):
Default Gateway: 172.16.0.1 Default Gateway: 172.16.0.1 172.16.0.1/16

Enderego IP (Interface S0/0):
200.200.0.30/24

PARTE | - Configurando NAT dinamico
ETAPA 1: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 172.16.0.50 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host SITE. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Para verificar o
trafego de pacotes no roteador, clicar duas vezes no icone do roteador R1, clicar em Activity e
selecionar a caixa Enabled. Repetir o comando de ping e verificar para qual enderego IP o host SITE

responde as requisicdes de ICMP. Fazer os mesmos testes a partir do host PC_2.
ETAPA 2: acessar o console do roteador R1

Para acessar o console do roteador, deve-se usar um computador com porta serial que,
conectado na porta apropriada do roteador por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador R1>.
ETAPA 3: configurando o protocolo NAT no roteador R1
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para

isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
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roteador R1#. Para entrar no modo de configuragdo, digitar o comando configure terminal e

teclar <ENTER>. Devera aparecer o prompt de comando do roteador R1 (config) #.

Para configurar o NAT na Rede LAN, digitar o comando interface £0/0 e teclar <ENTER>.
Devera aparecer o prompt de comando do roteador R1 (config-if) #. Em seguida digitar o comando
ip nat inside e teclar <ENTER>. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragéo,

quando devera aparecer o prompt de comando do roteador R1#.

Para configurar o NAT na Rede WAN, acessar novamente o modo de configuragéo, digitando
0 comando configure terminal e teclando <ENTER>, onde devera aparecer o prompt de
comando do roteador R1 (config) #. Digitar o comando interface s0/0 e teclar <ENTER>. Devera
aparecer o prompt de comando do roteador R1 (config-if) #. Em seguida digitar o comando ip nat
outside e teclar <ENTER>. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragédo, quando

devera aparecer o prompt de comando do roteador R1#.

Para configurar os parametros do NAT, acessar novamente o modo de configuragéo, digitando
0 comando configure terminal e teclando <ENTER>, onde devera aparecer o prompt de
comando do roteador R1 (config)#. Em seguida, digitar o comando ip nat translation
timeout never e teclar <KENTER>. Depois digitar o comando ip nat pool Faixa 200.200.0.40
200.200.0.80 netmask 255.255.255.0 e teclar <ENTER>. Em seguida, digitar o comando ip
nat inside source list 1 pool Faixa e teclar <ENTER>. Em seguida digitar o comando
access-list 1 permit 192.168.0.0 0.0.0.255 e teclar <ENTER>. Em seguida, digitar o
comando ip route 0.0.0.0 0.0.0.0 200.200.0.20 e teclar <ENTER>. Por ultimo, teclar
<CTRL> + <Z> para salvar a configuragédo, quando devera aparecer o prompt de comando do roteador
R14#.

ETAPA 4: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 172.16.0.50 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host SITE. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Para verificar o
trafego de pacotes no roteador, clicar duas vezes no icone do roteador R1, clicar em Activity e
selecionar a caixa Enabled. Repetir o comando de ping e verificar para qual enderego IP o host SITE

responde as requisicdes de ICMP. Fazer os mesmos testes a partir do host PC_2.

ETAPA 5: verificando o protocolo NAT no roteador R1
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Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do

roteador R1#.

Para verificar a "tradugao" de enderecgos IP no roteador, digitar o comando show ip nat

translations e teclar <ENTER>.
PARTE Il - Configurando NAT estatico
ETAPA 1: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 200.200.0.150 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host SITE. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Para verificar o
trafego de pacotes no roteador, clicar duas vezes no icone do roteador R2, clicar em Activity e
selecionar a caixa Enabled. Repetir o comando de ping e verificar para qual endereco IP o host SITE

responde as requisicdes de ICMP. Fazer os mesmos testes a partir do host PC_2.
ETAPA 2: acessar o console do roteador R2

Para acessar o console do roteador, deve-se usar um computador com porta serial que,
conectado na porta apropriada do roteador por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador R2>.
ETAPA 3: configurando o protocolo NAT no roteador R2
Para verificar os comandos disponiveis no contexto atual, digitar 2 e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para

isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
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roteador R2#. Para entrar no modo de configuragdo, digitar o comando configure terminal e

teclar <ENTER>. Devera aparecer o prompt de comando do roteador R2 (config) #.

Para configurar o NAT na Rede LAN, digitar o comando interface £0/0 e teclar <ENTER>.
Devera aparecer o prompt de comando do roteador R2 (config-if) #. Em seguida digitar o comando
ip nat inside e teclar <ENTER>. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragéo,

quando devera aparecer o prompt de comando do roteador R2#.

Para configurar o NAT na Rede WAN, acessar novamente o modo de configuragéo, digitando
0 comando configure terminal e teclando <ENTER>, onde devera aparecer o prompt de
comando do roteador R2 (config) #. Digitar o comando interface s0/0 e teclar <ENTER>. Devera
aparecer o prompt de comando do roteador R2 (config-if) #. Em seguida digitar o comando ip nat
outside e teclar <ENTER>. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragédo, quando

devera aparecer o prompt de comando do roteador R2#.

Para configurar os parametros do NAT, acessar novamente o modo de configuragao, digitando
0 comando configure terminal e teclando <ENTER>, onde devera aparecer o prompt de
comando do roteador R2 (config)#. Em seguida, digitar o comando ip nat translation
timeout never e teclar <ENTER>. Depois digitar o comando ip nat inside source static
172.16.0.40 200.200.0.140 e teclar <ENTER>. Em seguida, digitar o comando ip nat inside
source static 172.16.0.50 200.200.0.150 e teclar <ENTER>. Em seguida, digitar o
comando ip route 0.0.0.0 0.0.0.0 200.200.0.30 e teclar <ENTER>. Por ultimo, teclar
<CTRL> + <Z> para salvar a configuragédo, quando devera aparecer o prompt de comando do roteador
R24#.

ETAPA 4: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 200.200.0.150 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host SITE. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Para verificar o
trafego de pacotes no roteador, clicar duas vezes no icone do roteador R2, clicar em Activity e
selecionar a caixa Enabled. Repetir o comando de ping e verificar para qual enderego IP o host SITE

responde as requisicoes de ICMP. Fazer os mesmos testes a partir do host PC_2.

ETAPA 5: verificando o protocolo NAT no roteador R2
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Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do

roteador R2#.

Para verificar a "tradugao" de enderecgos IP no roteador, digitar o comando show ip nat

translations e teclar <ENTER>.
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1.5. Laboratério 05 — DNS

OBJETIVO

Configurar o DNS no computador PC_1 para que o mesmo possa conectar-se a sites na Internet
usando a resolugao de nomes DNS.

CENARIO

Composto de 3 computadores, 1 servidor DNS, 2 servidores WEB, 3 switchs e 3 roteadores,

onde os equipamentos estao interconectados conforme a figura de modo a formar 3 redes distintas.

ONS Fal

fl;l-.\ ;_jﬁﬁ Faoi4 ™ WEBT

Fan Switch™F 201

L FOfD g

Pcz [REDE 20.0.0.0/5 ] ”ﬁ\

S0/ | REDE 30.0.0.0/3 | =
P \ %
FCE 3
=l S0 e Faljz
e — _DcE. S0/t NFo F a0
ﬂ:FaU.fl —F0jn Dﬁ"SUH _—— R Switcho
o= Switch R Faljz

— Faljz

T [REDE 10.0.0.0/8 | WEBZ
RECURSOS

Simulador de redes NetSimK.

DADOS
Rede 10.0.0.0/8

Nome do Host: PC_1 Nome do Roteador: R1

Endereco IP: 10.0.0.10/8 Endereco IP (Interface F0/0): 10.0.0.1/8

Default Gateway: 10.0.0.1
Rede 20.0.0.0/8

Nome do Host: PC 2 Nome do Host: DNS

Enderecgo IP: 20.0.0.10/8 Endereco IP: 20.0.0.20/8

Default Gateway: 20.0.0.1 Default Gateway: 20.0.0.1

Nome do Host: WEB1 Nome do Roteador: R2

Endereco IP: 20.0.0.30/8 Endereco IP (Interface F0/0): 20.0.0.1/8

Default Gateway: 20.0.0.1
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Rede 30.0.0.0/8
Nome do Host: PC_3 Nome do Host: WEB2
Endereco IP: 30.0.0.10/8 Enderecgo IP: 30.0.0.20/8
Default Gateway: 30.0.0.1 Default Gateway: 30.0.0.1

Nome do Roteador: R3
Endereco IP (Interface F0/0): 30.0.0.1/8

Rede 15.0.0.0/8

Roteadores: R1 e R2
Dados da Interface Serial SO/0 do Roteador R1: 15.0.0.10/8
Dados da Interface Serial SO/0 do Roteador R2: 15.0.0.20/8

Rede 25.0.0.0/8

Roteadores: R2 e R3
Dados da Interface Serial SO/1 do Roteador R2: 25.0.0.10/8
Dados da Interface Serial S0/0 do Roteador R3: 25.0.0.20/8

Rede 35.0.0.0/8

Roteadores: R3 e R1
Dados da Interface Serial SO/1 do Roteador R3: 35.0.0.10/8
Dados da Interface Serial S0/1 do Roteador R1: 35.0.0.20/8

PARTE | - Configurando os hosts
ETAPA 1: acessar o console do host PC_1

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: verificando as propriedades de rede

Para verificar o endereco IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. As configuragcdes de rede estao distribuidas nas abas DNS Config, WINS Config e IP
Address.

ETAPA 3: verificando as configuracdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informagdes mais

detalhadas, digitar ipconfig /all e teclar <ENTER>. Fazer isso para todas as maquinas.

ETAPA 4: testando a conectividade
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Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.10 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
PARTE Il - Navegando na Internet
ETAPA 1: testando a navegacao usando o endereco IP

Para navegar na Internet, abrir a console do PC_1 e clicar duas vezes no icone Internet
Explorer. Digitar no campo Address a URL 20.0.0.30 e teclar <ENTER>. Repetir esta etapa para a
URL 30.0.0.20.

Observagao: é necessario desabilitar o Proxy do Internet Explorer.

ETAPA 2: testando a navegacao usando o nome do site

Para navegar na Internet, abrir a console do PC_1 e clicar duas vezes no icone Internet
Explorer. Digitar no campo Address a URL www.webl . com e teclar <ENTER>. Repetir esta etapa para

a URL www.web2 . com.

Questao 1: a navegacéao descrita na Etapa 1 da Parte Il funcionou? Justifique.

Questao 2: a navegacéao descrita na Etapa 2 da Parte Il funcionou? Justifique.

ETAPA 3: verificando o trafego de pacotes

Para verificar o trafego de pacotes na rede, clicar duas vezes no icone que representa o

roteador R1 e clicar em Activity. Depois clicar em Enabled e repetir as etapas 1 e 2 da parte Il.

Questao 3: o que representa cada pacote capturado?
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PARTE Il - Verificando as configuragdes do servidor DNS
ETAPA 1: acessar o console do servidor
Para acessar o console do servidor, clicar duas vezes sobre o icone que representa o servidor.

Para acessar as configuragbes do servico DNS, clicar duas vezes sobre o icone Server
Applications e depois no botdo DNS setup... Na janela DNS List aparecera as entradas DNS que este

servidor reconhece.
PARTE IV - Configurando o DNS no computador PC_1
ETAPA 1: configurando o DNS

Para configurar o DNS no PC_1, abrir a console do PC_1 e clicar duas vezes no icone Network

Connections. Clicar na aba DNS config e adicionar o endereco IP do servidor DNS disponivel.
ETAPA 2: testando a navegacéao

Testar as etapas da Parte Il e responder novamente as questdes.
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1.6. Laboratoério 06 — Sockets
OBJETIVO

Verificar a criagao de sockets na camada de transporte.
CENARIO

Composto de 3 computadores, 1 servidor DNS, 1 servidor WEB, 3 switchs e 3 roteadores, onde

0s equipamentos estao interconectados conforme a figura de modo a formar 3 redes distintas.

O servidor DNS é responsavel por fazer a resolugdo de nomes, ou seja, "traduzir" nomes de
Internet (URL - Uniform Resource Locator) para enderecos IP. No exemplo deste laboratério, o servidor

DNS cujo endereco IP € 20.0.0.20 "traduz" a URL www.acme.com para o enderego IP 30.0.0.20.

O servidor WEB, por sua vez, é responsavel por hospedar o servi¢co de paginas WEB, por meio
do protocolo HTTP (Hypertext Transfer Protocol). No exemplo deste laboratdrio, o servidor WEB cujo
endereco IP € 30.0.0.20 é responsavel por hospedar o site da empresa ficticia ACME, que é acessado

por meio do endereco http://www.acme.com.

s==d eangz ONE”
gl_,fmﬂ‘ﬁiaun
PC_F
Foin _ s
|REDE 20.0.0.0/8 | - T
SDM/ S0Mc dLHlE Q
o \ AC_%
JCE 4
=l S0 e Faljz
- v _Dee. sojt Nem-ro -
- or: — o S 50t — il Switche,
FaEI.I'En Switch R Fadfz
PeT | REDE 10.0.0.0/5 | i
RECURSOS
Simulador de redes NetSimK.
DADOS
Rede 10.0.0.0/8
Nome do Host: PC_1 Nome do Roteador: R1
Endereco IP: 10.0.0.10/8 Endereco IP (Interface F0/0): 10.0.0.1/8
Default Gateway: 10.0.0.1
DNS: 20.0.0.20
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Rede 20.0.0.0/8

Nome do Host: PC 2
Endereco IP: 20.0.0.10/8
Default Gateway: 20.0.0.1

Nome do Host: DNS
Endereco IP: 20.0.0.20/8
Default Gateway: 20.0.0.1

Nome do Roteador: R2
Endereco IP (Interface F0/0): 20.0.0.1/8

Rede 30.0.0.0/8

Nome do Host: PC_3
Enderecgo IP: 30.0.0.10/8
Default Gateway: 30.0.0.1

Nome do Host: WEB
Enderecgo IP: 30.0.0.20/8
Default Gateway: 30.0.0.1

Nome do Roteador: R3
Endereco IP (Interface F0/0): 30.0.0.1 /8

Rede 15.0.0.0/8

Roteadores: R1 e R2

Dados da Interface Serial SO/0 do Roteador R1: 15.0.0.10/8
Dados da Interface Serial SO/0 do Roteador R2: 15.0.0.20/8

Rede 25.0.0.0/8

Roteadores: R2 e R3

Dados da Interface Serial SO/1 do Roteador R2: 25.0.0.10/8
Dados da Interface Serial SO/0 do Roteador R3: 25.0.0.20/8

Rede 35.0.0.0/8

Roteadores: R3 e R1

Dados da Interface Serial SO/1 do Roteador R3: 35.0.0.10/8
Dados da Interface Serial S0/1 do Roteador R1: 35.0.0.20/8

PARTE | - Configurando os hosts

OBS.: Os hosts ja encontram-se devidamente configurados.

PARTE Il - Configurando os roteadores

OBS.: Os roteadores ja encontram-se devidamente configurados.

PARTE lll - Configurando as rotas dindmicas nos roteadores

OBS.: As rotas dindmicas ja encontram-se devidamente configurados.

PARTE IV - Testando a Configuragao

ETAPA 1: testando a conectividade pelo endereco IP
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Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.20 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host WEB. Se o envio ocorrer com sucesso, o

host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado.
ETAPA 2: testando a conectividade pela URL

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping www.acme.com € teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host WEB. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Caso contrario, se
aparecer a mensagem Invalid IP address significa que o PC_1 ndo possui o cliente DNS

configurado.
ETAPA 3: configurando o cliente DNS

Para configurar o cliente DNS no PC_1, abrir a console do PC_1 e clicar duas vezes no icone
Network Connections. Clicar na aba DNS Config e adicionar o endereco IP 20.0.0.20. Depois clicar no

botao Apply e por fim no botdo Save & Close. Apés isso, repetir a ETAPA 2.
ETAPA 4: verificando o trafego dos pacotes de dados

Para verificar os pacotes de dados que passam por um determinado dispositivo, clicar duas
vezes no roteador R1, selecionar a aba Activity e clicar em Enabled. Voltar para a console do host
PC_1 e digitar os comandos ping 30.0.0.20 e ping www.acme.com € observar o que aparece

na aba Activity do roteador R1.

Note que o comando ping 30.0.0.20 usa apenas a camada de rede, enquanto o comando
ping www.acme.com Usa a camada de transporte, uma vez que se faz necessaria a "tradugao” da

URL em endereco IP.
ETAPA 5: verificando o trafego dos pacotes de dados de uma pagina HTML

Para verificar 0 que acontece na camada de transporte ao acessar uma pagina HTML de um
site da Internet, abrir a console do PC_1 e clicar duas vezes no icone Internet Explorer. Em Address:,
inserir a URL www.acme.com e teclar <ENTER>, quando devera aparecer a pagina de boas vindas da

empresa ficticia ACME.

Versdo 3.0 - Preliminar Pdgina 25 de 202



>

REDES DE COMPUTADORES 57N
LABORATORIO /

Observar os pacotes de dados trafegados na aba Activity do roteador R1. Note que os pacotes
ARPReq e ARPack servem para que o host PC_1 descubra o endereco MAC Address do default

gateway, que neste caso € a interface de rede F0/0 do roteador R1.

Note que o socket UDP: 10.0.0.10:1025 to 20.0.0.20:53 refere-se a consulta ao
servidor DNS para "traduzir" o nome www.acme.com para o endereco IP 30.0.0.20. O fato destes

pacotes serem UDP significa que eles sao transmitidos sem confirmagéao de entrega.

Note também que o socket TCP: 10.0.0.10:1026 to 30.0.0.20:80 refere-se a
requisigao da pagina HTML do servidor WEB. O fato destes pacotes serem TCP significa que eles sao

transmitidos com confirmacgao de entrega.

Nao se esqueca que as portas ndo padrao vao de 1024 a 65535, enquanto que as portas padrao
vao de 0 a 1023. Neste laboratério, as portas UDP 53 e TCP 80 referem-se, respectivamente, aos

servicos de DNS (Domain Name System) e HTTP (Hypertext Transfer Protocol)
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1.7. Laboratério 07 — ARP
OBJETIVO

Verificar o funcionamento do protocolo ARP (Address Resolution Protocol).
CENARIO

Composto de 4 computadores e 1 switch, onde o computador PC_1 esta conectado na porta 1
(Fa0/1) do switch, o PC_2 na porta 2 (Fa0/2), o PC_3 na porta 3 (Fa0/3) e o PC_4 na porta 4 (Fa0/4).

B )
PC_1° PC_3

FaIZI.I'ln;__.,‘ Faljz

Fanid StehS i

PC_4 PC_T

RECURSOS

Simulador de redes NetSimK.

DADOS

Nome do Host: PC_X
Endereco IP: 192.168.0.X/24

ETAPA 1: acessar o console do host
Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o enderego IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe C. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.
ETAPA 3: verificando as configuragdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar

as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informag¢des mais
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detalhadas, digitar ipconfig /all e teclar <ENTER>. Anotar o endereco fisico MAC e clicar em

Close. Fazer isso para todas as maquinas.
ETAPA 4: verificando a tabela ARP do computador

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar a
tabela ARP, digitar o comando arp -a e teclar <ENTER>. Se ndo houver nenhuma entrada na tabela,

devera aparecer a mensagem No ARP entries found. Fazer isso para todas as maquinas.
ETAPA 5: verificando a tabela MAC do switch

Para verificar a tabela MAC do switch, clicar duas vezes sobre o icone que representa o switch.

Para atualizar a tabela, clicar no botao Refresh. Verificar por qué a tabela esta vazia.
ETAPA 6: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.0.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 7: verificando o preenchimento da tabela ARP

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar a
tabela ARP, digitar o comando arp -a e teclar <ENTER>. Verificar se os enderecos IP correspondem

corretamente aos enderecos fisicos dos hosts. Fazer isso para todas as maquinas.
ETAPA 8: verificando a aprendizagem do switch

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar
no botéo Clr learned MACs.
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2. Comunicacgdo de Dados

Os laboratérios desta secao tém o objetivo de o objetivo de demonstrar as caracteristicas de

funcionamento do switch:
e CDD-Lab-01 - Verificar a aprendizagem do switch.
e CDD-Lab-02 - Verificar a aprendizagem do switch.

e CDD-Lab-03 - Configurar o switch de modo a criar duas Virtual LAN (VLAN), uma para a
Contabilidade denominada VLAN 10 e outra para o Recursos Humanos denominada VLAN
20.
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2.1. Laboratério 01 — Switch
OBJETIVO

Verificar a aprendizagem do switch.
CENARIO

Composto de 4 computadores e 1 switch, onde o computador PC_1 esta conectado na porta 1
(Fa0/1) do switch, o PC_2 na porta 2 (Fa0/2), o PC_3 na porta 3 (Fa0/3) e o PC_4 na porta 4 (Fa0/4).

o /Q
\

FaEI.I'l FaEI.I'Z

Falf4 Su.lrt-:hcl:am?

/g/ \%
PC_4

Simulador de redes NetSimK.

RECURSOS

DADOS

Nome do Host: PC_X
Endereco IP: 192.168.0.X/24

ETAPA 1: acessar o console do host
Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: verificando as configuragdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informagdes mais
detalhadas, digitar ipconfig /all e teclar <ENTER>. Anotar o endereco fisico MAC e clicar em

Close. Fazer isso para todas as maquinas.

ETAPA 3: verificando a tabela MAC do switch

Versdo 3.0 - Preliminar Pdgina 30 de 202



.{s\
4

REDES DE COMPUTADORES
LABORATORIO

L

Para verificar a tabela MAC do switch, clicar duas vezes sobre o icone que representa o switch.

Para atualizar a tabela, clicar no botdo Refresh. Verificar por qué a tabela esta vazia.
ETAPA 4: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.0.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 5: verificando a aprendizagem do switch

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar

no botao Cir learned MACs.
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2.2. Laboratério 02 — Switch
OBJETIVO

Verificar a aprendizagem do switch.
CENARIO

Composto de 6 computadores, 1 switch e 2 hubs, onde os computadores PC_1 e PC_2 estado
conectados no switch, os computadores PC_3 e PC_4 no primeiro hub e os computadores PC 5 e

PC_6 no segundo hub, sendo que os hubs estdo conectados no switch.

o PC_3
Fan'rln.-"_;'—-"'yaﬂﬁ -7
= Fa0/2™ Suitch,, \Q
A Fa0jd PC_d
PC_2 - =

"

1
5L
E]

PC_§

~g

PC_f

RECURSOS

Simulador de redes NetSimK.

DADOS

Nome do Host: PC_X
Endereco IP: 192.168.0.X/24

ETAPA 1: acessar o console do host
Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: verificando as configuracdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informagdes mais
detalhadas, digitar ipconfig /all e teclar <ENTER>. Anotar o endereco fisico MAC e clicar em

Close. Fazer isso para todas as maquinas.

ETAPA 3: verificando a tabela MAC do switch
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Para verificar a tabela MAC do switch, clicar duas vezes sobre o icone que representa o switch.

Para atualizar a tabela, clicar no botdo Refresh. Verificar por qué a tabela esta vazia.
ETAPA 4: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.0.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 5: verificando a aprendizagem do switch

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar

no botao Cir learned MACs.
ETAPA 6: verificando a transmissao de dados

Clicar duas vezes sobre o icone que representa o switch ou o hub e selecionar a aba Activity.

Marcar a opgéao Enabled e verificar a transmissao de dados ao efeturar o comando ping nos hosts.
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2.3. Laboratoério 03 — VLAN
OBJETIVO

Configurar o switch de modo a criar duas Virtual LAN (VLAN), uma para a Contabilidade

denominada VLAN 10 e outra para o Recursos Humanos denominada VLAN 20.
CENARIO

Composto de 4 computadores e 1 switch, onde o computador PC_1 esta conectado na porta 1
(Fa0/1) do switch, o PC_2 na porta 2 (Fa0/2), o PC_3 na porta 3 (Fa0/3) e o PC_4 na porta 4 (Fa0/4).

[LAN 10 - Contabilidade |

\ FCZ

FaEI.I'l FaEI.I'Z

Falf4 Su.lrt-:h

[WLAM 20 - Recursos Humanos |
PC_4

PC 3
RECURSOS
Simulador de redes NetSimK.
DADOS
Nome do Host: PC_X Nome do switch: Switch
Endereco IP: 192.168.0.X/24 Endereco IP: 192.168.0.10/24

PARTE | - Configurando os hosts
ETAPA 1: acessar o console do host

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o endereco IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe C. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.

ETAPA 3: verificando as configuracdes de rede
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Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragbes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informagdes mais
detalhadas, digitar ipconfig /all e teclar <ENTER>. Anotar o endereco fisico MAC e clicar em

Close. Fazer isso para todas as maquinas.
ETAPA 4: verificando a tabela MAC do switch

Para verificar a tabela MAC do switch, clicar duas vezes sobre o icone que representa o switch.

Para atualizar a tabela, clicar no botédo Refresh. Verificar por qué a tabela esta vazia.
ETAPA 5: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.0.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 6: verificando a aprendizagem do switch

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar
no botéo Clr learned MACs.

PARTE Il - Configurando o switch
ETAPA 1: conectar o cabo serial do switch ao PC

Selecionar Console (rollover) em Cables (select) no menu de ferramentas do lado esquerdo,
clicar no icone que representa o switch e em seguida clicar no icone que representa o computador

PC_1, selecionar a porta serial COM Port 1 e em seguida clicar em Plug it in...
ETAPA 2: acessar o console do switch

Para acessar o console do switch, deve-se usar um computador com porta serial que,
conectado na porta apropriada do switch por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Versdo 3.0 - Preliminar Pdgina 35 de 202



>

REDES DE COMPUTADORES FEE
LABORATORIO !

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do switch Switch>.
ETAPA 3: configurando a interface de rede do switch
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as VLAN configuradas, digitar o comando show vlan ou show vlan brief e

teclar <ENTER>. A VLAN 1 é padrao e nao pode ser apagada. Repare que ela contém todas as portas

do switch.

Para configurar o switch, é necessario entrar no contexto de comandos privilegiados. Para isso,
digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do switch
Switch#. Para entrar no modo de configuragao, digitar o comando configure terminal e teclar

<ENTER>. Devera aparecer o prompt de comando do switch Switch (config) #.

Para configurar o endereco IP e a mascara de rede da VLAN padréo (default), digitar o comando
interface wvlan 1 e teclar <ENTER>. Devera aparecer o prompt de comando do switch
Switch (config-if)#. Em seguida digitar o comando ip address 192.168.0.10
255.255.255.0 e teclar <ENTER>. Em seguida digitar o comando no shutdown e teclar <ENTER>
para que a configuragao fique ativa. Por ultimo, teclar <CTRL> + <Z> para salvar a configuracgao,

quando devera aparecer o prompt de comando do switch Switch#.

A partir de agora sera possivel acessar o console do switch por meio do endereco IP, através

do comanto telnet 192.168.0.10 digitado no Command Prompt de qualquer computador.
ETAPA 4: configurando a VLAN da Contabilidade
Acessar a console do switch por meio do programa HyperTerminal ou do Command Prompt.

Para verificar as VLAN configuradas, digitar o comando show vlan ou show vlan brief e
teclar <ENTER>. A VLAN 1 é padrdo e n&do pode ser apagada. Repare que ela contém todas as portas

do switch.

Para configurar o switch, € necessario entrar no contexto de comandos privilegiados. Para isso,
digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do switch
Switch#. Para entrar no modo de configuragao, digitar o comando configure terminal e teclar

<ENTER>. Devera aparecer o prompt de comando do switch Switch (config) #.
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Para criar uma VLAN, digitar o comando vlan 10 e teclar <ENTER>. Devera aparecer o prompt
de comando do switch Switch (config-vlan)#. Em seguida, para dar um nome a VLAN, digitar o
comando name Contabilidade e teclar <ENTER>. Para associar uma porta a uma VLAN,
digitar o comando interface £a0/1 e teclar <ENTER>. Devera aparecer o prompt de comando do
switch Switch (config-if) #. Em seguida, digitar o comando switchport access vlan 10,

para associar a porta fa0/1 com a VLAN 10 da Contabilidade.

Para acrescentar a porta fa0/2 na VLAN 10, digitar o comando interface fa0/2 e teclar
<ENTER> para trocar de interface, e digitar o comando switchport access wvlan 10, para
associar a porta fa0/2 com a VLAN 10 da Contabilidade. Por ultimo, teclar <CTRL> + <Z> para salvar

a configuracao, quando devera aparecer o prompt de comando do switch Switchi.

Para verificar as VLAN configuradas, digitar o comando show vlan ou show vlan brief e
teclar <ENTER>, ou para verificar uma VLAN especifica, digitar o comando show vlan id 10 e
teclar <ENTER>.

Observagao: para apagar uma VLAN, digitar o comando no wvlan 10. Note que as interfaces

atribuidas nao retornam para a VLAN 1 (default).

ETAPA 5: configurando a VLAN do Recursos Humanos

Repetir os passos da ETAPA 4, ndo se esquecendo que as interfaces de rede sao fa0/3 e fa0/4,

a VLAN é de numero 20 e o seu nome é Recursos_Humanos.
PARTE lll - Testando a Configuragao
ETAPA 1: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 192.168.0.3 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 2: verificando a aprendizagem do switch

Clicar duas vezes sobre o icone que representa o switch e verificar quais enderecos fisicos
MAC o switch aprendeu. Verificar se os enderecos aprendidos correspondem aos enderegos correto
dos hosts. Para atualizar a tabela, clicar no botdo Refresh. Para limpar a tabela MAC do switch, clicar

no botao Cir learned MACs.

Versdo 3.0 - Preliminar Pdgina 37 de 202




>

REDES DE COMPUTADORES FEE
LABORATORIO !

3. Telecomunicagoes

Os laboratérios desta seg¢do tém o objetivo de demonstrar o funcionamento o roteamento de

pacotes em redes WAN e como se da a interligacédo de redes usando enlaces do tipo serial:
e TLC-Lab-01 - Configurar rotas estaticas nos roteadores.
e TLC-Lab-02 - Configurar rotas dindmicas nos roteadores.

e TLC-Lab-03 - Configurar uma rede Frame Relay.
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3.1. Laboratério 01 — Rotas Estaticas
OBJETIVO
Configurar rotas estaticas nos roteadores.

CENARIO

Composto de 3 computadores, 3 switchs e 3 roteadores, onde os equipamentos estdo

interconectados conforme a figura de modo a formar 3 redes distintas.

Q,/)Faﬂ,z Switch™F anf1
PC_¥ » =table ampty =
FOl g
[REDE 20.0.0.0/8 B el (FESE 5903 5]
” s0/1 0.0
safi P = 1
- \ FC_3
SIZIJ'EIJDCE oo a:éil:-le &mphy = Faljz
=table ampty = = s
= o —DCE- 5001 FoJ0 £==
ﬂFauh — Fij) - 50/ SIS Fedl Switch
= Switch Router
Falf2
|
T | REDE 10.0.0.0/8 |
RECURSOS
Simulador de redes NetSimK.
DADOS

Rede 10.0.0.0/8

Nome do Host: PC_1 Nome do Roteador: R1
Endereco IP: 10.0.0.10/8 Endereco IP (Interface F0/0): 10.0.0.1/8
Default Gateway: 10.0.0.1

Rede 20.0.0.0/8

Nome do Host: PC 2 Nome do Roteador: R2
Endereco IP: 20.0.0.10/8 Endereco IP (Interface F0/0): 20.0.0.1/8
Default Gateway: 20.0.0.1
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Rede 30.0.0.0/8
Nome do Host: PC_3 Nome do Roteador: R3
Endereco IP: 30.0.0.10/8 Endereco IP (Interface F0/0): 30.0.0.1/8
Default Gateway: 30.0.0.1

Rede 15.0.0.0/8

Roteadores: R1 e R2
Dados da Interface Serial S0/0 do Roteador R1: 15.0.0.10/8
Dados da Interface Serial S0/0 do Roteador R2: 15.0.0.20/8

Rede 25.0.0.0/8

Roteadores: R2 e R3
Dados da Interface Serial SO/1 do Roteador R2: 25.0.0.10/8
Dados da Interface Serial SO/0 do Roteador R3: 25.0.0.20/8

Rede 35.0.0.0/8

Roteadores: R3 e R1
Dados da Interface Serial SO/1 do Roteador R3: 35.0.0.10/8
Dados da Interface Serial SO/1 do Roteador R1: 35.0.0.20/8

PARTE | - Configurando os hosts
ETAPA 1: acessar o console do host

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o enderego IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe A. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.
ETAPA 3: verificando as configuracdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informag¢des mais

detalhadas, digitar ipconfig /all e teclar <ENTER>. Fazer isso para todas as maquinas.
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ETAPA 4: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.10 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
PARTE Il - Configurando os roteadores
ETAPA 1: conectar o cabo serial do roteador ao PC

Selecionar Console (rollover) em Cables (select) no menu de ferramentas do lado esquerdo,
clicar no icone que representa o roteador e em seguida clicar no icone que representa o computador

PC_1, selecionar a porta serial COM Port 1 e em seguida clicar em Plug it in...
ETAPA 2: acessar o console do roteador

Para acessar o console do roteador, deve-se usar um computador com porta serial que,
conectado na porta apropriada do roteador por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.
ETAPA 3: configurando a interface de rede do roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Versdo 3.0 - Preliminar Pdgina 41 de 202



REDES DE COMPUTADORES @?
LABORATORIO &

Para configurar o enderego IP e a mascara de rede da interface conectada a rede 10.0.0.0/8,
digitar o comando interface £0/0 e teclar <ENTER>. Devera aparecer o prompt de comando do
roteador Router (config-if)#. Em seguida digitar o comando ip address 10.0.0.1
255.0.0.0 e teclar <ENTER>. Em seguida digitar o comando no shutdown e teclar <ENTER> para
que a configuragao fique ativa. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragao, quando

devera aparecer o prompt de comando do roteador Router#.

A partir de agora sera possivel acessar o console do roteador por meio do endereco IP, através

do comanto telnet 10.0.0.1 digitado no Command Prompt de qualquer computador.
Repetir esta etapa para todos os roteadores.

ETAPA 4: configurando a interface serial do roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, é necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para configurar o enderego IP e a mascara de rede da interface conectada a rede 15.0.0.0/8,
digitar o comando interface s0/0 e teclar <ENTER>. Devera aparecer o prompt de comando do
roteador Router (config-if)#. Em seguida digitar o comando ip address 15.0.0.10
255.0.0.0 e teclar <ENTER>.

Por se tratar de uma interface de rede serial, faz-se necessario ajustar a frequéncia do relogio
de sincronizagdo em qualquer uma das pontas do segmento de rede serial que ira atuar como DCE.
Para isso, deve-se digitar o comando clock rate 56000 e teclar <ENTER>. Em seguida digitar o
comando no shutdown e teclar <ENTER> para que a configuracao fique ativa. Por ultimo, teclar
<CTRL> + <Z> para salvar a configuracao, quando devera aparecer o prompt de comando do roteador
Routeri. Lembre-se que nao é necessario ajustar o reldgio de sincronizagdo na outra ponta do

enlace.

Observagado: em um segmento de rede serial, uma ponta € denominada de DTE (Data Terminal

Equipment) e a outra ponta € denominada de DCE (Data Communication Equipment). Quando se
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conectam dois roteadores por meio de um enlace serial, uma das pontas obrigatoriamente deve atuar
como DCE, onde devera ser configurada a velocidade do reldgio de sincronizagdo. Se ambas as

pontas atuarem como DTE ou DCE simultaneamente, os roteadores nao irdo funcionar.

Repetir esta etapa para a segunda interface serial e para todos os outros roteadores.
ETAPA 5: alterando o nome do roteador

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuracao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para alterar o nome do roteador, digitar o comando hostname R1 e teclar <ENTER>. Devera
aparecer o R1 (config-if) #. Em seguida teclar <CTRL> + <Z> para salvar a configuracao, quando

devera aparecer o prompt de comando do roteador R1#.
Repetir esta etapa para todos os roteadores.

PARTE Ill - Configurando as rotas estaticas nos roteadores

ETAPA 1: acessar o console do roteador

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.

Outra forma de acessar o console do host é clicar duas vezes no icone que representa o

Command Prompt e digitar o comando telnet 10.0.0.1 seguido da tecla <ENTER>.
ETAPA 2: criando rotas estaticas no roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as rotas configuradas no roteador, digitar o comando show ip route e teclar
<ENTER>.

Para configurar as rotas estaticas no roteador, € necessario entrar no contexto de comandos

privilegiados. Para isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de
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comando do roteador R1#. Para entrar no modo de configuragéo, digitar o comando configure

terminal e teclar <ENTER>. Devera aparecer o prompt de comando do roteador R1 (configq) #.

Para configurar uma rota estatica no roteador, digitar o comando ip route 20.0.0.0
255.0.0.0 15.0.0.10 e teclar <ENTER>. Devera aparecer o prompt de comando do roteador
Rl (config-if) #. Note que este comando cria uma rota estatica no roteador R1 que diz que todo

pacote com destino a rede 20.0.0.0 com mascara 255.0.0.0 ou /8 deve ser direcionada para a interface

de rede cujo endereco IP é 15.0.0.10.

Para apagar uma rota, digitar o comando no ip route 20.0.0.0 255.0.0.0 15.0.0.10
e teclar <ENTER>.

Caso seja necessario criar mais de uma rota para a mesma rede usando métricas, digitar o
comando ip route 20.0.0.0 255.0.0.0 15.0.0.10 10 e teclar <ENTER>. Note que este
comando cria uma rota estatica no roteador R1 que diz que todo pacote com destino a rede 20.0.0.0
com mascara 255.0.0.0 ou /8 deve ser direcionada para a interface de rede cujo enderego IP é
15.0.0.10 com métrica 10.

Ap0s criar as rotas desejadas, teclar <CTRL> + <Z> para salvar a configuragao, quando devera

aparecer o prompt de comando do roteador R1#.

Para verificar as rotas configuradas no roteador, digitar o comando show ip route e teclar
<ENTER>. Note que as rotas precedidas da letra C sdo rotas automaticas criadas junto com a
configuracgao das interfaces de rede, enquanto que as rotas precedidas pela letra S sao rotas estaticas

criadas manualmente. Rotas precedidas pela letra R sdo rotas propagadas pelo protocolo RIP.
Repetir esta etapa para todos os roteadores, criando todas as rotas que julgar necessarias.

PARTE IV - Testando a Configuragao

ETAPA 1: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.10 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.

ETAPA 2: verificando o caminho seguido por um pacote de dados
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Para verificar por quais roteadores um pacote de dados segue, pode-se usar o comando
tracert 30.0.0.10 no Command Prompt ou a opgao Demonstrate PING progress on displayed

routing tables... no menu Teaching (tecla F10).
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3.2. Laboratério 02 — Rotas Dinamicas
OBJETIVO
Configurar rotas dindamicas nos roteadores.

CENARIO

Composto de 3 computadores, 3 switchs e 3 roteadores, onde os equipamentos estdo

interconectados conforme a figura de modo a formar 3 redes distintas.

AC2 TTmme— . =table empty =
__________ ED_ ?_E_..-—
[REDE 20.0.0.0/3 | Hﬁ [REDE 30.0.0.0/8 |
” S0fi S | |
s -DCE - 3
J ___--1 = PC_3
SumﬁCE S0 qéil:-le armpky = ____..---'_ Fadfz
=table empty = <= e —
— e —D1CEr SD'”' FIZI.I'III e
ﬂFauh — Fij) - 50/ roet - Suitch
o Switch —==="" Router
__Ealil.l? ———"

I:I!;ﬂ--"'_
- [ REDE 10.0.0.0/8 |

PC_i

RECURSOS

Simulador de redes NetSimK.

DADOS

Rede 10.0.0.0/8

Nome do Host: PC_1 Nome do Roteador: R1
Endereco IP: 10.0.0.10/8 Endereco IP (Interface F0/0): 10.0.0.1/8
Default Gateway: 10.0.0.1

Rede 20.0.0.0/8

Nome do Host: PC 2 Nome do Roteador: R2
Endereco IP: 20.0.0.10/8 Endereco IP (Interface F0/0): 20.0.0.1/8
Default Gateway: 20.0.0.1

Versdo 3.0 - Preliminar Pdgina 46 de 202




REDES DE COMPUTADORES

olly

LABORATORIO
Rede 30.0.0.0/8
Nome do Host: PC_3 Nome do Roteador: R3
Endereco IP: 30.0.0.10/8 Endereco IP (Interface F0/0): 30.0.0.1/8
Default Gateway: 30.0.0.1

Rede 15.0.0.0/8

Roteadores: R1 e R2
Dados da Interface Serial S0/0 do Roteador R1: 15.0.0.10/8
Dados da Interface Serial S0/0 do Roteador R2: 15.0.0.20/8

Rede 25.0.0.0/8

Roteadores: R2 e R3
Dados da Interface Serial SO/1 do Roteador R2: 25.0.0.10/8
Dados da Interface Serial SO/0 do Roteador R3: 25.0.0.20/8

Rede 35.0.0.0/8

Roteadores: R3 e R1
Dados da Interface Serial SO/1 do Roteador R3: 35.0.0.10/8
Dados da Interface Serial SO/1 do Roteador R1: 35.0.0.20/8

PARTE | - Configurando os hosts
ETAPA 1: acessar o console do host

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o enderego IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe A. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.
ETAPA 3: verificando as configuracdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informag¢des mais

detalhadas, digitar ipconfig /all e teclar <ENTER>. Fazer isso para todas as maquinas.
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ETAPA 4: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.10 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
PARTE Il - Configurando os roteadores
ETAPA 1: conectar o cabo serial do roteador ao PC

Selecionar Console (rollover) em Cables (select) no menu de ferramentas do lado esquerdo,
clicar no icone que representa o roteador e em seguida clicar no icone que representa o computador

PC_1, selecionar a porta serial COM Port 1 e em seguida clicar em Plug it in...
ETAPA 2: acessar o console do roteador

Para acessar o console do roteador, deve-se usar um computador com porta serial que,
conectado na porta apropriada do roteador por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.
ETAPA 3: configurando a interface de rede do roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Versdo 3.0 - Preliminar Pdgina 48 de 202



REDES DE COMPUTADORES @?
LABORATORIO &

Para configurar o enderego IP e a mascara de rede da interface conectada a rede 10.0.0.0/8,
digitar o comando interface £0/0 e teclar <ENTER>. Devera aparecer o prompt de comando do
roteador Router (config-if)#. Em seguida digitar o comando ip address 10.0.0.1
255.0.0.0 e teclar <ENTER>. Em seguida digitar o comando no shutdown e teclar <ENTER> para
que a configuragao fique ativa. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragao, quando

devera aparecer o prompt de comando do roteador Router#.

A partir de agora sera possivel acessar o console do roteador por meio do endereco IP, através

do comanto telnet 10.0.0.1 digitado no Command Prompt de qualquer computador.
Repetir esta etapa para todos os roteadores.

ETAPA 4: configurando a interface serial do roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, é necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para configurar o enderego IP e a mascara de rede da interface conectada a rede 15.0.0.0/8,
digitar o comando interface s0/0 e teclar <ENTER>. Devera aparecer o prompt de comando do
roteador Router (config-if)#. Em seguida digitar o comando ip address 15.0.0.10
255.0.0.0 e teclar <ENTER>.

Por se tratar de uma interface de rede serial, faz-se necessario ajustar a frequéncia do relogio
de sincronizagdo em qualquer uma das pontas do segmento de rede serial que ira atuar como DCE.
Para isso, deve-se digitar o comando clock rate 56000 e teclar <ENTER>. Em seguida digitar o
comando no shutdown e teclar <ENTER> para que a configuracao fique ativa. Por ultimo, teclar
<CTRL> + <Z> para salvar a configuracao, quando devera aparecer o prompt de comando do roteador
Routeri. Lembre-se que nao é necessario ajustar o reldgio de sincronizagdo na outra ponta do

enlace.

Observagado: em um segmento de rede serial, uma ponta € denominada de DTE (Data Terminal

Equipment) e a outra ponta € denominada de DCE (Data Communication Equipment). Quando se

Versdo 3.0 - Preliminar Pdgina 49 de 202



REDES DE COMPUTADORES FEE
LABORATORIO !

>

conectam dois roteadores por meio de um enlace serial, uma das pontas obrigatoriamente deve atuar
como DCE, onde devera ser configurada a velocidade do reldgio de sincronizagdo. Se ambas as

pontas atuarem como DTE ou DCE simultaneamente, os roteadores nao irdo funcionar.

Repetir esta etapa para a segunda interface serial e para todos os outros roteadores.
ETAPA 5: alterando o nome do roteador

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuracao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para alterar o nome do roteador, digitar o comando hostname R1 e teclar <ENTER>. Devera
aparecer o R1 (config-if) #. Em seguida teclar <CTRL> + <Z> para salvar a configuracao, quando

devera aparecer o prompt de comando do roteador R1#.

Repetir esta etapa para todos os roteadores.
PARTE Ill - Configurando as rotas dindmicas nos roteadores
ETAPA 1: acessar o console do roteador

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.

Outra forma de acessar o console do host é clicar duas vezes no icone que representa o

Command Prompt e digitar o comando telnet 10.0.0.1 seguido da tecla <ENTER>.
ETAPA 2: criando rotas dindmicas no roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as rotas configuradas no roteador, digitar o comando show ip route e teclar
<ENTER>.

Para configurar as rotas dindmicas no roteador, € necessario entrar no contexto de comandos

privilegiados. Para isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de
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comando do roteador R1#. Para entrar no modo de configuragéo, digitar o comando configure

terminal e teclar <ENTER>. Devera aparecer o prompt de comando do roteador R1 (configq) #.

Para configurar o protocolo de roteamento dinamico RIP (Routing Information Protocol), digitar
0 comando router rip e teclar <ENTER>. Devera aparecer o prompt de comando do roteador
Rl (config-router) #. Em seguida especificar a versao do protocolo RIP, digitando o comando
version 1 e teclando <ENTER>. Por ultimo, deve-se especificar as rotas que deverdo ser
propagadas, digitando os comandos network 10.0.0.0 seguido de <ENTER>; depois digitar o
comando network 15.0.0.0 seguido de <ENTER> e por fim digitar o comando network
35.0.0.0 seguido de <ENTER>. Em seguida teclar <CTRL> + <Z> para salvar a configuracao,

quando devera aparecer o prompt de comando do roteador R1#.

Para verificar as rotas configuradas no roteador, digitar o comando show ip route e teclar
<ENTER>. Note que as rotas precedidas da letra C sdo rotas automaticas criadas junto com a
configuracdo das interfaces de rede, enquanto que as rotas precedidas pela letra R sao rotas
propagadas pelo protocolo RIP. Rotas precedidas pela letra S sao rotas estaticas criadas

manualmente.

Repetir esta etapa para todos os roteadores.
PARTE IV - Testando a Configuragao
ETAPA 1: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.10 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, 0
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
ETAPA 2: verificando o caminho seguido por um pacote de dados

Para verificar por quais roteadores um pacote de dados segue, pode-se usar o comando
tracert 30.0.0.10 no Command Prompt ou a op¢cao Demonstrate PING progress on displayed

routing tables... no menu Teaching (tecla F10).
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3.3. Laboratério 03 — Frame Relay
OBJETIVO

Configurar uma rede Frame Relay.
CENARIO

Composto de 3 computadores, 3 switchs, 3 roteadores e uma nuvem Frame Relay, onde os

equipamentos estéo interconectados conforme a figura de modo a formar 3 redes distintas.
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HEEL [ REDE 10.0.0.0/8 | LD

RECURSOS

Simulador de redes NetSimK.

DADOS

Rede 10.0.0.0/8

Nome do Host: PC_1 Nome do Roteador: R1
Endereco IP: 10.0.0.10/8 Endereco IP (Interface F0/0): 10.0.0.1/8
Default Gateway: 10.0.0.1

Rede 20.0.0.0/8

Nome do Host: PC 2 Nome do Roteador: R2
Endereco IP: 20.0.0.10/8 Endereco IP (Interface F0/0): 20.0.0.1/8
Default Gateway: 20.0.0.1
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Rede 30.0.0.0/8
Nome do Host: PC_3 Nome do Roteador: R3
Endereco IP: 30.0.0.10/8 Endereco IP (Interface F0/0): 30.0.0.1/8
Default Gateway: 30.0.0.1

Rede 15.0.0.0/8

Roteadores: R1
Dados da Interface Serial S0/0 do Roteador R1: 15.0.0.10/8

Rede 25.0.0.0/8

Roteadores: R2
Dados da Interface Serial S0/0 do Roteador R2: 25.0.0.10/8

Rede 35.0.0.0/8

Roteadores: R3
Dados da Interface Serial SO/0 do Roteador R3: 35.0.0.10/8

PARTE | - Configurando os hosts
ETAPA 1: acessar o console do host

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.
ETAPA 2: configurar as propriedades de rede

Para configurar o endereco IP e a mascara de rede, clicar duas vezes sobre o icone Network
Connections. No campo IP Address, digitar o IP de acordo com o host e no campo Subnet Mask a

mascara padrao Classe A. Finalizar clicando em Save & Close. Fazer isso para todas as maquinas.
ETAPA 3: verificando as configuragdes de rede

Uma vez aberta a console, clicar duas vezes sobre o icone Command Prompt. Para verificar
as configuragdes de rede, digitar o comando ipconfig e teclar <ENTER>. Para informag¢des mais

detalhadas, digitar ipconfig /all e teclar <ENTER>. Fazer isso para todas as maquinas.
PARTE Il - Configurando a rede Frame Relay

ETAPA 1: criar circuitos virtuais permanentes (PVC)
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Para criar um PVC, clicar duas vezes sobre a nuvem Frame Relay e entéo clicar no botdo New

PVC Terminal. Serao necessarios trés terminais: A, B e C.

Cada terminal possui um DLCI igual a 16 e o LMI igual a ansi. Para interconectar os terminais,
clicar no botao Connect Terminals (que se encontra a direita do botdo New PVC Terminal), depois clicar
uma vez no Terminal A e por ultimo no Terminal B. Para conectar o Terminal B ao Terminal C, é
necessario adicionar um novo DLCI no Terminal B. Para isso, clicar em Add no Terminal B, o que criara
o DLCl igual a 17, e entdo conectar o Terminal B ao Terminal C. Por ultimo, deve-se conectar o Terminal
C ao Terminal A, adicionando-se um novo DLCI no Terminal C e no Terminal A e entdo conectar o

Terminal C ao Terminal A.
ETAPA 2: conectando os roteadores a nuvem Frame Relay

Para conectar o roteador a rede Frame Relay, selecionar WAN Serial em Cables (select) no
menu de ferramentas do lado esquerdo, clicar na nuvem Frame Relay, selecionar o Terminal A e em
seguida clicar em Plug it in... Na sequéncia, clicar no icone que representa o roteador Router da rede

10.0.0.0/8, selecionar a porta serial Serial Port 0/0 e em seguida clicar em Plug it in...

Repetir esta etapa para todos os roteadores, lembrando que o Terminal B deve ser conectado

ao roteador da rede 20.0.0.0/8 e o Terminal C deve ser conectado ao roteador da rede 30.0.0.0/8.
PARTE lll - Configurando os roteadores
ETAPA 1: conectar o cabo serial do roteador ao PC

Selecionar Console (rollover) em Cables (select) no menu de ferramentas do lado esquerdo,
clicar no icone que representa o roteador e em seguida clicar no icone que representa o computador

PC_1, selecionar a porta serial COM Port 1 e em seguida clicar em Plug it in...
ETAPA 2: acessar o console do roteador

Para acessar o console do roteador, deve-se usar um computador com porta serial que,
conectado na porta apropriada do roteador por meio de cabo especifico, permita que possamos enviar

comandos de configuragao.

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.
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ETAPA 3: configurando a interface de rede do roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, é necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Routeri. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para configurar o enderecgo IP e a mascara de rede da interface conectada a rede 10.0.0.0/8,
digitar o comando interface £0/0 e teclar <ENTER>. Devera aparecer o prompt de comando do
roteador Router (config-if)#. Em seguida digitar o comando ip address 10.0.0.1
255.0.0.0 e teclar <ENTER>. Em seguida digitar o comando no shutdown e teclar <ENTER> para
que a configuragao fique ativa. Por ultimo, teclar <CTRL> + <Z> para salvar a configuragdo, quando

devera aparecer o prompt de comando do roteador Routeri.

A partir de agora sera possivel acessar o console do roteador por meio do endereco IP, através

do comanto telnet 10.0.0.1 digitado no Command Prompt de qualquer computador.
ETAPA 4: configurando a interface serial do roteador
Para verificar os comandos disponiveis no contexto atual, digitar 2 e teclar <ENTER>.

Para verificar as interfaces de rede configuradas, digitar o comando show ip interface

brief e teclar <ENTER>. Note que ha dois tipos de interface: FastEthernet e Serial.

Para configurar o roteador, € necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Router#. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para configurar o enderego IP e a mascara de rede da interface conectada a rede 15.0.0.0/8,
digitar o comando interface s0/0 e teclar <ENTER>. Devera aparecer o prompt de comando do
roteador Router (config-if)#. Em seguida digitar o comando ip address 15.0.0.10

255.0.0.0 e teclar <ENTER>.
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Por se tratar de uma interface de rede serial que sera conectada a uma rede Frame Relay,
deve-se digitar o comando encapsulation frame-relay e teclar <ENTER>. Em seguida digitar o
comando no shutdown e teclar <ENTER> para que a configuragao fique ativa. Por ultimo, teclar

<CTRL> + <Z> para salvar a configuragcao, quando devera aparecer o prompt de comando do roteador
Router#.

ETAPA 5: verificando o mapeamento dinamico

Para verificar o mapeamanto dinamico entre os enderecgos IP e os DLCI no roteador, digitar o
comando show frame-relay map e teclar <ENTER>. Devera aparecer a relagao da(s) interface(s)

com seu(s) respectivo(s) enderego IP e DLCI.

Observacgao: Pode acontecer de ndo aparecer nenhum mapeamento apds o comando. Isso acontece
se houver apenas um roteador configurado com Frame Relay. Quando houver dois ou mais roteadores

configurados, o mapeamento ira aparecer.

ETAPA 6: alterando o nome do roteador

Para configurar o roteador, é necessario entrar no contexto de comandos privilegiados. Para
isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de comando do
roteador Router#. Para entrar no modo de configuragao, digitar o comando configure terminal

e teclar <ENTER>. Devera aparecer o prompt de comando do roteador Router (config) #.

Para alterar o nome do roteador, digitar o comando hostname R1 e teclar <ENTER>. Devera
aparecer o R1 (config-if) #. Em seguida teclar <CTRL> + <Z> para salvar a configuragao, quando

devera aparecer o prompt de comando do roteador R1#.
ETAPA 7: configurando os demais roteadores

Repetir todas as etapas acima para os demais roteadores.
PARTE IV - Configurando as rotas dindmicas nos roteadores
ETAPA 1: acessar o console do roteador

Para acessar o console do host, clicar duas vezes sobre o icone que representa o computador.

Depois, clicar duas vezes no icone que representa o software HyperTerm.

Uma vez executado o HyperTerminal, teclar <ENTER>, e devera aparecer o prompt de

comando do roteador Router>.
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Outra forma de acessar o console do host é clicar duas vezes no icone que representa o

Command Prompt e digitar o comando telnet 10.0.0.1 seguido da tecla <ENTER>.
ETAPA 2: criando rotas dindmicas no roteador
Para verificar os comandos disponiveis no contexto atual, digitar ? e teclar <ENTER>.

Para verificar as rotas configuradas no roteador, digitar o comando show ip route e teclar
<ENTER>.

Para configurar as rotas dindmicas no roteador, € necessario entrar no contexto de comandos
privilegiados. Para isso, digitar o comando enable e teclar <ENTER>, e devera aparecer o prompt de
comando do roteador R1#. Para entrar no modo de configuracao, digitar o comando configure

terminal e teclar <ENTER>. Devera aparecer o prompt de comando do roteador R1 (config) #.

Para configurar o protocolo de roteamento dindmico RIP (Routing Information Protocol), digitar
0 comando router rip e teclar <ENTER>. Devera aparecer o prompt de comando do roteador
Rl (config-router) #. Em seguida especificar a versao do protocolo RIP, digitando o comando
version 1 e teclando <ENTER>. Por ultimo, deve-se especificar as rotas que deverdo ser
propagadas, digitando os comandos network 10.0.0.0 seguido de <ENTER>, e por fim digitar o
comando network 15.0.0.0 seguido de <ENTER>. Em seguida teclar <CTRL> + <Z> para salvar

a configuragéo, quando devera aparecer o prompt de comando do roteador R1#.

Para verificar as rotas configuradas no roteador, digitar o comando show ip route e teclar
<ENTER>. Note que as rotas precedidas da letra C sao rotas automaticas criadas junto com a
configuracdo das interfaces de rede, enquanto que as rotas precedidas pela letra R sdo rotas
propagadas pelo protocolo RIP. Rotas precedidas pela letra S sdo rotas estaticas criadas

manualmente.

Repetir esta etapa para todos os roteadores.
PARTE V - Testando a Configuragao
ETAPA 1: testando a conectividade

Para testar a conectividade, abrir a console do PC_1 e clicar duas vezes no icone Command
Prompt. Digitar o comando ping 30.0.0.10 e teclar <ENTER>. Este comando fara com que 4
pacotes ICMP sejam transmitidos do host PC_1 para o host PC_3. Se o envio ocorrer com sucesso, o
host PC_1 recebera 4 pacotes de resposta (Reply), um para cada pacote enviado. Repetir esta etapa

para todas os hosts, de modo a verificar se todos os hosts conseguem se comunicar com os demais.
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ETAPA 2: verificando o caminho seguido por um pacote de dados

Para verificar por quais roteadores um pacote de dados segue, pode-se usar o comando
tracert 30.0.0.10 no Command Prompt ou a opgao Demonstrate PING progress on displayed

routing tables... no menu Teaching (tecla F10).

Versdo 3.0 - Preliminar Pdgina 58 de 202



REDES DE COMPUTADORES
LABORATORIO

olly

4. Seguranga

Os laboratérios desta secdo tém o objetivo de explorar e demonstrar as caracteristicas de

gerenciamento e segurancga aplicadas a redes de computadores:
e SARC-Lab-01 - Configurar o protocolo SNMP (Simple Network Management Protocol).
e SARC-Lab-02 - Configurar e instalar o Active Directory.

e SARC-Lab-03 - Configurar RAID.

Versdo 3.0 - Preliminar Pdgina 59 de 202



.{s\
4

REDES DE COMPUTADORES
LABORATORIO

L

4.1. Laboratério 01 — SNMP
OBJETIVO

Configurar o protocolo SNMP e realizar a consulta de informagdes do host Router0 por meio de
sua MIB.

CENARIO

Rede composta por um computador PC (PCO0), um switch (SwitchO) e um roteador (Router0).

o g
Fanfo, e —

_ a1 L7012, "

T Fan . 1841

| - 2950-24 Routern

e Switchi

PC-PT

PO

Figura 1 — Topologia de rede o para laboratério SNMP
RECURSOS

Simulador de redes Cisco Packet Tracer.

DADOS
Nome do Host: PCO Nome do Host: Router0
Endereco IP: 10.0.0.10/8 Endereco IP: 10.0.0.1/8

Etapa 1: criar a topologia de rede
Criar a topologia de rede conforme o desenho da Figura 1.
Etapa 2: configurar o PC

Para configurar as propriedades de rede do host PCO, deve-se clicar no icone que representa
o PCO0, em seguida clicar na aba Desktop e por fim em IP Configuration e completar as informagdes

conforme a Figura 2.
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Subnet Mask 255.0.0.0
Default Gateway 10.0.0.1
DHS Server '
IPvE Configuration
(O DHCP (O Auto Config @ Static
IPvE Address M_
Link Local Address FEBD: :2E0:F7FF:FEBE: 9588 g
IPvE Gateway
IPvE DNS Server r
|
e~ :

Figura 2 — Propriedades de rede do host PCO

Etapa : configurar as propriedades de rede do roteador

Para configurar as propriedades de rede do roteador RouterO, deve-se clicar no icone que
representa o Router0, em seguida clicar na aba CLI e por fim pressionar <ENTER> para entrar na

console de comandos do roteador. Na sequéncia deve-se digitar os seguintes comandos:

Entrar no contexto de comandos privilegiados:

Router>enable

Entrar no modo de configuragao:

Routerf#fconfigure terminal

Selecionar a interface FastEthernet 0/0:

Router (config) #interface fastEthernet 0/0

Configurar o enderego IP e a mascara de rede:

Router (config-if) #ip address 10.0.0.1 255.0.0.0

Habilitar a interface de rede:

Router (config-if) #no shutdown

Pressionar CTRL+Z ou digitar o comando exit seguido de <ENTER> para voltar para o modo

de comandos privilegiados. Em seguida, deve-se salvar as novas configuracbées na memoria do
roteador.
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Router#write memory

Para verificar as configuragdes do roteador, digitar o comando abaixo e usar a barra de espagos

para rolar a tela até achar a linha interface FastEthernet0/0.

Router#show running-config

Etapa 4: configurar as propriedades do agente SNMP

Entrar no modo de configuragao:

Router#fconfigure terminal

Habilitar o agente SNMP, configurar a comunidade “public” e dar a permissao de somente leitura
(RO):

Router (config-if)# snmp-server community public ro

Pressionar CTRL+Z ou digitar o comando exit seguido de <ENTER> para voltar para o modo
de comandos privilegiados. Em seguida, deve-se salvar as novas configuracbes na memoria do
roteador.

Router#write memory

Para verificar a as configuragbes do roteador, digitar o comando abaixo e usar a barra de

espacos para rolar a tela até achar a linha snmp-server community public RO.

Router#show running-config

Etapa 5: fazer a leitura da MIB do agente SNMP no roteador Router0

Para consultar os dados da MIB do roteador Router0, clicar no icone que representa o PCO,

em seguida clicar na aba Desktop e por fim em MIB Browser, conforme a Figura 3.
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Figura 3 — Console do MIB Brower

Em Address, digitar o endereco IP do roteador Router0, ou seja, 10.0.0.1.

Em SNMP MIBs, navegar e expandir a arvore MIB (MIB Tree) até chegar em system:

MIB Tree>router_std.MIBs>.iso>.org>.dod>.internet>.mgmt>.mib-2>.system

Em OID devera aparecer automaticamente o niumero “.1.3.6.1.2.1.1”.

Observagdo: note que o caminho ‘“.iso.org.dod.internet.mgmt.mib-2.system” equivale ao OID
“1.3.6.1.2.1.1".

No botdo Advanced..., preencher o campo Read Community com a comunidade configurada no

roteador Router0Q e alterar o SNMP Version para v2. Por fim, clicar em OK.
Em Operations, selecionar o comando Get e clicar em GO.

Se aparecer o erro “SNMP Command Error Bad value error”, trocar o comando Get por Get
Bulk e clicar em GO novamente. Se o comando for executado com sucesso, as informagdes da OID

“1.3.6.1.2.1.1” deveréo ser apresentadas em Result Table.

Para testar o comando Get ao invés de Get Bulk, em SNMP MIBs navegar e expandir a arvore

MIB (MIB Tree) até chegar em sysDescr.0:

MIB Tree>router_std.MIBs>.iso>.org>.dod>.internet>.mgmt>.mib-2>.system>.sysDescr.0

Em OID devera aparecer automaticamente o niumero “.1.3.6.1.2.1.1.1”.
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Observagao: note que o caminho “.iso.org.dod.internet.mgmt.mib-2.system.sysDescr.0” equivale ao
OID “1.3.6.1.2.1.1.1".

Em Operations, selecionar o comando Get e clicar em GO. Se o comando for executado com

sucesso, as informagdes da OID “.1.3.6.1.2.1.1.1” deverao ser apresentadas em Result Table.

Questao 1: O que significa o indice 0 em sysDescr.0?

Questao 2: Qual a diferenca entre Get e Get Bulk?

Etapa 6: escrevendo dados na MIB do agente SNMP no roteador Router0

Para consultar os dados da MIB do roteador Router0, clicar no icone que representa o PCO,

em seguida clicar na aba Desktop e por fim em MIB Browser, conforme a Figura 3.
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Para entrar no contexto de comandos privilegiados:

Router>enable

Para entrar no modo de configuragao:

Router#fconfigure terminal

Para voltar para o contexto de comandos privilegiados:

Pressionar CTRL+Z

Para voltar para um contexto anterior ou acima:

Digitar o comando exit seguido de <ENTER>

Para habilitar o agente SNMP, configurar a comunidade e dar a permissao de acesso:

Router (config-if) # snmp-server community <comunidade> <ro|rw>

Para desabilitar o agente SNMP:

Router (config-if) # no snmp-server

Para salvar as novas configuracbes na memoaria do roteador:

Router#write memory

Para verificar as configuragbes do roteador:

Router#show running-config

Para apagar as configuracdes do roteador:

Router#erase startup-config

Para reiniciar as configuragdes do roteador:

Router#reload
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4.2. Laboratério 02 — Active Directory
OBJETIVO

Instalar e configurar um controlador de dominio com Active Directory e um servidor membro.
CENARIO

Rede composta por dois servidores, DC1 e SRV1.

del.acme.corp srvl.acme.corp

Figura 3 — Topologia de rede o para laboratério Active Directory

RECURSOS
Virtualizador VirtualBox ou similar ou a plataforma em nuvem Yellow Circle ou similar.

DADOS

Nomes dos Hosts: DC1 e SRV1

Endereco IP: 10.0.0.1/8 e 10.0.0.10/8

Dominio: ACME.CORP

Usuario: Administrator

Senha: PesswOrd (com a letra “P” maiuscula, o simbolo de arroba “@”, um zero no lugar da letra

0” e as demais letras minusculas).

PARTE | - Configurando os servidores
Etapa 1: criar a maquina virtual para hospedar o controlador de dominio
Criar uma maquina virtual com 1 GB de memdéria RAM e 20 GB de espago em disco.

Etapa 2: Instalar o Windows Server 2008 R2
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Ao iniciar a instalagdo do Windows Server 2008 R2, selecionar o idioma como English, o

formato de data e hora para Portuguese (Brazil) e o layout de teclado para Portuguese (Brazilian

ABNT2), conforme a figura abaixo.

% Install Windows

Windows Serverzooz

Language to install: [
M DR R o Portuguese (Brazil)

LS R B ) Portuguese (Brazilian ABNT2)

Enter your language and other preferences and click "Next” te continue.

Copynght & 2005 Micsosoft Corporstion. Al rights reserved.

Clicar em Next e na préxima tela em Install Now.

% Install Windows

Windows Server 2008

Tnstall naw

\What to knew before installing Windows

Repair your computer

Copyiiht £ 2009 Micoeah Coporstion. A1l fights ressrved.
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Selecionar a versao Windows Server 2008 R2 Enterprise (Full Installation) e clicar em Next.

11/21/2010
11/21/2010

Windows Server 2008 R2 Standard (Server Core Installation)

Wi Full Ir )
Enterprise (Server Core Installation)

‘Windows Server 2008 R2 Datacenter (Full Installation)

‘Windows Server 2008 R2 Datacenter (Server Core Installation)

Windows Web Server 2008 R2 (Full Installation)

Windows Web Server 2008 R2 (Server Core Installation) 1172172010

Description:
This option installs the complete installation of Windows Server. This installation includes the entire

user interface, and it supports all of the server roles.

1 Collecting infarmation 2 Installing Windows

Aceitar os termos da licencga e clicar em Next.

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2008 R2 ENTERPRISE, SERVICE PACK 1
These license terms are an agreement between Microsoft Corporation (or based on

where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The

terms also apply to any Microsoft
updates,
supplements,

Internet-based services, and

support services

¥ L accept the license terms

1 Collecting infarmation

2 Installing Windows
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No tipo da instalagao, clicar em Custom (advanced).

Which type of installation do you want?

Upgrade

Upgrade to a newer version of Windows and keep your files, settings, and programs.
The option to upgrade is only available when an existing version of Windows is
running. We recommend backing up your files before you proceed,

Custom (advanced)

Instalt a new copy of Windows, This option does not keep your files, settings, and
programs. The option to make changes to disks and partitions is available when you
start your computer using the installation disc. We recommend backing up your files
befare you proceed.

Help me decide

1 Collecting infarmation 2 Installing Windows

Manter as configuragcdes de disco e clicar em Next.

Where do you want to install Windows?

| Name
Disk Unallocated Space-

#¢ Refresh Drive options (advanced)

§* Load Driver

1 Callecting infarmation 2 Installing Windows
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Aguardar a instalagéo do sistema operacional.

|

£7 Install Windows

Installing Windows...

That's all the information we need right now, Your computer will restart several times during
installation.

Expanding Windows files (0%) ...

Ao final da instalagao, o computador sera reiniciado e aparecera a seguinte tela.

Setup is preparing your computer for first use
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A senha do usuario Administrador devera ser alterada. Clicar em OK para proceder com a
alteracao.

) The user's password must be changed before fogging on the first time.

Windows Server2o08
Enterprise

A senha a ser usada para o usuario Administrator € PesswOrd (com a letra “P” maiuscula, o

simbolo de arroba “@”, um zero no lugar da letra “0” e as demais letras minusculas).

Administrator

Creste 3 password reset disk

Kee

3

-/ Windows Server2c0s
Enterprise
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Uma vez alterada a senha, clicar em OK para entrar no console do sistema operacional.

Your password has been changed.

Windows Server2o08
Enterprise

Como ¢é a primeira vez que o usuario Administrator € usado, a area de trabalho precisa ser

preparada para uso.

C Preparing your desktop...

Windows Server2oos
Enterprise
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Uma vez que o usuario Administrator entrou no sistema, aparecera a tela abaixo. Marcar a
opgéao Do not show this window at logon e clicar em Close.

Eff Tnitial Configuration Tasks

& x|
ﬁ Perform the following tasks to configure this server {;’ m"p?g”s Server 200872
@Y Provide Computer Information H] Specifying computer information m
?%‘ Activate Windows Product TD: Mot activated
" Settime zone Time Zone: (UTC-03:00) Brasiia
5‘ Carfigure netwarking Local Area Connection: |Pv4 address assigned by DHCP, IPvE enabled
* Provide computer name and Full Computer Name: WIN-C3NBORS0OMA
domain Workgroup: WORKGROUP
|'a| Uiidr’ii’.:’i This Server ﬂl Updating your Windows server
Enable automatic updating and Updates: Mot corfigured
D feedback Feedback: Windows Emor Reporting off
Nat participating in Customer Experence Improvemert Program e
:I Download and install updates Checked for Updates:  MNever
Installed Updates: MNever
'a:' Customize This Server H] Customizing your server
o Dol bl =
¥ Do not show this window at logon

[rlelwe e, -

Caso aparece a tela do Server Manager, marcar a op¢ao Do not show me this console at logon
e fechar a janela.

E Server Manager

=10i

File Action View Help ]
¢=mH

ENCACL G SR BURETGES ) sorver Manager (WIN-C3NSOR500MA)
5 Roles |

il Features
g Diagnostics 3 Get an overview of the status of this server, perform top management tasks, and add or remove server
i’& Configuration 3 roles and features.

23 storage

* Server Summary Server Summary Help

(~ Computer Information ?4.. Activate Windows
L5

Full Computer WIN-CINSORS00MA WP ehacsysiem Liperes

Name: IE" View MNetwork Connections
(e

Workgroup: WORKGROUP -‘l\. Configure Remate Desktop
ia Configure Server Manager Remote

Local Area 1Pv4 address assigned by DHCP, Management

Connection: 1Pv6 enabled

Remote Desktop: Disabled

Server Manager Digabled

Remote

Management:

Product ID: Not activated

¥ Do not show me this console at logon

4] | LI %“d Last Refresh: Today at 15:26 Configure refresh

| W\I‘Pﬂﬁ B i ™
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Etapa 3: Alterar o nome do computador e as configuragdes de rede

Para alterar o nome do computador, clicar em Start e com o botéo direito do mouse clicar em
Computer, em seguida clicar em Properties.

Properties

» All Programs

I Search programs and files

fosan | B & |ralPwe o -

Apobs aparecer a janela System, clicar em Change Settings.

@_‘wstem ;Iilz.]
O@ tl’{l - Control Panel - System and Security - System = k23 | Search Control Panel @‘

Control Panel Home View basic information about your computer

@u Device Manager Windows edition
) Remote settings Windows Server 2008 R2 Enterprise
@I AR S s Copyright © 2009 Microsoft Corporation.  All rights reserved.
Service Padk 1
System
Processor: Intel(R) Core(TM) i5-4570 CPU @ 3.20GHz  3.19 GHz
Installed memory (RAM): 1,00 GB
System type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is avaiable for this Display

Computer name, domain, and workgroup settings

Computer name: WIM-C3NSORS00OMA l@changeﬁtﬁngs
Full computer name: WIN-C3NSOR500MA
Computer description:

See also Workgroup: WORKGROUP

Action Center
Windows Update

Windows activation

?& 10 days to activate. Activate Windows now LI

[ralres o,
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Ao aparecer a tela System Properties, clicar em Change.

=lsix

‘O‘(} [ - Control Panel - System and Security - System

= @ I Search Control Panel @‘

Control Panel Home

View basic information about your computer

= Systi P i o
—— x

@u Remote settings Compuiter Name | Hardwars | Advanced | Harnotel

i ed.
¥y Advanced systen L"h W’hdowsusesﬂ:efoﬂomg information to identify your computer

on the network.
Computer description: I
For example: 1S Production Server” or

Full computer name: WIN-C3NBORSOOMA

Workgroup: WORKGROUP

T it i or change its domain or T ICPU @ 3.20GHz 3.19 GHz

wmkgmw click Change. - k

wvailable for this Display
li‘;‘JChange settings

See also
Action Center il
Windows Update | Cancel Ay |

=
|7l &P h ., -

'LMIJ%E;JI_

No campo Computer Name, digitar o nome do computador DC1 e clicar em OK.

Es'fstem = | ﬁ'lz_l
‘m tm ~ Control Panel = System and Security = System - @ I Search Contral Panel @‘
@ Y
Control Panel Home P - Tl
View basic information about your computer
8§ Device Marager B x|
S x
/| Remote settings
i You can change the name and the membership of this ed.
&I Advanced sysid computer. Changes might affect access to network resources.  |computer
More information
Computer name:
bCT i
Full computer name:
DC1

More.... - ICPU @ 3.20GHz  3.19 GHz
ange... I

Member of
" Domain:
| vailzble for this Display
= Workgroup;
|WORKGHOUP [#y/Change settings
==
See also k
Action Center Jutl)
Windows Update | Cancel | Sl |
E
= 15:41
el | B &3 5 B || |rlalr B ..
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Aparecera uma mensagem de que o computador precisa ser reinicializado para que as
alteragbes surtam efeito. Clicar em OK.

813
‘O’(j |:!?s ~ Control Panel = System and Seaurity ~ System i3 | search control Panel @‘

Computer Name[Domain Changes

Computer name: @ You must restart your computer to apply these
IDC‘I ~ changes

Full computer nam Before restarting, save any open files and dose all programs.

Control Panel Home View basic information about your computer

- 5 P al
B Device Manager | ERESR

Computer Name | Domain Changes

) Remote settings
You can change the name and the membership of this

computer. Changes might affect access to network resources.
More information

B Advanced systen

DC1
e 519G
Member of
" Domain:
| wvailable for this Display
+ Workgroup:
|WORKGHOUP thange to DC1 after li‘;‘JChange settings
oK | Cancel
See also
Action Center e
Windows Update | Cancel | Ay |
: =

sl | B B .;qu_ v 2(F s ..

Clicar em Close para fechar a janela System Properties.

Es'fstem ;Iill(.]
‘% |:‘i ~ Control Panel = System and Security = System - m I Search Contral Panel @‘
a
Contral Panel Home View basic information about your computer

- Syst P i .3
D . x|

) Remote settings Gmimtﬁfﬁame.l Hardware | Advanced | Remote |

@' Advanced system e
W L\’L thowsumﬂmfdlnmg information to identify your computer
= onthe network.

Computer description: I
For example: "ll5 Production Server” or
"y e et

Full computer name: oc
Workgroup: WORKGROUP

To rename this compuiter or change its domain or Change... R R SRS
workgroup,

click Change.

wailable for this Display

rhange to DC1 after l@change settings

See also ”

1. Changes will take effect after you restart this computer. 4]
Action Center
Windows Update Close ’}J Cance! Sl |

vl | & & ) B[ | nalFEn i,
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Quando aparecer a mensagem se deseja reiniciar o computador, clicar em Restart Later e

fechar a janela System.

eix

‘OD i;!l ~ Control Panel = System and Seaurity ~ System

= @ I Search Control Panel @

Control Panel Home

@' Device Manager
) Remote settings

B Advanced system settings

See also
Action Center
Windows Update

od| & & ]

View basic information about your computer

Windows edition

Windows Server 2008 R.2 Enterprise
Copyright © 2009 Microsoft Corporation. Al rights reserved.
Service Pack 1

Microsoft Windows x|

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Now I stmtu%ai
b

FHz 3.19 GHz

Installed memory (RAM): 1,00 GB
System type: &4-bit Operating System
Pen and Toudh: Mo Pen or Touch Input s avaiable for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-C3N30R500MA {will change to DC1 after IF;‘JChange settings
restarting this computer)

Full computer name: WIN-C3NB0R500MA

Computer description:

Waorkgroup: WORKGROUP -

Windows activation

=
[mlslr s -

Para alterar as propriedades de rede do computador, clicar em Start e com o botao direito do

mouse clicar em Network, em seguida clicar em Properties.

» All Programs

I Search programs and files

oo | B &

[melFes o2,-
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Na janela Network and Sharing Center clicar em Local Area Connection.

i1
‘(j@ 5 il S ReTwirk el TITIaT. © HeTRte i) St Ot - @ I Search Control Panel @‘

Control Panel Home View your basic network information and set up connections

| See full may
Change adapter settings E* —_— -;!i& — @ P

Change advanced sharing settings WIN-C3NEOR500MA Network Intermet
{This computer)
View your active networks Connect or disconnect
Network Access type: Internet

Public network. Connections: @ Local Areafonnechon

Change your netwarking settings

'{;. Set up a new connection or network
=" Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or setup a router or access point.

is, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

‘:] Troubleshoot problems
Diagnase and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Firewall

ond| & @ o[ |rlafFee oo,

Na janela Local Area Connection Status, clicar em Properties.

EUE: NWetwork and Sharing Center = 5'1'
‘ (j@ L+ = Control Panel = Metwark and Internet = Network and Sharing Center - @ I Search Control Panel @“
Control Panel Home - i _alie = f— i - @
{? Local Area Connection Status il
o —— See full map
ange adapter settings General | —
Change advanced sharing settings Internet
Connection
1Pv4 Connectivity: Internet Connect or disconnect
IPv6 Connectivity: No network access
Media State: Enabled ; Internet
00:30:51 @ Local Area Connection
1.0 Gbps
n; or setup a router or access point.
Activity
Sent — k.!' —— Received brk connection.
&=
Bytes: 875 | 4.886

hformation.

@'P{wﬁrﬂa)j %) Disable | Diagnose |

See also
Close |
Internet Options

Windows Firewall

’”_‘MH = g,,J JW\”IFWE(b oo
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Selecionar a opc¢éo Internet Protocol Version 4 (TCP/IPv4) e clicar em Properties.

=181
(jc X+ Control Panel = Network and Internet ~ Network and Sharing Center + i3 | search control Panel @‘
@

Control Panel Home o Gz : o :
il

L - II "' rties S See full map
o S =h
Change advanced sharing settings Metworking | Internet

Connect using:
¥ Intel{R) PRO/1000 MT Desktop Adapter

Connect or disconnect

Internet
I
L Local Area Connection

This cornection uses the following tems:

0% Cliert for Microsoft Networks

3810305 Packet Scheduler

gﬁle and Prirter Sharing for Microsoft Networks
- Intemet Protocol Vi
P8 Intemet P Versi vd)

& Link-Layer Topology Discovery Mapper /0 Driver
& |ink-Layer Topology Discovery Responder

r setup a router or access point.

connection,

mation.

nstal. i) Properties ,\1
L

- De: ]
Transmission Control Protocal/intemet Protocol. The defauk
wide area network protocol that provides communication
across diverse interconnected networks.

See also

Internet Options

Windows Firewall oK | Cancel |
e - =i=) |rlaPme o,

Usar as seguintes configuracdes de redes: IP addres 10.0.0.1/8. Clicar em OK, depois em Close

e por fim em Close novamente. Fechar a janela Network and Sharing Center.

EUE: NWetwork and Sharing Center = 5'1'
(j@ L%+ Control Panel ~ Metwork and Internet = Network and Sharing Center - & | Search Control Panel @‘
@

Control Panel Home Zi P S P

vl

] 5 P e e T wil A See full map
Change adapter settings Internet Protocol Version 4 (TCP/IPv4) Properties 2 x|
Change advanced sharing settings He
General |
‘fou can get IP settings assigned automatically if your network supports +— Connect or disconnect
[ this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
Connection
1 " Obtain an IP address automatically
—(% Use the following IP address:
IP address: i .., &
Subnet mask: 255. 0 .0 .0

ter or access point.

Default gateway: i A i

€ Ofbain DS server address sutomatically

1+ Use the following DNS server addresses:

|| Preferred DNS server: = . .
Alternate DINS server: 2 . .

— = 1| I validate settings upon exit Advanced...

Internet Options _—

Windaws Firewal Eancd
oo | & & [ |m 8P e e
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Para reiniciar o computador, clicar em Start e na seta logo a direita de Log off, e entéo clicar em
Restart.

» All Programs

Search rams and files - Log off |» Shut down [Closes all apen programs, shuts down Windows, and then
I ki — starts Windows again,

forsae | B & 2 |7l @ h b o,

Nos comentarios, incluir a mensagem Planned e clicar em OK.

Recyde Bin

Shut Down Windows B |

[ J :
:._;'}_’ Windows Server2008 >
Enterprise

i~ Shutdown Event Tracker
Select the option that best describes why you want to shut.
down the computer

Option: ¥ Planned
IOﬂ'ler {Planned) j
& shutdown or restart for an unknown reason

Comment:
Planned,

o] o | |

-1 |rglFPBe oo,
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Etapa 4: criar a maquina virtual para hospedar o servidor membro
Criar uma maquina virtual com 1 GB de memdéria RAM e 20 GB de espago em disco.
Etapa 5: Instalar o Windows Server 2008 R2

Repetir as etapas 1, 2 e 3 para a criacdo do servidor membro, lembrando que o nome da
maquina € SRV1, o endereco IP é 10.0.0.10/8 e a senha do usuario Administrator € P@sswOrd (com
a letra “P” maiuscula, o simbolo de arroba “@”, um zero no lugar da letra “0” e as demais letras

minusculas).
PARTE Il - Instalando e configurando o Active Directory
Etapa 1: instalar o papel Active Directory Domain Services

Para instalar um novo papel de servidor, clicar em Start e com o botao direito do mouse clicar

em Computer, em seguida clicar em Manage.

o CE——
Control Panel Disconnect network drive...

Devices and Printers. Show on Desktop
Rename

AdmIISTIINETOO  prope tee
Help and Support
¥ AlPrograms
[ search programs and fiies Log off [#]
EJ = S J”\”P’%Ib M
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Na janela Server Manager, clicar em Roles e em seguida clicar em Add Roles.

E,. Server Manager .

_lol x|
File Action View Help
5| 2= H

iﬁ Server Manager (DC1) Roles
[Eaanoles

gﬂ Features *

3 Diagnostics E 4+ View the health of the roles installed on your server and add or remove roles and features.
_fl_!; Canfiguration b d

H Storage

* Roles Summary Fooles Summary Help

53: Addﬁcles
i{i Rem.fe Roles

~ Roles: 0 of 17 installed

g:ld Last Refresh: Today at 16:33  Configure refresh

oo || & 5 [ .

17/03/2018

Na tela Add Roles Wizard clicar em Next.

Add Roles Wizard

5 x|
{ ﬁb Before You Begin

Before You Begin

This wizard helps you install roles on this server, You determine which roles to install bazed on the tasks you

Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress

» The Administrator account has a strong password
Recults = MNetwork settings, such as static IP addresses, are configured
»The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Mext.

™ Skip this page by default

L

o |[ & &

< Preyious | Next > FI Instsl | Cancel |

MEREG e, .
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Em Select Server Roles selecionar a opgao Active Directory Domain Services.

Add Roles Wizard

[
’V %ﬂ Select Server Roles

Select one or more roles to install on this server,
Roles:

i x|

e m—

Description:

Active Directory Domain Services
Confirmation

D Active Directory Certificate Services

D Active Directory Federation Services

] Active Directary Lightweight Directory Services
’:i Active Directory Rights Management Services
[ application Server

[ DHCP Server

D DNS Server

D Fax Server

[ File Services

] Hyper-v

"] Network Policy and Access Services

D Print and Document Services

] Remote Desktop Services

[ web server (I15)

[ windows Deployment Services

[ windows Server Update Services

Progress

Results

More about server roles

[ S|

Active Directory Domain Services (AD
DS)stores information about objects
on the network and makes this
information available to users and
network administrators. AD D5 uses
domain controllers to give netwark
users access to permitted resources
anywhere on the network through a
singlelogon process.

Next > Insts] | Cancel |

T EEEG o,

Na sequéncia ira aparecer uma tela de dependéncias requeridas. Clicar em Add Required

Features e em seguida clicar em Next.

mtl Roles Wizard x|
& Select Server Roles J
Before You Begin Select one or more roles to install on this server.
Server Roles Roles: Description:
el =il Add Roles Wizard X lrvices (AD
ut objects
Progress a0 ~ _ _ . _ ithis
L ‘o Add features required for Active Directory Domain Services? brs and
XL Y=
You cannot install Active Directory Domain Services unless the required features are also installed 1;3:‘5;5
Features: Description: Esources
[=] NET Framework 3.5 1 Features Microsoft . MET Framework 2.5.1 b rough a
A
NET Framework 3.5.1 .the power of the NET Framework 2.0 APls
with new technologies for building
applications that offer appealing user
interfaces, protect your customers’ personal
identity information, enable seamless and
secure communication, and provide the
ability to model 2 rangeof business
PIOCESSES.
Add Requred Featurss. | Carcel |
1
&
(i) Why are these features required?
= 4
More about server roles
|— < Previous I Next = | Instsl | Cancel |

- A 16::
slrus o0,
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Na tela de informacdes clicar em Next.

Add Roles Wizard

[
’i ﬁa Active Directory Domain Services

Before You Begin

Server Roles

Confirmation

Progress

Results

Introduction to Active Directory Domain Services
‘Active Directory Domain Services {AD DS) stores information about users, computers, and other devices on the
network. AD DS helps administrators securely manage this information and fadlitates resource sharing and

collaboration between users. AD D5 is also required for directory-enabled applications such as Micosoft
Exchange Server and for other Windows Server technologies such as Group Policy.

Things to Note
i To help ensure that users can still log on to the network in the case of a server outage, install a minimum of
two domain controllers for a domain,

AD D5 reguires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server,

i After youinstall the AD DS role, use the Active Directory Domain Services Instalation Wizard
({dcpromo.exe) to make the server a fully functional domain controller,

i Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services which
- are required by Directory Service.

Additional Information

Overview of AD DS

Instaling AD DS

Common Configurations for AD DS

e m—

|— < Previous | Next > = | Cancel |
— _ o ; 16:41
[7start J ?&, u PT E’” P 17jooj2018 =
Na tela de resumo clicar em Next.
E Add Roles Wizard il x|
{ & Confirm Installation Selections J
Before You Begin I
To install the following roles, role services, or features, didk Install,
Server Roles @
i) Zinformational messages bel
Active Directory Domain Services A28 e
(’i‘-’ This server might need to be restarted after the installation completes.
Progress *! Active Directory Domain Services
Restlts G) After you install the AD D5 role, use the Active Directory Domain Services Installation Wizard
{dcproma.exe) to make the server a fully functional domain controller,
~| NET Framework 3.5.1 Features
NET Framework 3.5.1
Print. e-mail, or save this information
[ <previous | [ [ nstal cancel |

s ; 16:41
I & E’” P2 90 0 granis B
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Aguardar a instalagdo dos componentes.

Add Roles Wizard

;
{ ﬁa Installation Progress

Before You Begin
Seryer Roles
Active Directory Domain Services

Confirmation

Progr
Results

The following roles, role services, or features are being installed:

Active Directory Domain Services
MET Framework 3.5.1 Features

= IS 09090900
S o,

= Previous: | Next= | Instsl | Cancel |

=

17/09/2018

| &Pt G

Ao finalizar a instalagido dos componentes, clicar em Close e fechar a janela Server

Manage.

Add Roles Wizard

E
{ ﬁb Installation Results

Before You Begin

Seryer Roles

Active Directory Domain Services
Confirmation

Progress

The following roles, role services, or features were installed successfully:

1 iwarning, 1informational messages below

1. Windows automatic updating is not enabled, To ensure that your newly-nstalled role or feature is
~ automatically updated, turn on Windows Update in Control Panel.

(~ Active Directory Domain Services () Installation succeeded
The following role services were installed:
Active Directory Domain Controller
':E’:' Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
fully functional domain controller.
Close this wizard and launch the Active Directory Domain Services Installation Wizard (depromo.exe).

~| NET Framework 3.5.1 Features -'E] Installation succeeded

The following features were installed:
NET Framework 3.5.1

Print, e-mail, or save the installation report

= Breyvious | Next = | ,ﬂose Gancel |

| sl EG

17/09/2018
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Etapa 2: configurar o papel Active Directory Domain Services

Para configurar o papel Active Directory Domain Services, clicar em Start e na caixa Search

programs and files digitar dcpromo.exe. Em seguida teclar <ENTER> ou clicar no icone dcpromo.

Recyde Bin

Programs (1)

File description: Active Directory Domain Services Installer
[Company: Microsoft Corporation
File version: 6. 1,7600. 16385
Date created: 13/07/2002 20:46
Size: 179 KB

p See more results

== B tor ||
fosae | B & [ S E D

Na tela de boas-vindas clicar em Next.

@1 Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To cortinue, click Next.

Leam more about the additional options that are
available in advanced mode installation

Mare about Active Directory Domain Services

[ &lr & e

oee| | B &
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Na tela de informagbes de compatibilidade clicar em Next.

ﬁ Active Directory Domain Services Installation Wizard

Operating System Compatibility

Improved security settings in Windows Server 2008 and Windows Server 2008 R2

affect older versions of Windows

Windows Server 2008 and “Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB “clients™ ﬁmumgmd(aﬂTdﬂﬁ)dec@ﬂogapﬂwﬂg&ﬂi’m

when establishing security channel sessions against Windows Server 2008

“Windows Server 2008 R2" domain controllers. Asaremid:tﬁsnewddﬂ
operations or applications that require a security channel serviced by Windows Server

2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB " dm-.?. mmmmmgemﬂs]m&\ﬁdommm
Some

For more information about this setting, see Knowledge Base article 942564
(http://ao microsoft com Awink 2Linkid=104751).

stronger : on clients unning versions of
deumeaﬁerﬂwm%dm\ﬁstavﬂh Service Pack 1 are also impacted . including
domain join Wpa{mdbyﬂzemeﬁ-edwﬁ&gm Tool or Windows:
Deployment Services.

|7l &P w e -

Na tela de selecao do tipo de instalagao selecionar Create a new domain in a new forest e clicar

em Next.

| Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

 Existing forest

€ Add = domain contalierto an exsting domain

| Create ainew darmaiir:an exsting forest
This servenwill became the first domaim contrallzrin the rew damain,

% Create a new domain in a new forest

More about possible deployment configurations

el | & & |

[mlelrEs o, -
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Na tela de indicagdo do nome do dominio, digitar o FQDN acme.corp

@l Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. ks name is also the name of
the forest.

Type the fully qualified domain name (FQDN) of the new forest root domain

FQDN of the forest root domain: -

|aq'ne.corp|

Example: comp.contose.com

o & & S| [ &lr &6

Aguardar a tela de checagem do nome de dominio.

Active Directory Domain Services Instzliation Wizard

The first domain in the forest is the forest root domain. s name is also the name of
the forest.

Type the fully qualified domain name (FRDN} of the new farest root domain.

FQDN of the forest root domain: -
|acme.corp

Example: com

Checking whether the new farest name is already
inuss ...

[rlelrmEs o2, -
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Na tela de selecao do nivel funcional da floresta manter Windows Server 2003 e clicar em Next.

@l Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

The'u"ﬁndowsSm 2003 forest functional level provides all features that are

available in Windows 2000 forsst functional level, and the following additional
features:

Linked-valise replication, which improves the replication of
changes to group memberships.

Mmeaﬁaaﬁgmaﬁlm:{wwﬂaxmpﬁmﬂ{m&pdngﬂ
by the KCC.

Forest trust, which allows organizations to easity share

/1 *You will be able to add only domain cortrollers that are running
o Windows Server 2003 or later to this forest.

More about domain and forest functional levels

oed| & & [H

[l &P Ee .

Na tela de selecao do nivel funcional do dominio manter Windows Server 2003 e clicar em Next.

@1 Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

The features available at the Windows Server 2003 domain functional level include a
dfed\xﬁmﬁdﬂedﬂBWMMSawmduHaﬂﬁmchmdiwd and the:

updated with the last logon time of the User or computer, and it is

i “You will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain.

More about domain and forest functional levels

< Back

e | B & [

[rlelrmEs o2, -
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Na tela de opgdes adicionais, manter selecionar a opgcao DNS server e clicar em Next.

ﬁ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select addtional options for this domain controller.
W DNS server
¥ | Global catalon

= | Readimrilydomiain controler [HODE]

Additional information:

[The first domain controller in a forest must be a global catalog server and
cannot be an RODC,

\We recommend that you install the DNS Server service on the first domain
controller.

More about addtional domain cortroller options

<Back I Nexd > [! Cancel

o B &

Na janela de alerta, clicar em Yes.

[l @lFEs .

a Active Directory Domain Services Inctaliation

Additional Domain Controller Options

Select additional options for this domain controller.
[¥ DMNS server
¥ | Global catalon
= | Bead anly dormiain conti
Additional information:

The first domain cortroller i A delegation for this DNS server cannot be created because the
cannot be an RODC. g authoritative parent zone cannot be found or it does not run
Sy i — Windows DNS server. If you are integrating with an existing DNS
We recommend that you in infrastructure, you should manually create a delegation to this
. DNS server in the parent zone to ensure reliable name resolution
from outside the domain “acme.corp”, Otherwise, no action is
required.

@l Active Directory Domain Services Installation Wizard

Do you want to continue?

[rlelrEs o2, -
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Na tela de localizagao dos arquivos de dados, logs e SYSVOL, clicar em Next.

@l Active Directory Domain Services Installation Wizard

Location for Database, Log Rles, and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files. and SYSVOL.

and log files on separate

|C:\‘Mndows\NTDS

SYSVOL folder:
|c:\mndows\5Y5v0L

Mﬂmﬂscui ing Active Domain Services files

ol | B & [

Na tela de credenciais do usuario Administrator em modo de recuperagao usar a senha

[l @lFEs .

[Tl

P@sswOrd (com a letra “P” maiuscula, o simbolo de arroba “@”, um zero no lugar da letra “0” e as

demais letras mindsculas).

@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator accourt is different from the domain
Administrator account.

Assign ; farthe Admiristrator account that will be used when this domain
controlleris started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: I.l...lll

Corfirm password: |""""|

More about Directory Services Restore Mode password

[rlelrEs o2, -
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Na tela de resumo clicar em Next.

ﬁ Active Directory Domain Services Installation Wizard _Xl

Summary

this server as the firet Active Directory domain controllerin a new forest. = |
new domain name is “acme comp”, This is also the name of the new forest.

e NetBIOS name of the domain is "ACME".

=l

To change an option, click Back. To begin the operation. click Next.

These settings can be exported to an answer fils for uss with =
Al i iffols ; Export settings...

17:00

|7l @ h b ., -

@1 Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Wetive Directory Domain Services is now installed on thisﬂ
computer for the domain "acme comp".

[This Active Directory domain corttroller is assigned to the
site "Default-First-Site-Mame”. You can manage sites
with the Active Directory Sites and Services
administrative tool.

To close this wizard, click Finish.

< Back: I Finish i I Eatice

| slr e o, .
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Quando solicitado a reiniciar o computador, clicar em Restart Now.

Recyde Bin

'gTi Active Directory Domain Services Installation Wizs rd ___x[
You must restart your computer before the changes made by the

|77 &P w s s =

Versdo 3.0 - Preliminar Pdgina 93 de 202



REDES DE COMPUTADORES e
LABORATORIO !

4.3. Laboratério 03 — RAID
OBJETIVO

Configurar diferentes combinagées de RAID com e sem Hot Spare e verificar a capacidade

liquida de dados.
CENARIO

Servidor com controladora de discos RAID e 8 discos SAS de 67,05 GB.
RECURSOS

Simulador RAID Interactive Simulator 4 for 12Gb/s Discrete Intel RAID Controller.
PARTE | - Configurando RAID-0
ETAPA 1: conhecer a console da controladora

Usar as teclas de navegagao <CTRL+N> e <CTRL+P> para navegar pelo menu.

. Simulator - Intel ® RAID Controller RS3DCO80 BIOS Configuration Utility 5.07-0008 e
Intel(R) RAID Controller RS3DCO8G BIOS Configuration Utility 5.07-0008
iyl PD Mgmt  Ctrl Mgnt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Dev Ox00)
t:— No Conf igquration Present t
[-1 Unconf igured Drives State: Ready

——:——:00: Ready: 67,05 GB Vendor: SEAGATE
——:——:01: Ready: 67,05 GB Encl. Position: O
——:——:0Z: Ready: 67,05 GB Slot : 0
——:——:03: Ready: 67,05 GB

——:——:04: Ready: 67,05 GB

——:——:05: Ready: 67,05 GB

——:——:06: Ready: 67,05 GB

——:——:07: Ready: 67.05 GB

Questao 1: Que tipo de informagbes sdo encontradas em Virtual Drive Management, Drive
Management, Controller Settings e Properties?
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2

ETAPA 2: criar um drive virtual

Selecionar com as setas do teclado o item No Configuration Present! e teclar F2

selecionar a opcéo Create Virtual Drive e teclar <ENTER>.

W8 Simulator - Intel ® RAID Controller RS3DCO80 BIOS Configuration Liility 5.07-0008

. No menu

X
Intel(R) RAID Controller RS3DCO8G BIOS Configuration Utility 5.07- 0008

PD Mgmt

Ctrl Mgnt Properties

Na opcao de RAID, selecionar o nivel RAID-0 e teclar <ENTER>.

No Conf igquration Present t

Uirtual Drive Hanagement

Foreign Conf ig

Manage Preserved Cache

Drive Security

B sirnulator - Intel ® RAID Controller RS3DC0B0 BIOS Configuration Utility 5.07-0008

F1-Help FZ2-Operations FS5—Refresh Ctrl-H-Hext Page Ctrl-P-Prev Page F1Z2-Ctlr

X
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

RAID I
Level:

PD Hgmt Ctrl Hgnt

Properties

Data Disahle“
Protection: -

FD pe
— Dri
ID pe Size : Capable
— Basic Settings
Size:
Advanced 114
Nane :

1-Help F12-Ctlr
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Em seguida, selecionar os discos que faréo parte do drive virtual usando as setas do teclado e

a barra de espacos. Devem ser selecionados todos os discos disponiveis. Usar as setas ou a tecla
<TAB> para selecionar o botdo OK e teclar <ENTER>.

B sirnulator - Intel ® RAID Controller RS3DC0B0 BIOS Configuration Utility 5.07-0008

X
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

PD Hgmt Ctrl Hgnt Properties

RAID Data Disahle“
Level: Protection: -

PD per span :
— Drives

ID Tupe Size i Capable
[X]——:—:00 SAS 67,95 GB

— Basic Settings
Size:

Name :

1-Help F12-Ctlr

Selecionar OK e teclar <ENTER> na tela de aviso.

8 Simulator - Intel ® RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008

X
Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003

PD Mgnt Ctrl Mgmt Properties

RAID Data | Disahle"
Level:

PD per
— Drive
ID

—
— Basic

Size:

Nane : |

e —

F1-Help F1Z2-Ctlr

Questao 2: Qual o espaco total disponivel no drive virtual criado?
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Para dar um nome ao drive virtual criado, selecionar o drive em Virtual Drives, teclar <ENTER>
e selecionar a opgao Properties. Se a op¢ao Virtual Drives estiver recolhida, ou seja, quando aparece

um sinal de +, basta usar a seta para a direita do teclado para expandir a visualizacao.

B sirnulator - Intel ® RAID Controller RS3DC0B0 BIOS Configuration Utility 5.07-0008

Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

PD Hgmt Ctrl Hgnt Properties
Uirtual Drive Hanagement

Virtual Drive 0:

ID: @, 536,44 GB

Consistency Check Drive Group O:

Expand UD 3ize

F1-Help FZ-Operations F5-Refresh Cirl-H-Next Page Ctrl-P-Prev Page F1Z2-Ctlr

Em Name digitar Boot Drive e selecionar o botdo OK com o uso das setas do teclado ou a tecla
<TAB> e teclar <ENTER>.

8 Simulator - Intel ® RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008

Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003

PD Mgnt Ctrl Mgmt Properties
Virtual Drive Management I

— General 55D Caching Details
RAID Lewvel: RAILD—O 35D Caching :Dizabled
Name :

Size: 536,44 GB

Strip Size: Z56KE

UDp State : Ho Operation

— Operations
Operation : No Operation

Progress : N-A

Time Left : H-A

F1-Help F1Z2-Ctlr
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Para marcar o drive virtual como disco de inicializagdo do sistema, navegar pelo menu até a
opgéao Controller Settings usando as teclas <CTRL+N> ou <CTRL+P>. Em Boot device, selecionar o
drive virtual e teclar <ENTER>. Em seguida selecionar o botdo APPLY e teclar <ENTER>.

. Simulator - Intel ® RAID Contraller RS3DC0S0 BIOS Configuration Utility 5.07-0008 x

Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

UD Mgmt PD Mgmt | ool o0 Properties

[X]1 Maintain PD Fail History
[X] Enable controller BIOS
[X]1 Enable Stop CC on Error
[ 1 Auto Enhanced Import

[ 1 Enable JBOD

Usar as teclas <CTRL+N> ou <CTRL+P> para voltar a opcao Virtual Drive Management.

Selecionar o drive virtual € no menu selecionar Initialization e em seguida Start FGI (ou Fast Init) para

inicializar o drive virtual.

. Simulator - Intel @ RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008
Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003
il PD Mgmt  Ctrl Mgnt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv Ox00)
L[] Drive Group: ©, RAID 0
[-1 State: Optimal
==ID: &, Boot Drive, 536,44 GB

[+] Initialization Hl|Start FGI
[+] Consistency Check Stop Init

Suspend BGI
Resume BGI

Stop BGI

Expand UD Size
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Na tela de aviso, selecionar YES e teclar <ENTER>.

B sirnulator - Intel ® RAID Controller RS3DC0B0 BIOS Configuration Utility 5.07-0008 x

Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

PD Hgmt Ctrl Hgnt Properties
Uirtual Drive Hanagement

Virtual Drive 0:

YES HO

F1-Help FZ2-Operations FS5-Refresh Ctrl-H-Next Page Ctrl-P-Prev Page F1Z-Ctlr

Quando a inicializagéo estiver completa, o drive virtual ja estara pronto para uso.

8 Simulator - Intel ® RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008 X

Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003

PD Mgnt Ctrl Mgmt Properties
Virtual Drive Hanagement

Virtual Drive 0:

ID: ©, Boot Drive, 536,44 GB

Group O:

F1-Help FZ-Operations F5-Refresh Cirl-H-Next Page Ctrl-P-Prev Page F1Z2-Ctlr

Observacgao: neste ponto seria necessario reinicializar o servidor para o reconhecimento do drive
virtual e instalagcdo do sistema operacional. Por se tratar de um simulador, esta etapa nao sera

realizada.

Versdo 3.0 - Preliminar Pdgina 99 de 202




REDES DE COMPUTADORES
LABORATORIO

ETAPA 3: simular uma falha de disco

Em Virtual Drive Management, expandir a opgao Drives e selecionar o primeiro disco e teclar

<ENTER>. No Menu selecionar a opgao Place Drive Offline e teclar <ENTER>.

. Simulator - Intel @ RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008

Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003

il PD Mgmt  Ctrl Mgnt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Dev 0x00)
L[-1 Drive Group: @, RAID 0
K | State: Online
L— ID: @, Boot Drive, 536,44 GB Vendor: SEAGATE

izl Encl. Position: @
: Online: . : 0
: Online: : Rebuild
: Online:
: Online:
: Online:

: Online:
: Online:
: Online: ; i Place Drive Online

Flace Drive Dffline

Na tela de aviso selecionar YES e teclar <ENTER>.

. Simulator - Intel ® RAID Contraller RSIDC080 BIOS Configuration Utility 5.07-0008
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003
L gligee P Mgt Ctrl Mgmt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv 0x00)
L[-] Drive Group: &, RAID O
[-1 State: Online

Questao 3: O que acontece com o drive virtual em RAID-0 quando desativamos um disco? E os dados,

sao preservados?
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Apébs desativar um disco o status do drive virtual é alterado.

. Simulator - Intel ® RAID Contraller RS3DC0S0 BIOS Configuration Utility 5.07-0008

Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07-0008

i ligee P Mgt Ctrl Mgmt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z2, Deuv 0x00)

L{-] Drive Group: &, RAID O
[-1 State: Dffline
— RAID Level: @
[+]
[+]

Uirtual Drives: 1
Drives: 8

Free Cap.: 0,00 B
Free Areas: 0O

Observagao: note que o estado do drive virtual (State) mudou de Optimal para Offline.

Questao 4: Se o estado do disco for alterado para Online, o status do drive virtual muda?

Questao 5: Se o status do drive virtual mudar de Offline para Optimal apds o disco ser alterado para
Online, os dados serdo recuperados?
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PARTE Il - Configurando RAID-1
ETAPA 1: apagar as configuragdes da controladora

Para apagar dos discos virtuais criados na controladora, selecionar a opg¢éo Intel(R) RAID
Controller R(Bus 0x02, Dev 0x00) na tela Virtual Drive Management, teclar <F2> e selecionar a opgao

Clear Configuration.

. Simulator - Intel @ RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008
Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003
il PD Mgmt  Ctrl Mgnt Properties

IS Intel (R RAID Controller R(Bus 0x0Z, Dev Ox00)
L[-1 Drive Group: ©, RAID 0 Create Uirtual Drive
[=1
= lear Conf iguration
[+]
[+] Foreign Conf ig

Manage Preserved Cache

Drive Security

Na tela de aviso, selecionar YES e teclar <ENTER>.

. Simulator - Intel ® RAID Contraller RSIDC080 BIOS Configuration Utility 5.07-0008 x
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003
i ligee P Mgt Ctrl Mgmt Properties

I Intel(R) RBAID Controller R(Bus 0x02, Deuv 0x00)
L{-1 Drive Group: ©, RAID O
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ETAPA 2: criar um drive virtual

Selecionar com as setas do teclado o item No Configuration Present! e teclar F2

selecionar a opcéo Create Virtual Drive e teclar <ENTER>.

W8 Simulator - Intel ® RAID Controller RS3DCO80 BIOS Configuration Liility 5.07-0008

. No menu

X
Intel(R) RAID Controller RS3DCO8G BIOS Configuration Utility 5.07- 0008

PD Mgmt

Ctrl Mgnt Properties

Na opcao de RAID, selecionar o nivel RAID-1 e teclar <ENTER>.

No Conf igquration Present t

Uirtual Drive Hanagement

Foreign Conf ig

Manage Preserved Cache

Drive Security

B sirnulator - Intel ® RAID Controller RS3DC0B0 BIOS Configuration Utility 5.07-0008

F1-Help FZ2-Operations FS5—Refresh Ctrl-H-Hext Page Ctrl-P-Prev Page F1Z2-Ctlr

X
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

RAID I
Level:

PD Hgmt Ctrl Hgnt

Properties

Data Disahle“
Protection: -

FD pe
— Dri
ID pe Size : Capable
— Basic Settings
Size:
Advanced 114
Nane :

1-Help F12-Ctlr
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Em seguida, selecionar os discos que faréo parte do drive virtual usando as setas do teclado e

a barra de espacos. Devem ser selecionados o quatro primeiro discos disponiveis. Usar as setas ou a
tecla <TAB> para selecionar o botdo OK e teclar <ENTER>

B sirnulator - Intel ® RAID Controller RS3DC0B0 BIOS Configuration Utility 5.07-0008

X
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003

PD Hgmt Ctrl Hgnt Properties

RAID Data Disahle“
Level: Protection: -

PD per span :
— Drives

ID Tupe Size i Capable
[X]——:—:00 SAS 67,95 GB

— Basic Settings
Size:

Advanced 0K
Name :

1-Help F12-Ctlr

Selecionar OK e teclar <ENTER> na tela de aviso.

8 Simulator - Intel ® RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008

X
Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003

PD Mgnt Ctrl Mgmt Properties

RAID Data | Disahle"
Level:

PD per
— Drive
ID

—
— Basic

Size:

Nane : |

e —

F1-Help F1Z2-Ctlr

Questao 6: Qual o espaco total disponivel no drive virtual criado?
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Seguir os passos necessarios (ver Parte |) para dar o nome Boot Drive ao disco virtual criado;

marcar o drive virtual criado como disco de inicializacdo do sistema; e inicializar o drive virtual.
ETAPA 3: simular uma falha de disco

Em Virtual Drive Management, expandir a opgao Drives e selecionar o primeiro disco e teclar

<ENTER>. No Menu selecionar a opgao Place Drive Offline e teclar <ENTER>.

. Simulator - Intel @ RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008
Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003
il PD Mgmt  Ctrl Mgnt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv Ox00)
[-]1 Drive Group: ©, RAID 1
[-1 State: Online
L— 1D: @, 134,11 GB Uendor: SEAGATE
[-1 Encl. Position: @
: : Online: 67,05 GB : 0

: Online: 67,05 GBEi{=LIEN L
: Online: 67,05 GB
: Online: 67,05 GB

[-]1 Unconf igqured Drives
——:——:04: Ready: 67,05 GB Place Drive Online
——i--:05: Ready: 67,05 GB
——:——:06: Ready: 67,05 GB
——:——:07: Ready: 67,05 GB

Na tela de aviso selecionar YES e teclar <ENTER>.

. Simulator - Intel ® RAID Contraller RSIDC080 BIOS Configuration Utility 5.07-0008 x
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003
i ligee P Mgt Ctrl Mgmt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv 0x00)
[-1 Drive Group: @, RAID 1
[-1 State: Online
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Questao 7: O que acontece com o drive virtual em RAID-1 quando desativamos um disco? E os dados,

sao preservados?

Apos desativar um disco o status do drive virtual é alterado.

. Simulator - Intel ® RAID Contraller RS3DC0S0 BIOS Configuration Utility 5.07-0008

Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07-0008

L gligee P Mgt Ctrl Mgmt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv 0x00)
[-1 Drive Group: @, RAID 1
[-1 State: Deqgraded
=ID: &, 134,11 GB RAID Leuvel: 1
[+]
[+]

Uirtual Drives: 1
[-1 Unconf igured Drives Drives: 4
:04: Ready: 67,05 6B Free Cap.: 0,00 B
:05: Heady: 67,05 GHB Free fireas: ©

:06: Ready: 67,05 GB
:07: Ready: 67,05 GB

Observagao: note que o estado do drive virtual (State) mudou de Optimal para Degraded.

Questao 8: Se o estado do disco for alterado para Online, o status do drive virtual muda?

Questao 9: Se o status do drive virtual mudar de Offline para Optimal apds o disco ser alterado para

Online, os dados serdo recuperados?
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ETAPA 4: adicionando um disco hot spare

Para apagar adicionar um disco como hot spare, selecionar a opgao Drive Group na tela Virtual

Drive Management, teclar <F2> e selecionar a opgédo Manage Ded. HS.

. Simulator - Intel @ RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008
Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5. 0?—0003

il PD Mgmt  Ctrl Mgnt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Dev 0x00)
ISINDrive Group: O, BAID 1
[-1 Add NHew UD Virtual Drives: 1
L— 1D: @, Boot Drive, Drives: 4
[+1 Free Cap.: 0,00 B
[+] Free Areas: 0
Protection : H-sA

| Uncunflgured Drives
S EGITEERAY Secure Drive Group
: Ready:
: Ready: ﬁ?,@ Dizable Protection
: Ready:
Break Hirror
Join Mirror

Expand Size

Unhide Drive Group

Selecionar o primeiro disco disponivel da lista.

. Simulator - Intel ® RAID Contraller RSIDC080 BIOS Configuration Utility 5.07-0008 x
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07- 0003
L gligee P Mgt Ctrl Mgmt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv 0x00)

Hot Spare Drives
Disk ID Size

CANCEL
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Para verificar se o disco hot spare foi criado, selecionar a op¢ao Hot spare drives na tela Virtual
Drive Management e usar a seta direita do teclado para expandir a selegéo.

. Simulator - Intel ® RAID Contraller RSIDC080 BIOS Configuration Utility 5.07-0008 -
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07-0008
i ligee P Mgt Ctrl Mgmt Properties

[-1 Intel(R) RAID Controller R(Bus 0x0Z, Deuv Ox00)
[-]1 Drive Group: ©, RAID 1
[-1 State: Ready
L— [D: @, Boot Drive, 134,11 GB Uendor: SEAGATE
[+] Encl. Position: @
[+] Slot : 4
[=1
[
[-1 Unconf igured Drives
——:——:05: Ready: 67,05 GB

——:——:06: Ready: 67,05 6B
——:——:07: Ready: 67,05 GB

ETAPA 5: simulando uma falha de disco com disco hot spare

Repetir os passos da Etapa 3 para simular uma falha de disco.

Questao 10: O que acontece com o drive virtual em RAID-1 quando desativamos um disco? E os

dados, sao preservados?

Questao 11: Qual o estado do disco virtual?

Questao 12: O que aconteceu com o disco de hot spare?
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PARTE lll - Configurando RAID-5
ETAPA 1: apagar as configuragdes da controladora

Apagar as configuragbes da controladora conforme visto na Etapa 1 da Parte ii.
ETAPA 2: criar um drive virtual

Selecionar com as setas do teclado o item No Configuration Present! e teclar F2. No menu
selecionar a opgao Create Virtual Drive e teclar <ENTER>.

Na opcao de RAID, selecionar o nivel RAID-5 e teclar <ENTER>.

8 Simulator - Intel ® RAID Controller RS3DC080 BIOS Configuration Utility 5.07-0008

Intel(R) RAID Controller RS3DCOBO BIOS Configuration Utility 5.07-0008
PD Mgnt Ctrl Mgmt Properties

RAID Data Disahle"

Level: Protection:
PD per span :
— Drives
ID Tupe Size it Capable

[X]——:—:00 S5AS 67,905 GB

— Basic Settings
Size:

Advanced (114

Name :

F1-Help F12-Ctlr

Em seguida, selecionar os discos que faréo parte do drive virtual usando as setas do teclado e
a barra de espacos. Devem ser selecionados o cinco primeiro discos disponiveis. Usar as setas ou a

tecla <TAB> para selecionar o botdo OK e teclar <ENTER>

Selecionar OK e teclar <ENTER> na tela de aviso.

Questao 13: Qual o espaco total disponivel no drive virtual criado?

Seguir os passos necessarios (ver Parte 1) para dar o nome Boot Drive ao disco virtual criado;

marcar o drive virtual criado como disco de inicializacdo do sistema; e inicializar o drive virtual.
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ETAPA 3: simular uma falha de disco

Conforme visto em etapas anteriores, colocar o primeiro disco do drive virtual no estado off-

line.

Questao 14: O que acontece com o drive virtual em RAID-5 quando desativamos um disco? E os

dados, sdo preservados?

ETAPA 4: adicionando um disco hot spare
Adicionar um disco como hot spare conforme visto nas etapas anteriores.
ETAPA 5: simulando uma falha de disco com disco hot spare

Repetir os passos necessarios para simular uma falha de disco.

Questao 15: O que acontece com o drive virtual em RAID-5 quando desativamos um disco? E os

dados, sao preservados?

Questao 16: Qual o estado do disco virtual?

Questao 17: O que aconteceu com o disco de hot spare?
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PARTE IV - Configurando dois drives virtuais

Nesta parte o objetivo é criar dois drives virtuais, o primeiro para o sistema operacional € o
segundo para os dados da aplicagao.

Deve-se usar dois discos em RAID-1 para o drive de inicializagdo (boot), e cinco discos em
RAID-5 para o disco de dados.

Para tal, seguir os seguintes passos:

Criar os drives virtuais;

Nomear o primeiro disco como Boot Drive e o segundo disco com Data Drive;
Marcar do drive virtual Boot Drive como sendo disco de inicializagdo do sistema;
Inicializar os dois drives virtuais;

o &~ N =

Criar um disco de hot spare global.

Observacgao: para criar um disco de hot spare global ao invés de um disco dedicado, acessar o menu
Drive Management por meio das teclas <CTRL+N> ou <CTRL+P>.

A configuragao dos discos devera ficar como o da figura abaixo:

. Simulator - Intel ® RAID Contraller RSIDC080 BIOS Configuration Utility 5.07-0008 -
Intel(R) RAID Controller RS3DCOBO BIODS Configuration Utility 5.07-0008
i ligee P Mgt Ctrl Mgmt Properties

I Intel(R) RBAID Controller R(Bus 0x02, Deuv 0x00)
[-1 Drive Group: ©, RAID 1
[-1 Drive Groups: Z
L— ID: @, Boot Drive, 67,05 GB Virtuwal Drives: 2
[+] Drives: 8
[+] Global HS: 1
[+]
[-]1 Drive Group: 1, RAID 5
[-1
L— [D: 1, Data Drive, 268,22 GB

[+]
[+]

=1
| E

Questao 18: Qual a diferenga entre um hot spare dedicado e um global?
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5. Gerenciamento de Servigcos de Redes de Computadores

Os laboratérios desta secao tém o objetivo de demonstrar o funcionamento dos principais

protocolos da camada de aplicagdo, bem como analisa-los por meio de um sniffer.

GSR-Lab-01 = Analisar pacotes DHCP trocados entre um cliente e um servidor.

GSR-Lab-02 > Analisar pacotes DNS trocados entre um cliente e um servidor.

GSR-Lab-03 - Analisar pacotes FTP trocados entre um cliente e um servidor.

GSR-Lab-04 - Analisar pacotes HTTP trocados entre um cliente e um servidor.
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5.1. Laboratoério 01 — DHCP
OBJETIVO

Analisar pacotes DHCP trocados entre um cliente e um servidor.
CENARIO

Composto de um cliente e um servidor.

FaO}1

Fal

2950-24
— Switchl
PC-PT g

PCO Server-PT

Serverd

RECURSOS
Apéndice ou Arquivo de Captura.
EXERCICIOS

Um computador cliente esta configurado para obter as configuragcbes automaticas de rede,
conforme figura abaixo. Baseado nas informagées do analisador de pacotes’, responda as seguintes
perguntas:

Internet Protocol Yersion 4 (TCP/IPv4]) Pri ties: 2 x|

General |nlternate Configuration I

‘¥ou can get IP settings assigned automatically if wour network supports
this capability. Otherwise, yvou need ko ask vour network administrator
far the appropriate 1P settings.

@ Dbtain an IP address automatically:

— Lise the Follawing IP address:

IF address) I . .
Subnet mask: I 0 ; ;
Eefault gateway; I ] :

= Obtain DMS server address automatically

—{" Usethe following DNS server addresses:———————————————————
Ereferred DS serven: I . . .
&lternate DHSserver: I | . :

= Walidatesetbings upon et Advanced, ., |
OK I Cancel I

1 Requer Apéndice ou Arquivo de Captura.
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1. Qual o enderecgo IP do computador cliente antes de obter as configuragdes de rede?

Resposta:

2. Qual mensagem o computador cliente envia para saber se ha um servidor DHCP disponivel?

Resposta:

3. A mensagem enviada pelo computador cliente para saber se ha um servidor DHCP disponivel foi
enviada para um computador especifico ou para todos os dispositivos da rede? Justifique.

Resposta: Justificativa:

4. A mensagem enviada pelo computador cliente foi transportada com confirmagédo de entrega ou
sem confirmagao?

Resposta:

5. O computador cliente teve uma confirmacgéo de que ha um servidor DHCP disponivel? Justifique.

Resposta: Justificativa:

6. Qual mensagem o servidor DHCP envia para informar ao computador cliente que ele esta
disponivel?

Resposta:

7. O servidor DHCP enviou a mensagem de que esta disponivel somente para o computador cliente
ou para todos os dispositivos da rede? Justifique.

Resposta: Justificativa:
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8. Qual o endereco IP do servidor DHCP?

Resposta:

9. Qual endereco IP e mascara o servidor DHCP esta ofertando para o computador cliente?

Resposta:

10. Quais outras configuragdes o servidor DHCP estéa ofertando para o computador cliente?

Resposta:

11. Qual o tempo de expiracao do empréstimo das configuragdes de rede (leasing)?

Resposta:

12. Quais portas de comunicacao estdo sendo usadas pelo computador cliente e pelo servidor DHCP?

Resposta:

13. Apds a confirmacao de que ha um servidor DHCP disponivel, qual mensagem o computador cliente
envia para solicitar as configuracdes de rede?

Resposta:

14. A mensagem enviada pelo computador cliente para solicitar as configuragdes de rede foi enviada
somente para o servidor DHCP ou para todos os dispositivos da rede? Justifique.

Resposta: Justificativa:
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15. Qual mensagem o servidor DHCP envia para o computador cliente contendo as configuragbes de
rede solicitadas?

Resposta:

16. O servidor DHCP enviou a mensagem contendo as configuracoes de rede somente para o
computador cliente ou para todos os dispositivos da rede? Justifique.

Resposta: Justificativa:
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APENDICE

Os dados do arquivo de captura seguem o seguinte padrao:

Upper Layer Message
1
U E:S; Upper Layer | f----r-mmoomoee | Upper
Layers b-y---coooeoooecoi Headerg |Application) Data) | ... | Layers
I _
TCP/UDP Message A
1l
TERHE TCPIUDP Eg;f;’ UpperLayer | [----mmeenmees | Tep
UDP [opoosrennmmnnms Header (Application) Data | |....o...o.o..C o
Headers " upp
11 FY
1 IP Datagram %
L1}
L Tl e i ot Cll| | IS e
T eader leader pplication) Data| |--------------
Headers "
11 &
y Layer 2 Frame =
L}
Layer p-*-{ | Layer2 | 1P |TCPUDP Espgrr UpperLayer | Layer2 | |---1~] Layer
2 Ei- Header | Header | Header Heast.;ers (Application) Data| Footer o 2

Visdo em camadas

Destination Sender's | Destination Sender's | TCP Protocol FCs
MAC Address : MAC Address | IP Address : IP Address Port Numbers
Ethernet "Frame" IP "Packet" TCP "Segment’
OSI Layer 2 - Data Link OSI Layer 3 - Network  OSI Layer 4 - Transport
Visao encapsulada
Destination
Segment Source Port Port Data
Packet Source IP DEShlr;,at'on Protocol s Segment
Frame Desﬂrgaun Source MAC | Ether-Field Packet FCS

Visdo explodida
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Dados Brutos do quadro 1:
FF FF FF FF FF FF 08 00 27 50 OD FF 08 00 45 00 01 48 01 7B 00 00 80 11 38
2B 00 00 00 00 FF FF FF FF 00 44 00 43 01 34 3A A7 01 01 06 00 74 5A 50 51
00 00 00 00 00 00 00 OO0 OO0 00 00 OO0 00O 00 00 00 00O 00 00 00 08 00 27 50 OD
FF 00 00 00 00 00 OO0 OO0 00 00 00O 00O 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 OO0 OO0 OO0 00 00O 00 00 00 00 00 OO 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 OO OO0 OO0 00 00O 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 OO OO0 OO0 00O 00O 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 OO0 OO0 OO0 00 00O 00 00 00 00 00 OO 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 OO OO0 OO0 00 00O 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 OO OO0 OO0 00 00O 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 OO0 OO0 OO0 00 00O 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 OO
00 00 00 63 82 53 63 35 01 01 FB 01 01 3D 07 01 08 00 27 50 OD FF 32 04 cCO
A8 00 65 0C 03 57 53 31 3C 08 4D 53 46 54 20 35 2E 30 37 0A 01 OF 03 06 2C
2E 2F 1F 21 2B FF 00 00 00 00 00 00 00 00 00 00 0O
Dados processados do quadro 1:
Frame; Time; Src MAC Addr; Dst MAC Addr; Protocol;
#1 Description; Src Other Addr; Dst Other Addr; Type Other Addr
1 10.745451 080027500DFF FFFFFFFFFFFEF DHCP
Discover (xid=51505A74) 0.0.0.0 255.255.255.255 IP
DHCP: Discover (x1d=51505A74)
DHCP: Op Code (op) =1 (0x1)
DHCP: Hardware Type (htype) =1 (0x1l) 10Mb Ethernet
DHCP: Hardware Address Length (hlen) = 6 (0x6)
DHCP: Hops (hops) 0 (0x0)
DHCP: Transaction ID (xid) = 1364220532 (0x51505A74)
DHCP: Seconds (secs) = 0 (0x0)
DHCP: Flags (flags) = 0 (0x0)
DHCP: O.vveivnnnnnnn.. = No Broadcast
DHCP: Client IP Address (ciaddr) = 0.0.0.0
DHCP: Your IP Address (yiaddr) = 0.0.0.0
,9( DHCP: Server IP Address (siaddr) = 0.0.0.0
(&) DHCP: Relay IP Address (giaddr) = 0.0.0.0
S DHCP: Client Ethernet Address (chaddr) = 080027500DFF
O DHCP: Server Host Name (sname) = <Blank>
o DHCP: Boot File Name (file) = <Blank>
< DHCP: Magic Cookie = 99.130.83.99
DHCP: Option Field (options)
DHCP: DHCP Message Type = DHCP Discover
DHCP: AutoConfigure = YES
DHCP: Client-identifier = (Type: 1) 08 00 27 50 0d ff
DHCP: Requested Address = 192.168.0.101
DHCP: Host Name = WS1
DHCP: Client Class information = (Length: 8) 4d 53 46 54 20 35 2e 30
DHCP: Parameter Request List = (Length: 10) 01 0f 03 06 2c 2e 2f 1f 21
2b
DHCP: End of this option field
UDP: IP Multicast: Src Port: BOOTP Client, (68); Dst Port: BOOTP Server (67);
a Length = 308 (0x134)
[75) UDP: Source Port = BOOTP Client
E UDP: Destination Port = BOOTP Server
o UDP: Total length = 308 (0x134) bytes
~ UDP: UDP Checksum = 0x3AA7
UDP: Data: Number of data bytes remaining = 300 (0x012C)
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IP: ID = 0x17B; Proto = UDP; Len: 328
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 328 (0x148)
IP: Identification = 379 (0x17B)
L IP: Flags Summary = 0 (0xO0)
B IP: ....... 0 = Last fragment in datagram
14 IP: ...... 0. = May fragment datagram if necessary
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = UDP - User Datagram
IP: Checksum = 0x382B
IP: Source Address = 0.0.0.0
IP: Destination Address = 255.255.255.255
IP: Data: Number of data bytes remaining = 308 (0x0134)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : FFFFFFFEFFFFEFE
ETHERNET: ....... 1 = Group address
L ETHERNET: ...... 1. = Locally administered address
2 ETHERNET: Source address : 080027500DFF
= ETHERNET: ....... 0 = No routing information present
E ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 342 (0x0156)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 328 (0x0148)
Frame: Base frame properties
Frame: Time of capture = 8/29/2013 11:10:14.380
g Frame: Time delta from previous physical frame: 0 microseconds
73 Frame: Frame number: 1
o Frame: Total frame length: 342 bytes
Frame: Capture frame length: 342 Dbytes
Frame: Frame data: Number of data bytes remaining = 342 (0x0156)

Versdo 3.0 - Preliminar

Pdgina 119 de 202




>

REDES DE COMPUTADORES FEE
LABORATORIO !

Dados Brutos do quadro 2:

FF FF FF FF FF FF 08 00 27 B3 97 CF 08 00 45 00 01 48 44 6A 00 00 80 11 34
89 CO A8 00 OA FF FF FF FF 00 43 00 44 01 34 FB 74 02 01 06 00 74 5A 50 51
00 00 00 00 00 00 00 00 CO A8 00 65 CO A8 00 OA 00 00 00 00 08 00 27 50 OD
FF 00 00 00 00 00 00 00 00 OO 00 OO 00O 00O 00 00 OO OO OO 00 00 00 00 00 OO
00 00 00 00 00O OO OO 00 00O OO 00 00 00 00 OO 00 00O OO 00O 00 00 00 OO 00O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 00O 00 00O OO 00O 00 00 00 OO 0O OO
00 00 00 00 00O OO OO 00 00O 00 00 00 00 00 00O 00 00O OO 0O 00 00 00 OO 0O OO
00 00 00 00 00O OO OO 00 00O OO 00 00 00 00 OO 00 00O OO 00O 00 00 00 OO 00O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 00O 00 00O OO OO 00 00 00O OO 00O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 00O 00 00O OO OO 00 00 00 OO 0O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 OO 00 00O OO OO 00 00 00O OO 00O OO
00 00 00 63 82 53 63 35 01 02 01 04 FF FF FF 00 3A 04 00 05 46 00 3B 04 00
09 3A 80 33 04 00 OA 8C 00 36 04 CO A8 00 OA 03 04 CO A8 00 01 06 04 CcO A8
00 OA FF 00 00 00 00 00 00 00 00 OO 00 00 00 00 OO

Dados processados do quadro 2:

Frame; Time; Src MAC Addr; Dst MAC Addr; Protocol;
Description; Src Other Addr; Dst Other Addr; Type Other Addr

#2 2 10.745451 080027B397CF FFFFFFFFFFFE DHCP
Offer (xid=51505A74) 192.168.0.10 255.255.255.255 IP
DHCP: Offer (x1id=51505A74)
DHCP: Op Code (op) = 2 (0x2)
DHCP: Hardware Type (htype) =1 (0x1l) 10Mb Ethernet
DHCP: Hardware Address Length (hlen) = 6 (0x6)
DHCP: Hops (hops) = 0 (0x0)
DHCP: Transaction ID (xid) = 1364220532 (0x51505A74)
DHCP: Seconds (secs) = 0 (0x0)
DHCP: Flags (flags) = 0 (0x0)
DHCP: O.vveivnnnnnnn.. = No Broadcast
DHCP: Client IP Address (ciaddr) = 0.0.0.0
DHCP: Your IP Address (yiaddr) = 192.168.0.101
,9( DHCP: Server IP Address (siaddr) = 192.168.0.10
(&) DHCP: Relay IP Address (giaddr) = 0.0.0.0
S DHCP: Client Ethernet Address (chaddr) = 080027500DFF
O DHCP: Server Host Name (sname) = <Blank>
o DHCP: Boot File Name (file) = <Blank>
< DHCP: Magic Cookie = 99.130.83.99
DHCP: Option Field (options)
DHCP: DHCP Message Type = DHCP Offer
DHCP: Subnet Mask = 255.255.255.0
DHCP: Renewal Time Value (T1l) = 4 Days, 0:00:00
DHCP: Rebinding Time Value (T2) = 7 Days, 0:00:00

DHCP: IP Address Lease Time 8 Days, 0:00:00
DHCP: Server Identifier 192.168.0.10
DHCP: Router = 192.168.0.1
DHCP: Domain Name Server = 192.168.0.10
DHCP: End of this option field

UDP: IP Multicast: Src Port: BOOTP Server, (67); Dst Port: BOOTP Client (68);
Length = 308 (0x134)

UDP: Source Port = BOOTP Server

UDP: Destination Port = BOOTP Client

UDP: Total length = 308 (0x134) bytes

UDP: UDP Checksum = 0xFB74

UDP: Data: Number of data bytes remaining = 300 (0x012C)

TRANSP.
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IP: ID = 0x446A; Proto = UDP; Len: 328
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 328 (0x148)
IP: Identification = 17514 (0x446A)
L IP: Flags Summary = 0 (0xO0)
B IP: ....... 0 = Last fragment in datagram
14 IP: ...... 0. = May fragment datagram if necessary
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = UDP - User Datagram
IP: Checksum = 0x3489
IP: Source Address = 192.168.0.10
IP: Destination Address = 255.255.255.255
IP: Data: Number of data bytes remaining = 308 (0x0134)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : FFFFFFFEFFFFEFE
ETHERNET: ....... 1 = Group address
L ETHERNET: ...... 1. = Locally administered address
2 ETHERNET: Source address : 080027B397CF
= ETHERNET: ....... 0 = No routing information present
E ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 342 (0x0156)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 328 (0x0148)
Frame: Base frame properties
Frame: Time of capture = 8/29/2013 11:10:14.380
g Frame: Time delta from previous physical frame: 0 microseconds
73 Frame: Frame number: 2
o Frame: Total frame length: 342 bytes
Frame: Capture frame length: 342 Dbytes
Frame: Frame data: Number of data bytes remaining = 342 (0x0156)
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Dados Brutos do quadro 3:

FF FF FF FF FF FF 08 00 27 50 OD FF 08 00 45 00 01 51 01 7C 00 00 80 11 38
21 00 00 00 OO0 FF FF FF FF 00 44 00 43 01 3D 69 44 01 01 06 00 74 5A 50 51
00 00 00 00 00 00O 00 00 00 OO OO 00 00O OO OO 00 OO 0O OO 00 08 00 27 50 OD
FF 00 00 00 00 00 00O 00 00O 00 00 00 OO 00 00 OO 00 OO 00 OO 00 0O 00 00 0O
00 00 00 00 00O OO OO 00 00O OO 00 00 00 00 OO 00 00O OO 00O 00 00 00 OO 00O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 00O 00 00O OO 00O 00 00 00 OO 0O OO
00 00 00 00 00O OO OO 00 00O 00 00 00 00 00 00O 00 00O OO 0O 00 00 00 OO 0O OO
00 00 00 00 00O OO OO 00 00O OO 00 00 00 00 OO 00 00O OO 00O 00 00 00 OO 00O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 00O 00 00O OO OO 00 00 00O OO 00O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 00O 00 00O OO OO 00 00 00 OO 0O OO
00 00 00 00 00O OO OO 00 00O OO0 00 00 00 00 OO 00 00O OO OO 00 00 00O OO 00O OO
00 00 00 63 82 53 63 35 01 03 3D 07 01 08 00 27 50 OD FF 32 04 CO A8 00 65
36 04 CO A8 00 OA OC 03 57 53 31 51 OF 00 00 00 57 53 31 2E 61 63 6D 65 2E
63 6F 6D 3C 08 4D 53 46 54 20 35 2E 30 37 OA 01 OF 03 06 2C 2E 2F 1F 21 2B
FF

Dados processados do quadro 3:

Frame; Time; Src MAC Addr; Dst MAC Addr; Protocol;
#3 Description; Src Other Addr; Dst Other Addr; Type Other Addr
3 10.745451 080027500DFF FEFFFFEFFEFFEFE DHCP
Request (xid=51505A74) 0.0.0.0 255.255.255.255 IP
DHCP: Request (x1d=51505A74)
DHCP: Op Code (op) =1 (0x1)
DHCP: Hardware Type (htype) =1 (0x1l) 10Mb Ethernet
DHCP: Hardware Address Length (hlen) = 6 (0x6)
DHCP: Hops (hops) 0 (0x0)
DHCP: Transaction ID (xid) = 1364220532 (0x51505A74)
DHCP: Seconds (secs) = 0 (0x0)
DHCP: Flags (flags) = 0 (0x0)
DHCP: O.vveivinnnnn.. = No Broadcast
DHCP: Client IP Address (ciaddr) = 0.0.0.0
DHCP: Your IP Address (yiaddr) 0.0.0.0
o DHCP: Server IP Address (siaddr) = 0.0.0.0
L DHCP: Relay IP Address (giaddr) = 0.0.0.0
(&) DHCP: Client Ethernet Address (chaddr) = 080027500DFF
(<_) DHCP: Server Host Name (sname) = <Blank>
0 DHCP: Boot File Name (file) = <Blank>
o DHCP: Magic Cookie = 99.130.83.99
< DHCP: Option Field (options)
DHCP: DHCP Message Type = DHCP Request
DHCP: Client-identifier = (Type: 1) 08 00 27 50 0d ff
DHCP: Requested Address = 192.168.0.101
DHCP: Server Identifier = 192.168.0.10
DHCP: Host Name = WS1
DHCP: Dynamic DNS updates = (Length: 15) 00 00 00 57 53 31 2e 61 63
od 65 2e 63 6f o6d
DHCP: Client Class information = (Length: 8) 4d 53 46 54 20 35 2e 30
DHCP: Parameter Request List = (Length: 10) 01 0f 03 06 2c 2e 2f 1f 21
2b
DHCP: End of this option field
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UDP: IP Multicast: Src Port: BOOTP Client, (68); Dst Port: BOOTP Server (67);
Length = 317 (0x13D)

UDP: Source Port = BOOTP Client

UDP: Destination Port = BOOTP Server

UDP: Total length = 317 (0x13D) bytes

UDP: UDP Checksum = 0x6944

UDP: Data: Number of data bytes remaining = 309 (0x0135)

TRANSP.

IP: ID = 0x17C; Proto = UDP; Len: 337
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 337 (0x151)
IP: Identification = 380 (0x17C)
IP: Flags Summary = 0 (0x0)
IP: ....... 0 = Last fragment in datagram
IP: ...... 0. = May fragment datagram if necessary
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = UDP - User Datagram
IP: Checksum = 0x3821
IP: Source Address = 0.0.0.0
IP: Destination Address = 255.255.255.255
IP: Data: Number of data bytes remaining = 317 (0x013D)

REDE

ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : FFFFFFFFEFFFF
ETHERNET: ....... 1 = Group address
ETHERNET: ...... 1. = Locally administered address
ETHERNET: Source address : 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 351 (0x015F)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 337 (0x0151)

ENLACE

Frame: Base frame properties
Frame: Time of capture = 8/29/2013 11:10:14.380
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 3
Frame: Total frame length: 351 bytes
Frame: Capture frame length: 351 bytes
Frame: Frame data: Number of data bytes remaining = 351 (0x015F)

re

FISICA
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Dad

os Brutos do quadro 4:

FF
88
00
FF
00
00
00
00
00
00
00
00
(07
01

FF FF FF FF FF 08 00 27 B3 97 CF 08 00 45 00 01 48 44 6B 00 00 80 11 34
CO A8 00 OA FF FF FF FF 00 43 00 44 01 34 92 F9 02 01 06 00 74 5A 50 51
00 00 00 00 00 00 00 cO A8 00 65 00 00 00 OO OO OO OO OO 08 00 27 50 OD
00 00 00 00 00 00 OO 00O OO 00 00 00 00 OO OO OO OO 0O 00 00 0O OO 0O OO
00 00 00 00 00 00 00O 00 00 00 OO 00 00 OO 00O 0O 0O OO 00 00 00O OO 0O OO
00 00 00 00 00 00 00O 00 OO 00 00O 00 00 OO 00O OO 0O OO 00 00 00O OO 00O OO
00 00 00 00 00 00 OO 00 00O 00 00 00 00 OO 00O OO 0O OO 00 00 00O OO 0O OO
00 00 00 00 00 00 00O 00 00O 00 00O 00 00 OO 00O OO 00 OO 00 00 00O OO 0O OO
00 00 00 00 00 00 00O 00 00O 00 00O 00 00 OO 00O OO 0O OO 00 00 00O OO 00O OO
00 00 00 00 00 00 00O 00 00 00 00 00 00 OO 00O OO 0O OO 00 00 00O OO 0O OO
00 00 00 00 00 00 OO 00 00 00 OO0 00 00 OO 00O OO 0O OO 00 00 00O OO 00O OO
00 00 63 82 53 63 35 01 05 3A 04 00 05 46 00 3B 04 00 09 3A 80 33 04 00
8C 00 36 04 CO A8 00 OA 01 04 FF FF FF 00 51 03 00 FF 00 03 04 CO A8 00
06 04 CO A8 00 OA FF 00 00 00 00 00 00 00 00 OO

Dad

#4

APLICAGAO

os processados do quadro 4:
Frame; Time; Src MAC Addr; Dst MAC Addr; Protocol;
Description; Src Other Addr; Dst Other Addr; Type Other Addr
4 10.745451 080027B397CF FFFFFFFFFFFF DHCP
ACK (xid=51505A74) 192.168.0.10 255.255.255.255 IP
DHCP: ACK (x1d=51505A74)
DHCP: Op Code (op) = 2 (0x2)
DHCP: Hardware Type (htype) =1 (0x1l) 10Mb Ethernet
DHCP: Hardware Address Length (hlen) = 6 (0x6)
DHCP: Hops (hops) 0 (0x0)
DHCP: Transaction ID (xid) = 1364220532 (0x51505A74)
DHCP: Seconds (secs) = 0 (0x0)
DHCP: Flags (flags) = 0 (0x0)
DHCP: O.vveivnnnnnnn.. = No Broadcast
DHCP: Client IP Address (ciaddr) = 0.0.0.0
DHCP: Your IP Address (yiaddr) = 192.168.0.101
DHCP: Server IP Address (siaddr) = 0.0.0.0
DHCP: Relay IP Address (giaddr) = 0.0.0.0
DHCP: Client Ethernet Address (chaddr) = 080027500DFF
DHCP: Server Host Name (sname) = <Blank>
DHCP: Boot File Name (file) = <Blank>
DHCP: Magic Cookie = 99.130.83.99
DHCP: Option Field (options)
DHCP: DHCP Message Type = DHCP ACK
DHCP: Renewal Time Value (T1l) = 4 Days, 0:00:00
DHCP: Rebinding Time Value (T2) = 7 Days, 0:00:00
DHCP: IP Address Lease Time = 8 Days, 0:00:00
DHCP: Server Identifier = 192.168.0.10
DHCP: Subnet Mask = 255.255.255.0
DHCP: Dynamic DNS updates = (Length: 3) 00 ff 00
DHCP: Router = 192.168.0.1
DHCP: Domain Name Server = 192.168.0.10
DHCP: End of this option field
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4 \
\

Length

TRANSP.

UDP:
UDP:
UDP:
UDP:
UDP:

308 (0x134)

Source Port = BOOTP Server

Destination Port = BOOTP Client

Total length = 308 (0x134) bytes

UDP Checksum = 0x92F9

Data: Number of data bytes remaining = 300 (0x012C)

UDP: IP Multicast: Src Port: BOOTP Server, (67); Dst Port: BOOTP Client (68);

IP: ID
IP:
IP:
IP:
IP:
IP:
IP:
IP:

REDE

IP:
IP:
IP:
IP:
IP:
IP:
IP:

0x446B; Proto = UDP; Len: 328
Version = 4 (0x4)
Header Length = 20 (0x14)
Precedence = Routine
Type of Service = Normal Service
Total Length = 328 (0x148)
Identification = 17515 (0x446B)
Flags Summary = 0 (0x0)
IP: ....... 0 = Last fragment in datagram
IP: ...... 0. = May fragment datagram if necessary
Fragment Offset = 0 (0x0) bytes
Time to Live = 128 (0x80)
Protocol = UDP - User Datagram
Checksum = 0x3488
Source Address = 192.168.0.10
Destination Address = 255.255.255.255
Data: Number of data bytes remaining = 308 (0x0134)

ENLACE

ETHERNET :

ETHERNET: ....... 1 = Group address
ETHERNET: ...... 1. = Locally administered address

ETHERNET: Source address : 080027B397CF

ETHERNET: ....... 0 = No routing information present

ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : FFFFFFFFFFFF

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 342 (0x0156)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining

= 328 (0x0148)

Frame:

re

FISICA

Base frame properties

Frame: Time of capture = 8/29/2013 11:10:14.380
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 4

Frame: Total frame length: 342 bytes

Frame: Capture frame length: 342 bytes

Frame: Frame data: Number of data bytes remaining = 342

(0x0156)
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5.2. Laboratério 02 — DNS
OBJETIVO

Analisar pacotes DNS trocados entre um cliente e um servidor.
CENARIO

Composto de um cliente e um servidor.

FaO}1

Fal
- 2950-24
Switchl

PFFéET Server-PT
Serverd

RECURSOS
Apéndice ou Arquivo de Captura.
EXERCICIOS

Um computador cliente esta acessando um site na Internet, e para tal o cliente de DNS precisa
fazer uma consulta ao servidor DNS. Baseado nas informagdes do analisador de pacotes?, responda
as seguintes perguntas:

1. Qual a URL do site que computador cliente deseja acessar?

Resposta:

2. Qual o endereco IP do computador cliente?

Resposta:

3. Qual mensagem o computador cliente envia para consultar o servidor DNS?

Resposta:

2 Requer Apéndice ou Arquivo de Captura.
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4. Qual o endereco IP do servidor DNS?

Resposta:

5. Qual mensagem o servidor DNS envia para o computador cliente?

Resposta:

6. A mensagem enviada pelo computador cliente foi transportada com confirmagéo de entrega ou
sem confirmagao?

Resposta:

7. Qual o endereco IP da URL consultada?

Resposta:

8. Qual porta de comunicagdo esta sendo usada pelo computador cliente? Ela é padrdo ou ndo
padrao?

Resposta:

9. Qual porta de comunicacao esta sendo usada pelo servidor DNS? Ela é padréo ou néo padrao?

Resposta:

10. Qual o tempo de TTL?

Resposta:
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Os dados do arquivo de captura seguem o seguinte padrao:

Upper Layer Message
1
U E:S; Upper Layer | f----r-mmoomoee | Upper
Layers b-y---coooeoooecoi Headerg |Application) Data) | ... | Layers
I _
TCP/UDP Message A
1l
TERHE TCPIUDP Eg;f;’ UpperLayer | [----mmeenmees | Tep
UDP [opoosrennmmnnms Header (Application) Data | |....o...o.o..C o
Headers " upp
11 FY
1 IP Datagram %
L1}
L Tl e i ot Cll| | IS e
T eader leader pplication) Data| |--------------
Headers "
11 &
y Layer 2 Frame =
L}
Layer p-*-{ | Layer2 | 1P |TCPUDP Espgrr UpperLayer | Layer2 | |---1~] Layer
2 Ei- Header | Header | Header Heast.;ers (Application) Data| Footer o 2

Visdo em camadas

Destination Sender's | Destination Sender's | TCP Protocol FCs
MAC Address : MAC Address | IP Address : IP Address Port Numbers
Ethernet "Frame" IP "Packet" TCP "Segment’
OSI Layer 2 - Data Link OSI Layer 3 - Network  OSI Layer 4 - Transport
Visao encapsulada
Destination
Segment Source Port Port Data
Packet Source IP DEShlr;,at'on Protocol s Segment
Frame Desﬂrgaun Source MAC | Ether-Field Packet FCS

Visdo explodida
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Dados Brutos do quadro 1:

08 00 27 B3 97 CF 08 00 27 50 OD FF 08 00 45 00 00 3A 08 73 00 00 80 11 BO
80 CO A8 00 65 CO A8 00 OA 04 FB 00 35 00 26 5F 7A 00 05 01 00 00 01 00 OO
00 00 00 00 03 77 77 77 04 61 63 6D 65 03 63 6F 6D 00 00 01 00 01

Dados processados do quadro 1:

Frame; Time; Src MAC Addr; Dst MAC Addr; Protocol;
Description;
#1 Src Other Addr; Dst Other Addr; Type Other Addr
1 2.263254 080027500DFF 080027B397CF DNS
0x5:5td Qry for www.acme.com. of type Host Addr on class INET addr.
192.168.0.101 192.168.0.10 1IP
DNS: 0x5:Std Qry for www.acme.com. of type Host Addr on class INET addr.
DNS: Query Identifier = 5 (0x5)
DNS: DNS Flags = Query, OpCode - Std Qry, RD Bits Set, RCode - No error
DNS: Ouvvvineieennnns = Request
DNS: .0000........... = Standard Query
DNS: ..... O = Server not authority for domain
DNS: ...... Oveeennnn = Message complete
,9( DNS: ....... l.o....... = Recursive query desired
(& DNS: ........ Ovevnnn = No recursive queries
g DNS: ......... 000.... = Reserved
o DNS: ............ 0000 = No error
o DNS: Question Entry Count = 1 (0x1)
< DNS: Answer Entry Count = 0 (0x0)
DNS: Name Server Count = 0 (0x0)
DNS: Additional Records Count = 0 (0x0)
DNS: Question Section: www.acme.com. of type Host Addr on class INET addr.
DNS: Question Name: www.acme.com.
DNS: Question Type = Host Address
DNS: Question Class = Internet address class
UDP: Src Port: Unknown, (1275); Dst Port: DNS (53); Length = 38 (0x26)
o UDP: Source Port = 0x04FB
2 UDP: Destination Port = DNS
< UDP: Total length = 38 (0x26) bytes
E UDP: UDP Checksum = Ox5F7A
UDP: Data: Number of data bytes remaining = 30 (0x001E)
IP: ID = 0x873; Proto = UDP; Len: 58
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 58 (0x3A)
IP: Identification = 2163 (0x873)
w IP: Flags Summary = 0 (0x0)
a IP: ....... 0 = Last fragment in datagram
(14 IP: ...... 0. = May fragment datagram if necessary
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = UDP - User Datagram
IP: Checksum = 0xB080
IP: Source Address = 192.168.0.101
IP: Destination Address = 192.168.0.10
IP: Data: Number of data bytes remaining = 38 (0x0026)
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ETHERNET: ETYPE = 0x0800 Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address 080027B397CF
ETHERNET: ....... 0 = Individual address
L ETHERNET: ...... 0. = Universally administered address
2 ETHERNET: Source address 080027500DFF
= ETHERNET: ....... 0 = No routing information present
E ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length 72 (0x0048)
ETHERNET: Ethernet Type 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 58 (0x0033)
Frame: Base frame properties
Frame: Time of capture = 9/18/2013 11:57:48.522
g Frame: Time delta from previous physical frame: 0 microseconds
- Frame: Frame number: 3
N
o Frame: Total frame length: 72 bytes
Frame: Capture frame length: 72 bytes
Frame: Frame data: Number of data bytes remaining = 72 (0x0048)
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Dados Brutos do quadro 2:

08 00 27 50
OA CO A8 00
00 00 00 OO

OD FF 08 00 27 B3 97 CF 08 00 45 00 00 4A 31 D9 00 00 80 11 87
OA CO A8 00 65 00 35 04 FB 00 36 4B F9 00 05 85 80 00 01 00 O1
03 77 77 77 04 61 63 6D 65 03 63 6F 6D 00 00 01 00 01 CO OC 0O

01 00 01 00 00 OE 10 00 04 CO A8 00 14

Dados processados do quadro 2:

Frame; Time; Src MAC Addr; Dst MAC Addr; Protocol;
Description;
#2 Src Other Addr; Dst Other Addr; Type Other Addr
2 2.263254 080027B397CFE 080027500DFF DNS
0x5:5td Qry Resp. for www.acme.com. of type Host Addr on class INET addr.
192.168.0.10 192.168.0.101 1IP
DNS: 0x5:Std Qry Resp. for www.acme.com. of type Host Addr on class INET addr.
DNS: Query Identifier = 5 (0x5)
DNS: DNS Flags = Response, OpCode - Std Qry, AA RD RA Bits Set, RCode - No
error
DNS: l....iiiieeeennn. = Response
DNS: .0000........... = Standard Query
DNS: ..... ... = Server authority for domain
DNS: ...... Oveeennnn = Message complete
DNS: ....... ..., = Recursive query desired
DNS: ........ 1....... = Recursive queries supported by server
DNS: ......... 000.... = Reserved
@] . _
L DNS: ..iiieennenn. 0000 = No error
(&) DNS: Question Entry Count = 1 (0x1)
S DNS: Answer Entry Count = 1 (0x1)
0 DNS: Name Server Count = 0 (0x0)
o DNS: Additional Records Count = 0 (0x0)
< DNS: Question Section: www.acme.com. of type Host Addr on class INET addr.
DNS: Question Name: www.acme.com.
DNS: Question Type = Host Address
DNS: Question Class = Internet address class
DNS: Answer section: www.acme.com. of type Host Addr on class INET addr.
DNS: Resource Name: www.acme.com.
DNS: Resource Type = Host Address
DNS: Resource Class = Internet address class
DNS: Time To Live = 3600 (0xE10)
DNS: Resource Data Length = 4 (0x4)
DNS: IP address = 192.168.0.20
UDP: Src Port: DNS, (53); Dst Port: Unknown (1275); Length = 54 (0x36)
o UDP: Source Port = DNS
2 UDP: Destination Port = 0x04FB
< UDP: Total length = 54 (0x36) bytes
o UDP: UDP Checksum = 0x4BF9
UDP: Data: Number of data bytes remaining = 46 (0x002E)
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IP: ID = 0x31D9; Proto = UDP; Len: 74
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 74 (0x4A)
IP: Identification = 12761 (0x31D9)
L IP: Flags Summary = 0 (0xO0)
B IP: ....... 0 = Last fragment in datagram
14 IP: ...... 0. = May fragment datagram if necessary
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = UDP - User Datagram
IP: Checksum = 0x870A
IP: Source Address = 192.168.0.10
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 54 (0x0036)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF
ETHERNET: ....... 0 = Individual address
L ETHERNET: ...... 0. = Universally administered address
2 ETHERNET: Source address : 080027B397CF
= ETHERNET: ....... 0 = No routing information present
E ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 88 (0x0058)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 74 (0x004A)
Frame: Base frame properties
Frame: Time of capture = 9/18/2013 11:57:48.522
g Frame: Time delta from previous physical frame: 0 microseconds
7] Frame: Frame number: 4
o Frame: Total frame length: 88 bytes
Frame: Capture frame length: 88 bytes
Frame: Frame data: Number of data bytes remaining = 88 (0x0058)
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5.3. Laboratério 03 — FTP
OBJETIVO

Analisar pacotes FTP trocados entre um cliente e um servidor.
CENARIO

Composto de um cliente e um servidor.

FaO}1

Fal
- 2950-24
Switchl

PFFéET Server-PT
Serverd

RECURSOS
Apéndice ou Arquivo de Captura.
EXERCICIOS

Um computador cliente esta acessando um servidor FTP. Baseado nas informacdes do
analisador de pacotes?®, responda as seguintes perguntas:

1. Quantos pacotes compdem esta sessao de FTP?

Resposta:

2. Qual o endereco IP do cliente FTP? Justifique.

Resposta:

3. Qual o endereco IP do servidor FTP? Justifique.

Resposta:

3 Requer Apéndice ou Arquivo de Captura.
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4. Qual o software do servidor FTP? Justifique.

Resposta:

5. Qual usuario esta conectando no servidor FTP? Justifique.

Resposta:

6. Qual a senha deste usuario? Justifique.

Resposta:

7. Quais portas o cliente e o servidor estao usando para a conexao de controle? Justifique.

Resposta:

8. Quais portas o cliente e o servidor estdo usando para a conexao de dados? Justifique.

Resposta:

9. O cliente FTP usou qual comando para listar os arquivos do servidor FTP? Justifique.

Resposta:

10. O cliente FTP usou qual comando para copiar um arquivo do servidor? Qual arquivo foi copiado?
Justifique.

Resposta:

11. O cliente FTP usou qual comando para enviar um arquivo para o servidor? Qual arquivo foi
enviado? Justifique.

Resposta:
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12. Qual o conteudo do arquivo copiado do servidor?

Resposta:

13. Qual o conteudo do arquivo enviado para o servidor?

Resposta:

14. A partir da analise dos dados desta sessdo de FTP, podemos concluir que a comunicagao foi
realizada de forma segura ou nao? Justifique.

Resposta:
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Os dados do arquivo de captura seguem o seguinte padrao:

Upper Layer Message
1
U E:S; Upper Layer | f----r-mmoomoee | Upper
Layers b-y---coooeoooecoi Headerg |Application) Data) | ... | Layers
I _
TCP/UDP Message A
1l
TERHE TCPIUDP Eg;f;’ UpperLayer | [----mmeenmees | Tep
UDP [opoosrennmmnnms Header (Application) Data | |....o...o.o..C o
Headers " upp
11 FY
1 IP Datagram %
L1}
L Tl e i ot Cll| | IS e
T eader leader pplication) Data| |--------------
Headers "
11 &
y Layer 2 Frame =
L}
Layer p-*-{ | Layer2 | 1P |TCPUDP Espgrr UpperLayer | Layer2 | |---1~] Layer
2 Ei- Header | Header | Header Heast.;ers (Application) Data| Footer o 2

Visdo em camadas

Destination Sender's | Destination Sender's | TCP Protocol FCs
MAC Address : MAC Address | IP Address : IP Address Port Numbers
Ethernet "Frame" IP "Packet" TCP "Segment’
OSI Layer 2 - Data Link OSI Layer 3 - Network  OSI Layer 4 - Transport
Visao encapsulada
Destination
Segment Source Port Port Data
Packet Source IP DEShlr;,at'on Protocol s Segment
Frame Desﬂrgaun Source MAC | Ether-Field Packet FCS

Visdo explodida
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Dados processados dos quadros:

1 2.954

248 LOCAL CADMUSS500DFF FTP Resp. to Port 1237, '220 WEB Microsoft FTP

Service (Version 5.0).' WEB 192.168.0.101 IP

Frame:

Base frame properties

Frame: Time of capture = 10/9/2013 16:49:24.873

Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 1

Frame: Total frame length: 100 bytes

Frame: Capture frame length: 100 bytes

Frame: Frame data: Number of data bytes remaining = 100 (0x0064)

ETHERNE

T: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 100 (0x0064)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 86 (0x0056)

IP: ID
IPp:
IPp:
IPp:
IPp:
IPp:
IP:
IPp:

IP:
IP:
IP:
IP:
IPp:
IPp:
IPp:

= 0x4658; Proto = TCP; Len: 86

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 86 (0x56)

Identification = 18008 (0x4658)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control
Checksum = 0x326C

Source Address = 192.168.0.40
Destination Address = 192.168.0.101
Data: Number of data bytes remaining = 66 (0x0042)

TCP: .AP..., len: 46, seq:3631034371-3631034417, ack: 542305712, win:64240,

srcC:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP

21 (FTP) dst: 1237

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034371 (0xD86D3003)
Acknowledgement Number = 542305712 (0x2052EDBO)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant

TCP: ....1... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

: Window = 64240 (OxFAFO)
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FTP:

TCP: Checksum = 0xF7D1

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 46 (0x002E)

Resp. to Port 1237, '220 WEB Microsoft FTP Service (Version 5.0).°'
FTP: FTP Error Return Code = 220

FTP: FTP Command Argl = WEB

FTP: FTP Data: Number of data bytes remaining = 39 (0x0027)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LPLYL L TREE.L LE.
00010: 00 56 46 58 40 00 80 06 32 6C CO A8 00 28 CO A8 LVEXQ@.?.21A" . (A"
00020: 00 65 00 15 04 D5 D8 6D 30 03 20 52 ED BO 50 18 .e...0gm0. Ri°P.
00030: FA FO F7 D1 00 00 32 32 30 20 57 45 42 20 4D 69 06+N..220 WEB Mi
00040: 63 72 6F 73 6F 66 74 20 46 54 50 20 53 65 72 76 crosoft FTP Serv
00050: 69 63 65 20 28 56 65 72 73 69 6F 6E 20 35 2E 30 ice (Version 5.0
00060: 29 2E 0D OA )

2 6.
192.

389187 CADMUSS500DFF LOCAL FTP Req. from Port 1237, 'USER Administrator'
168.0.101 WEB IP

Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:28.308

Frame: Time delta from previous physical frame: 3434939 microseconds
Frame: Frame number: 2

Frame: Total frame length: 74 bytes

Frame: Capture frame length: 74 bytes

Frame: Frame data: Number of data bytes remaining = 74 (0x004A)

ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

IP:

TCP:
src:

ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 74 (0x004A)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 60 (0x003C)
ID = O0xA4A; Proto = TCP; Len: 60

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 60 (0x3C)

IP: Identification = 2634 (0xA4R)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E94

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 40 (0x0028)

AP..., len: 20, seq: 542305712-542305732, ack:3631034417, win:64194,
1237 dst: 21 (FTP)
TCP: Source Port = 0x04D5
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TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP:
TCP:
TCP:
TCP:

FTP: Req.

FTP:

FTP:
00000:
00010:
00020:
00030:
00040:

3 6.3891
for Admi
Frame: B

Destination Port = FTP [control]

Sequence Number = 542305712 (0x2052EDRO)

Acknowledgement Number = 3631034417 (0xD86D3031)

Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
Window = 64194 (0OxFAC2)
Checksum = 0xD2F2
Urgent Pointer = 0 (0x0)

Data: Number of data bytes remaining = 20 (0x0014)

from Port 1237, 'USER Administrator'

FTP Command = USER

FTP Data: Number of data bytes remaining = 16 (0x0010)
08 00 27 9F E9 C6 08 00 27 50 OD FF 08 00 45 00 .L'28E..'PLYL LR
00 3C OA 4A 40 00 80 06 o6E 94 CO A8 00 o5 CO AS8 .<.JQ@.?.n?A".eA”
00 28 04 D5 00 15 20 52 ED BO D8 6D 30 31 50 18 .(.0.. R1°ZmO1P.
FA C2 D2 F2 00 00 55 53 45 52 20 41 64 6D 69 6E GAOO. .USER Admin
69 73 74 72 61 74 oF 72 0D OA istrator..

87 LOCAL CADMUSS500DFF FTP Resp. to Port 1237, '331 Password required
nistrator.' WEB 192.168.0.101 IP
ase frame properties

Frame: Time of capture = 10/9/2013 16:49:28.308

Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 3

Frame: Total frame length: 96 bytes

Frame: Capture frame length: 96 bytes

Frame: Frame data: Number of data bytes remaining = 96 (0x0060)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6
ETHERNET: ....... 0 = No routing information present

ETHE
ETHE
ETHE
IP: ID =
IPp:
IPp:
IP:
IP:
IP:
IP:
IP:

ETHERNET: ...... 0. = Universally administered address

RNET: Frame Length : 96 (0x0060)

RNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

RNET: Ethernet Data: Number of data bytes remaining = 82 (0x0052)
0x4659; Proto = TCP; Len: 82

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 82 (0x52)

Identification = 18009 (0x4659)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram

= Cannot fragment datagram

[

)

=
I
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IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x326F

IP: Source Address = 192.168.0.40

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 62 (0x003E)
TCP: .AP..., len: 42, seq:3631034417-3631034459, ack: 542305732, win:64220,
src: 21 (FTP) dst: 1237

TCP: Source Port = FTP [control]

TCP: Destination Port = 0x04D5

TCP: Sequence Number = 3631034417 (0xD86D3031)

TCP: Acknowledgement Number = 542305732 (0x2052EDC4)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64220 (0xXFADC)
TCP: Checksum = 0x6434
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 42 (0x002A7)
FTP: Resp. to Port 1237, '331 Password required for Administrator.'
FTP: FTP Error Return Code = 331
FTP: FTP Command Argl = Password
FTP: FTP Data: Number of data bytes remaining = 30 (0x001E)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 . PLYL L TREE. LE.
00010: 00 52 46 59 40 00 80 06 32 6F CO A8 00 28 CO A8 .RFY@.?.20A". (A"
00020: 00 65 00 15 04 D5 D8 6D 30 31 20 52 ED C4 50 18 .e...00m01 RiAP.

00030: FA DC 64 34 00 00 33 33 31 20 50 61 73 73 77 6F uld4..331 Passwo
00040: 72 64 20 72 65 71 75 69 72 65 64 20 66 6F 72 20 rd required for
00050: 41 64 6D 69 6E 69 73 74 72 61 74 6F 72 2E 0D OA Administrator...

4 9.663896 CADMUSS500DFF LOCAL FTP Req. from Port 1237, 'PASS P@sswOrd'
192.168.0.101 WEB IP
Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:31.582

Frame: Time delta from previous physical frame: 3274709 microseconds

Frame: Frame number: 4

Frame: Total frame length: 69 bytes

Frame: Capture frame length: 69 bytes

Frame: Frame data: Number of data bytes remaining = 69 (0x0045)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 69 (0x0045)
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ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 55 (0x0037)

IP: ID = 0xA4C; Proto = TCP; Len: 55
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 55 (0x37)
IP: Identification = 2636 (0xA4C)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x6E97
IP: Source Address = 192.168.0.101
IP: Destination Address = 192.168.0.40
IP: Data: Number of data bytes remaining = 35 (0x0023)
TCP: .AP..., len: 15, seq: 542305732-542305747, ack:3631034459, win:64152,
src: 1237 dst: 21 (FTP)
TCP: Source Port = 0x04D5
TCP: Destination Port = FTP [control]
TCP: Sequence Number = 542305732 (0x2052EDC4)
TCP: Acknowledgement Number = 3631034459 (0xD86D305B)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)
TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
TCP: Window = 64152 (0xFA98)
TCP: Checksum = 0x012E
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 15 (0x000F)
FTP: Req. from Port 1237, 'PASS PlsswOrd'
FTP: FTP Command = PASS
FTP: FTP Data: Number of data bytes remaining = 11 (0x000B)
00000: 08 00 27 9F E9 Co6 08 00 27 50 0D FF 08 00 45 00 Y. R = A
00010: 00 37 OA 4C 40 00 80 06 6E 97 CO A8 00 65 CO A8 .7.LQ@.2.n?A".eA”
00020: 00 28 04 D5 00 15 20 52 ED C4 D8 6D 30 5B 50 18 .(.0.. RiA@mO[P.
00030: FA 98 01 2E 00 00 50 41 53 53 20 50 40 73 73 77 Gu?....PASS P@ssw
00040: 30 72 64 0D 0OA Ord..

5 9.703954 LOCAL CADMUS500DFF FTP Resp. to Port 1237, '230 User Administrator
logged in.' WEB 192.168.0.101 IP
Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:31.622

Frame: Time delta from previous physical frame: 40058 microseconds
Frame: Frame number: 5

Frame: Total frame length: 89 bytes
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Frame: Capture frame length: 89 bytes
Frame: Frame data: Number of data bytes remaining = 89 (0x0059)

ETHERNE

T: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 89 (0x0059)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 75 (0x004B)

IP: ID
IP:
IP:
IPp:
IPp:
IPp:
IPp:
IPp:

IP:
IP:
IP:
IP:
IP:
IP:
IP:

= 0x465A; Proto = TCP; Len: 75

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 75 (0x4B)

Identification = 18010 (0x4653)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control
Checksum = 0x3275

Source Address = 192.168.0.40
Destination Address = 192.168.0.101
Data: Number of data bytes remaining = 55 (0x0037)

TCP: .AP..., len: 35, s5eq:3631034459-3631034494, ack: 542305747, win:64205,

srcC:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP:
TCP:
TCP:
TCP:

FTP: Re
FTP

FTP:

FTP
00000:
00010:

21 (FTP) dst: 1237

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034459 (0xD86D305B)
Acknowledgement Number = 542305747 (0x2052EDD3)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...

TCP: ..0..... = No urgent data

TCP: ...1l.... = Acknowledgement field significant
TCP: ....1... = Push function

TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize

TCP: ....... 0 = No Fin

Window = 64205 (OxFACD)

Checksum = 0x602D

Urgent Pointer = 0 (0x0)

Data: Number of data bytes remaining = 35 (0x0023)

sp. to Port 1237, '230 User Administrator logged in.'

: FTP Error Return Code = 230

FTP Command Argl = User

: FTP Data: Number of data bytes remaining = 27 (0x001B)

08 00 27 50 0D FF 08 00 27 9F E9 Co6 08 00 45 00 L'PLYL L TREE. LE.

N

00 4B 46 5A 40 00 80 06 32 75 CO A8 00 28 CO A8 .KFZ@.?.2uA". (A
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00020: 00 65 00 15 04 D5 D8 6D 30 5B 20 52 ED D3 50 18 .e...0gm0[ RiOP.
00030: FA CD 60 2D 00 00 32 33 30 20 55 73 65 72 20 41 ui*-..230 User A
00040: 64 6D 69 6E 69 73 74 72 61 74 6F 72 20 6C 6F 67 dministrator log
00050: 67 65 64 20 69 6E 2E 0D OA ged in...

6 11.736877 CADMUSS500DFF LOCAL FTP Req. from Port 1237, ' PORT
192,168,0,101,4,214"' 192.168.0.101 WEB IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:33.655
Frame: Time delta from previous physical frame: 2032923 microseconds
Frame: Frame number: 6
Frame: Total frame length: 80 bytes
Frame: Capture frame length: 80 bytes
Frame: Frame data: Number of data bytes remaining = 80 (0x0050)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 80 (0x0050)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 66 (0x0042)
IP: ID = 0xA4E; Proto = TCP; Len: 66

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 66 (0x42)

IP: Identification = 2638 (0xA4E)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E8A

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 46 (0x002E)
TCP: .AP..., len: 26, seq: 542305747-542305773, ack:3631034494, win:64117,
src: 1237 dst: 21 (FTP)

TCP: Source Port = 0x04D5

TCP: Destination Port = FTP [control]

TCP: Sequence Number = 542305747 (0x2052EDD3)

TCP: Acknowledgement Number = 3631034494 (0xD86D307E)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
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3
(@)
lav]
O
I

. No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64117 (0OxXFA75)

TCP: Checksum = 0x99BB

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 26 (0x001A)
FTP: Req. from Port 1237, 'PORT 192,168,0,101,4,214"

FTP: FTP Command = PORT

FTP: FTP Data: Number of data bytes remaining = 22 (0x0016)

00000: 08 00 27 9F E9 C6 08 00 27 50 0D FF 08 00 45 00 LL'2€E..'PLY. LB,
00010: 00 42 OA 4E 40 00 80 06 6E 8A CO A8 00 65 CO A8 .B.NQ@.?.n?A" .eA"
00020: 00 28 04 D5 00 15 20 52 ED D3 D8 6D 30 7E 50 18 . (.0.. RiO@GmMO~P.

00030: FA 75 99 BB 00 00 50 4F 52 54 20 31 39 32 2C 31 au?»..PORT 192,1
00040: 36 38 2C 30 2C 31 30 31 2C 34 2C 32 31 34 0D OA 68,0,101,4,214..

7 11.736877 LOCAL CADMUSS500DFF FTP Resp. to Port 1237, '200 PORT command
successful.' WEB 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:33.655
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 7
Frame: Total frame length: 84 bytes
Frame: Capture frame length: 84 bytes
Frame: Frame data: Number of data bytes remaining = 84 (0x0054)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 84 (0x0054)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 70 (0x0046)
IP: ID = 0x465B; Proto = TCP; Len: 70

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 70 (0x46)

IP: Identification = 18011 (0x465B)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x3279

IP: Source Address = 192.168.0.40

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 50 (0x0032)
TCP: .AP..., len: 30, 5eg:3631034494-3631034524, ack: 542305773, win:64179,
src: 21 (FTP) dst: 1237

TCP: Source Port = FTP [control]
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TCP: Destination Port = 0x04D5
TCP: Sequence Number = 3631034494 (0xD86D307E)
TCP: Acknowledgement Number = 542305773 (0x2052EDED)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)
TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
TCP: Window = 64179 (0xXFAB3)
TCP: Checksum = 0x5A1F
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 30 (0x001E)

FTP: Resp. to Port 1237, '200 PORT command successful.'

FTP:

FTP:

FTP:
00000: O
00010: O
00020: O

FTP Error Return Code = 200 (Command OK)
FTP Command Argl = PORT
FTP Data: Number of data bytes remaining = 22 (0x0016)

8 00 27 50 OD FF 08 00 27 SF E9 Ce6 08 00 45 00 .PLYL L TREE. LE.
0 46 46 5B 40 00 80 06 32 79 CO A8 00 28 CO A8 LFF[Q.2.2yA" . (A"
0 65 00 15 04 D5 D8 6D 30 7E 20 52 ED ED 50 18 .e...0@0m0~ RiiP.

00030: FA B3 5A 1F 00 00 32 30 30 20 50 4F 52 54 20 63 U*Z...200 PORT c

00040: ©6F 6D 6D 61 6E 64 20 73 75 63 63 65 73 73 66 75 ommand successfu
00050: 6C 2E 0D 0OA 1...
8 11.736877 CADMUS500DFF LOCAL FTP Req. from Port 1237, 'LIST' 192.168.0.101
WEB IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:33.655
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 8
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes
Frame: Frame data: Number of data bytes remaining = 60 (0x003C)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 60 (0x003C)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)

IP: ID =

OxA4F; Proto = TCP; Len: 46

IP: Version = 4 (0x4)

IP: H
IP: P
IP: T
IP: T
IP: I

IP: F

eader Length = 20 (0x14)
recedence = Routine

ype of Service = Normal Service
otal Length = 46 (0x2E)
dentification = 2639 (0xA4F)
lags Summary = 2 (0x2)
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IP: ....... 0 = Last fragment in datagram
IP: ...... 1. Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x6E9D
IP: Source Address = 192.168.0.101
IP: Destination Address = 192.168.0.40
IP: Data: Number of data bytes remaining = 26 (0x001A)
TCP: .AP..., len: 6, seq: 542305773-542305779, ack:3631034524, win:64087,
src: 1237 dst: 21 (FTP)
TCP: Source Port = 0x04D5
TCP: Destination Port = FTP [control]
TCP: Sequence Number = 542305773 (0x2052EDED)
TCP: Acknowledgement Number = 3631034524 (0xD86D309C)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant

TCP: ....1... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64087 (0xXFA57)

TCP: Checksum = 0x6AB5

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 6 (0x0006)
FTP: Req. from Port 1237, 'LIST'

FTP: FTP Command = LIST

FTP: FTP Data: Number of data bytes remaining = 2 (0x0002)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. L 'PLYLLUE.
00010: 00 2E OA 4F 40 00 80 O6 6E 9D CO A8 00 65 CO A8 ...0@.2.n A" .eA"
00020: 00 28 04 D5 00 15 20 52 ED ED D8 6D 30 9C 50 18 .(.0.. Rii@mO?P.
00030: FA 57 6A B5 00 00 4C 49 53 54 0D 0OA aWwjp. .LIST..

9 11.736877 LOCAL CADMUS500DFF FTP Resp. to Port 1237, '150 Opening ASCII
mode data connection for /bin/ls' WEB 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:33.655
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 9
Frame: Total frame length: 107 bytes
Frame: Capture frame length: 107 bytes
Frame: Frame data: Number of data bytes remaining = 107 (0x006B)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 107 (0x006B)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
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ETHERNET: Ethernet Data: Number of data bytes remaining = 93 (0x005D)
IP: ID = 0x465C; Proto = TCP; Len: 93

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 93 (0x5D)

IP: Identification = 18012 (0x465C)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x3261

IP: Source Address = 192.168.0.40

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 73 (0x0049)
TCP: .AP..., len: 53, seq:3631034524-3631034577, ack: 542305779, win:64173,
src: 21 (FTP) dst: 1237

TCP: Source Port = FTP [control]

TCP: Destination Port = 0x04D5

TCP: Sequence Number = 3631034524 (0xD86D309C)

TCP: Acknowledgement Number = 542305779 (0x2052EDF3)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant

TCP: ....1l... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64173 (0xFAAD)
TCP: Checksum = 0x6D4A
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 53 (0x0035)
FTP: Resp. to Port 1237, '150 Opening ASCII mode data connection for /bin/ls'
FTP: FTP Error Return Code = 150
FTP: FTP Command Argl = Opening
FTP: FTP Data: Number of data bytes remaining = 42 (0x002A)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LPLYL L TREE.L LE.
00010: 00 5D 46 5C 40 00 80 06 32 61 CO A8 00 28 CO A8 JJF\@.2.2aA". (AT
00020: 00 65 00 15 04 D5 D8 6D 30 9C 20 52 ED F3 50 18 .e...00m0? Ri6P.

00030: FA AD 6D 4A 00 00 31 35 30 20 4F 70 65 6E 69 6E U-mJ..150 Openin
00040: 67 20 41 53 43 49 49 20 6D 6F 64 65 20 64 61 74 g ASCII mode dat
00050: 61 20 63 6F 6E 6E 65 63 74 69 6F 6E 20 66 6F 72 a connection for
00060: 20 2F 62 69 6E 2F 6C 73 2E 0D OA /bin/ls...

10 11.736877 LOCAL CADMUS500DFF FTP Data Transfer To Client, Port = 1238,
size 50 WEB 192.168.0.101 IP
Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:33.655

Frame: Time delta from previous physical frame: 0 microseconds
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Frame: Frame number: 10

Frame: Total frame length: 104 bytes

Frame: Capture frame length: 104 bytes

Frame: Frame data: Number of data bytes remaining = 104 (0x0068)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 104 (0x0068)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 90 (0x005A7)

IP: ID
IPp:
IPp:
IPp:
IPp:
IPp:
IPp:
IP:

IP:
IP:
IP:
IP:
IP:
IPp:
IPp:

TCP: .AP..

20 dst: 1238
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

srcC:

TCP:
TCP:
TCP:
TCP:

0x465F; Proto = TCP; Len: 90
Version = 4 (0x4)
Header Length = 20 (0x14)
Precedence = Routine
Type of Service = Normal Service
Total Length = 90 (0x5A)
Identification = 18015 (0x465F)
Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
Fragment Offset = 0 (0x0) bytes
Time to Live = 128 (0x80)
Protocol = TCP - Transmission Control
Checksum = 0x3261
Source Address = 192.168.0.40
Destination Address = 192.168.0.101
Data: Number of data bytes remaining = 70 (0x0046)
., len: 50, seq:3633253256-3633253306, ack: 544564567, win:64240,

Source Port = FTP [default data]

Destination Port = 0x04D6

Sequence Number = 3633253256 (0xD88F0OB8S)
Acknowledgement Number = 544564567 (0x20756557)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

Window = 64240 (0xFAFO0)

Checksum = 0x25F6

Urgent Pointer = 0 (0x0)

Data: Number of data bytes remaining = 50 (0x0032)

FTP: Data Transfer To Client, Port = 1238, size 50

FTP:

00000:
00010:

FTP Data: Number of data bytes remaining = 50 (0x0032)
08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 L'PLYL L TREE. LE.
00 5A 46 5F 40 00 80 06 32 61 CO A8 00 28 CO A8 .ZF @.?.2aA". (A"
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00020:
00030:
00040:
00050:
00060:

00 65 00 14 04 D6 D8 8F OB 88 20 75 65 57 50 18 .e...0Q .? ueWP.
FA FO 25 F6 00 00 31 30 2D 30 39 2D 31 33 20 20 1d%6..10-09-13
30 34 3A 34 38 50 4D 20 20 20 20 20 20 20 20 20 04:48pPM

20 20 20 20 20 20 20 20 20 31 30 30 20 64 6F 63 100 doc
30 31 2E 74 78 74 0D OA 0l.txt..

11 11.877079 LOCAL CADMUS500DFF FTP Resp. to Port 1237, '226 Transfer

complet
Frame:

e.' WEB 192.168.0.101 IP
Base frame properties

Frame: Time of capture = 10/9/2013 16:49:33.796

Frame: Time delta from previous physical frame: 140202 microseconds
Frame: Frame number: 11

Frame: Total frame length: 78 bytes

Frame: Capture frame length: 78 bytes

Frame: Frame data: Number of data bytes remaining = 78 (0x004E)

ETHERNE
ETH

ETH

ETH
ETH
ETH
IP: ID
IP:
IP:
IP:
IPp:
IPp:
IPp:
IPp:

IP:
IP:
IP:
IP:
IP:
IPp:
IPp:

T: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

ERNET: Frame Length : 78 (0x004E)
ERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ERNET: Ethernet Data: Number of data bytes remaining = 64 (0x0040)
= 0x4662; Proto = TCP; Len: 64

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 64 (0x40)

Identification = 18018 (0x4662)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram

IP: ...... 1. = Cannot fragment datagram

Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control

Checksum = 0x3278

Source Address = 192.168.0.40

Destination Address = 192.168.0.101

Data: Number of data bytes remaining = 44 (0x002C)

TCP: .AP..., len: 24, seq:3631034577-3631034601, ack: 542305779, win:64173,

srcC:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

21 (FTP) dst: 1237

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034577 (0xD86D30D1)
Acknowledgement Number = 542305779 (0x2052EDF3)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....1... = Push function
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. = No Reset

...... 0. = No Synchronize

....... 0 = No Fin

Window = 64173 (OxFAAD)

Checksum = 0x47C4

Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining =
Resp. to Port 1237, '226 Transfer complete.'
FTP: FTP Error Return Code = 226

FTP: FTP Command Argl = Transfer

FTP: FTP Data: Number of
00000: 08 00 27 50 OD FF 08
00010: 00 40 46 62 40 00 80
00020: 00 65 00 15 04 D5 D8
00030: FA AD 47 C4 00 00 32
00040: 65 72 20 63 6F 6D 70

TCP:
TCP:
TCP:
TCP:
24
FTP:

00
06
6D
32
6C

27
32
30
36
65

Cé
A8
52
72
2E

E9
CO
20
54
65

9F
78
D1
20
74

08
00
ED
61
0D OA
12 19.738383 CADMUS500DFF
192,168,0,101,4,215' 192.168
Frame: Base frame properties
Frame: Time of capture =
Frame: Time delta from previous physical frame:
Frame: Frame number: 12
Frame: Total frame length: 80 bytes
Frame: Capture frame length: 80 bytes
Frame: Frame data:
ETHERNET: ETYPE = 0x0800
ETHERNET: Destination address
ETHERNET:
ETHERNET: ...... 0. =
ETHERNET: Source address
ETHERNET:
ETHERNET:
ETHERNET:

LOCAL FTP
.0.101 WEB IP

Req.

Protocol = IP:
0800279FE9CH
= Individual address

080027500DFF

...... 0. =
Frame Length
ETHERNET: Ethernet Type
ETHERNET: Ethernet Data:
ID = 0xA55; Proto = TCP;
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 66 (0x42)

IP: Identification = 2645 (0xA55)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: = Cannot fragment datagram
Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control
Checksum = 0x6E83

Source Address = 192.168.0.101
Destination Address = 192.168.0.40
Data: Number of data bytes remaining =

80 (0x0050)
0x0800 (IP:
IP:

Len: 66

IPp:
IP:
IP:
IP:
IP:
IP:

IP: 46

data bytes remaining =
00 45 00
28 CO A8
F3 50 18
6E 73 66

from

10/9/2013 16:49:41.657

Number of data bytes remaining = 80

(0x0018)

12 (0x000C)

.'PLY. L 28R, LE.
.@FbQ.?.2xA". (A"
.e...0omON Ri6P.
U-GA..226 Transf
er complete...
Port

1237, ' PORT

7861304 microseconds

(0x0050)

DOD Internet Protocol

Universally administered address

= No routing information present
Universally administered address

DOD Internet Protocol)
Number of data bytes remaining =

66 (0x0042)

(0x002E)
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TCP: .AP..., len: 26, seq: 542305779-542305805, ack:3631034601, win:64010,
src: 1237 dst: 21 (FTP)

TCP: Source Port = 0x04D5

TCP: Destination Port = FTP [control]

TCP: Sequence Number = 542305779 (0x2052EDF3)

TCP: Acknowledgement Number = 3631034601 (0xD86D30ED)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....l1l... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64010 (OxFAOA)

TCP: Checksum = 0x999A

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 26 (0x001A)
FTP: Req. from Port 1237, 'PORT 192,168,0,101,4,215"

FTP: FTP Command = PORT

FTP: FTP Data: Number of data bytes remaining = 22 (0x0016)

00000: 08 00 27 9F E9 C6 08 00 27 50 0D FF 08 00 45 00 LL'2€E..'PLY. LB,
00010: 00 42 OA 55 40 00 80 06 6E 83 CO A8 00 65 CO A8 .B.UQ.?.n?A" .eA"
00020: 00 28 04 D5 00 15 20 52 ED F3 D8 6D 30 E9 50 18 . (.0.. Ri16@mMOEP.

00030: FA OA 99 9A 00 00 50 4F 52 54 20 31 39 32 2C 31 1.??..PORT 192,1
00040: 36 38 2C 30 2C 31 30 31 2C 34 2C 32 31 35 0D OA 68,0,101,4,215..

13 19.738383 LOCAL CADMUSS500DFF FTP Resp. to Port 1237, '200 PORT command
successful.' WEB 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:41.657
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 13
Frame: Total frame length: 84 bytes
Frame: Capture frame length: 84 bytes
Frame: Frame data: Number of data bytes remaining = 84 (0x0054)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 84 (0x0054)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 70 (0x0046)
IP: ID = 0x4663; Proto = TCP; Len: 70

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 70 (0x46)

IP: Identification = 18019 (0x4663)
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IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x3271
IP: Source Address = 192.168.0.40
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 50 (0x0032)
TCP: .AP..., len: 30, s5eg:3631034601-3631034631, ack: 542305805, win:64147,
src: 21 (FTP) dst: 1237
TCP: Source Port = FTP [control]
TCP: Destination Port = 0x04D5
TCP: Sequence Number = 3631034601 (0xD86D30E9)
TCP: Acknowledgement Number = 542305805 (0x2052EEOD)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1l... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64147 (0xXFA93)

TCP: Checksum = 0x59B4

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 30 (0x001E)
FTP: Resp. to Port 1237, '200 PORT command successful.'

FTP: FTP Error Return Code = 200 (Command OK)

FTP: FTP Command Argl = PORT

FTP: FTP Data: Number of data bytes remaining = 22 (0x0016)
00000: 08 00 27 50 0D FF 08 00 27 9F E9 C6 08 00 45 00 .L'PLYL LT RER. LE.
00010: 00 46 46 63 40 00 80 06 32 71 CO A8 00 28 CO A8 .FFcQ.?.2gA". (A~
00020: 00 65 00 15 04 D5 D8 6D 30 E9 20 52 EE OD 50 18 .e...0om0é R1.P.
00030: FA 93 59 B4 00 00 32 30 30 20 50 4F 52 54 20 63 u?Y’”..200 PORT c
00040: ©6F 6D 6D 61 6E 64 20 73 75 63 63 65 73 73 66 75 ommand successfu
00050: 6C 2E 0D 0OA 1...

14 19.738383 CADMUS500DFF LOCAL FTP Req. from Port 1237, 'RETR docOl.txt'
192.168.0.101 WEB IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:41.657
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 14
Frame: Total frame length: 70 bytes
Frame: Capture frame length: 70 bytes
Frame: Frame data: Number of data bytes remaining = 70 (0x0046)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF
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ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 70 (0x0046)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 56 (0x0038)

IP: ID = 0xA56; Proto = TCP; Len: 56

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 56 (0x38)

IP: Identification = 2646 (0xA56)

IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E8C

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 36 (0x0024)
TCP: .AP..., len: 16, seqg: 542305805-542305821, ack:3631034631, win:63980,

src: 1237 dst: 21 (FTP)
TCP: Source Port = 0x04D5
TCP: Destination Port = FTP [control]
TCP: Sequence Number = 542305805 (0x2052EEQ0D)
TCP: Acknowledgement Number = 3631034631 (0xD86D3107)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1.. = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63980 (0xXFOEC)
TCP: Checksum = OxFCAF
TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 16 (0x0010)

FTP: Req. from Port 1237, 'RETR docOl.txt'
FTP: FTP Command = RETR

FTP: FTP Data: Number of data bytes remaining = 12 (0x000C)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00
00010: 00 38 OA 56 40 00 80 06 6E 8C CO A8 00 65 CO A8
00020: 00 28 04 D5 00 15 20 52 EE OD D8 6D 31 07 50 18
00030: F9 EC FC AF 00 00 52 45 54 52 20 64 6F 63 30 31
00040: 2E 74 78 74 0D OA

15 19.738383 LOCAL CADMUS500DFF FTP Resp. to Port 1237,
mode data connection for docOl.t' WEB 192.168.0.101 IP
Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:41.657

L'28E..'P.Y..E.
.8.VQ@.?.n?A".eA”
.(.0.. R1.2ml1.P.
uild ..RETR docOl
LExt..

'150 Opening ASCII
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Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 15

Frame: Total frame length: 120 bytes

Frame: Capture frame length: 120 bytes

Frame: Frame data: Number of data bytes remaining = 120 (0x0078)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 120 (0x0078)

ETH
ETH
IP: ID
IPp:
IPp:
IPp:
IPp:
IPp:
IP:
IP:

IP:
IP:
IP:
IP:
IPp:
IPp:
IPp:

ERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ERNET: Ethernet Data: Number of data bytes remaining = 106 (0x006A)
= 0x4664; Proto = TCP; Len: 106

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 106 (0x6A)

Identification = 18020 (0x4664)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram

IP: ...... 1. Cannot fragment datagram

Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control

Checksum = 0x324C

Source Address = 192.168.0.40

Destination Address = 192.168.0.101

Data: Number of data bytes remaining = 86 (0x0056)

TCP: .AP..., len: 66, seq:3631034631-3631034697, ack: 542305821, win:64131,

srcC:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP:
TCP:
TCP:
TCP:

21 (FTP) dst: 1237

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034631 (0xD86D3107)
Acknowledgement Number = 542305821 (0x2052EE1D)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...

TCP: ..0..... = No urgent data

TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function

TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize

TCP: ....... 0 = No Fin

Window = 64131 (0OxFA83)

Checksum = 0x0D56

Urgent Pointer = 0 (0x0)

Data: Number of data bytes remaining = 66 (0x0042)

FTP: Resp. to Port 1237, '150 Opening ASCII mode data connection for docOl.t'

FTP
FTP

: FTP Error Return Code = 150
: FTP Command Argl = Opening
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FTP:

00000:
00010:
00020:
00030:
00040:
00050:
00060:
00070:

08
00
00
FA
67
61
20
79

00
6A
65
83
20
20
64
74

27
46
00
0D
41
63
6F
65

FTP Data:

50
64
15
56
53
6F
63
73

Number of data bytes remaining = 55 (0x0037)

0D FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
40 00 80 06 32 4C CO A8 00 28 CO A8 .JFdQR.?.2LA" . (A"
04 D5 D8 6D 31 07 20 52 EE 1D 50 18 .e...0@ml. Ri.P.

00 00 31 35 30 20 4F 70 65 6E 69 6E Ga?.V..150 Openin
43 49 49 20 oD oF 64 65 20 64 61 74 g ASCII mode dat
6E 6E 65 63 74 69 o6F 6E 20 66 6F 72 a connection for
30 31 2E 74 78 74 28 31 30 30 20 62 doc01.txt (100 b
29 2E 0D 0A ytes) ...

16 19.738383 LOCAL CADMUS500DFF FTP Data Transfer To Client, Port = 1239,
size 100 WEB 192.168.0.101 IP
Base frame properties

Frame:

Frame:
Frame:
Frame:
Frame:
Frame:
Frame:
ETHERNET: ETYPE
ETHERNET :
ETHERNET :
ETHERNET :
ETHERNET :
ETHERNET :
ETHERNET :
ETHERNET :
ETHERNET :
ETHERNET :

IP: ID
IPp:
IPp:
IPp:
IPp:
IP:
IP:
IP:

IP:
IPp:
IPp:
IPp:
IPp:
IP:
IPp:

TCP: .AP..

Src:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

IP:
IP:

Time of capture = 10/9/2013 16:49:41.657

Time delta from previous physical frame: 0 microseconds
Frame number: 16

Total frame length: 154 bytes

Capture frame length: 154 bytes

Frame data: Number of data bytes remaining = 154 (0x009A)

0

x0800 : Protocol = IP: DOD Internet Protocol

Destination address : 080027500DFF

...... 0 = Individual address
..... 0. = Universally administered address

Source address : 0800279FE9C6

...... 0 = No routing information present
..... 0. = Universally administered address

Frame Length : 154 (0x009A7)

Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

Ethernet Data: Number of data bytes remaining = 140 (0x008C)

= 0x4667;
Version
Header Length = 20 (0x14)
Precedence
Type of Service = Normal Service
Total Length = 140 (0x8C)
Identification = 18023 (0x4667)
Flags Summary = 2 (0x2)

Pr
4

oto = TCP; Len: 140
(0x4)

= Routine

0 = Last fragment in datagram
= Cannot fragment datagram

Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control
Checksum = 0x3227

Source Address = 192.168.0.40
Destination Address = 192.168.0.101

Data:

20

M4

Number of data bytes remaining = 120 (0x0078)

dst:
Source Port = FTP [default data]
Destination Port = 0x04D7
Sequence Number = 3635303333 (0OxD8AELS3A5)
Acknowledgement Number = 546602989 (0x20947FED)
Data Offset = 20 (0x14)
Reserved

len:

1

00, seg:3635303333-3635303433, ack: 546602989, win:64240,

1239

0 (0x0000)
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TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0xFAFO)

TCP: Checksum = 0xA3F7

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 100 (0x0064)
FTP: Data Transfer To Client, Port = 1239, size 100

FTP: FTP Data: Number of data bytes remaining = 100 (0x0064)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
00010: 00 8C 46 67 40 00 80 06 32 27 CO A8 00 28 CO A8 L2FgR.2.2"A" . (A
00020: 00 65 00 14 04 D7 D8 AE 53 A5 20 94 7F ED 50 18 .€...xg®S¥ ? 1iP.
00030: FA FO A3 F7 00 00 64 6F 63 30 31 2E 74 78 74 0D udf+..docOl.txt.
00040: OA 3D 3D 3D 3D 3D 3D 3D 3D 3D 0D OA 0D OA 45 73 =========,,..Es

00050: 74 65 20 61 72 71 75 69 76 6F 20 E9 20 75 6D 20 te arquivo é um
00060: 65 78 65 6D 70 6C 6F 20 64 65 20 64 6F 63 75 6D exemplo de docum
00070: 65 6E 74 6F 2E 0D OA 45 6C 65 20 65 73 74 E1 20 ento...Ele esté
00080: 68 6F 73 70 65 64 61 64 6F 20 65 6D 20 66 74 70 hospedado em ftp
00090: 2E 61 63 6D 65 2E 63 6F 6D 2E .acme.com.

17 19.888599 LOCAL CADMUS500DFF FTP Resp. to Port 1237, '226 Transfer
complete.' WEB 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:41.807
Frame: Time delta from previous physical frame: 150216 microseconds
Frame: Frame number: 17
Frame: Total frame length: 78 bytes
Frame: Capture frame length: 78 bytes
Frame: Frame data: Number of data bytes remaining = 78 (0x004E)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 78 (0x004E)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 64 (0x0040)
IP: ID = 0x466A; Proto = TCP; Len: 64
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 64 (0x40)
IP: Identification = 18026 (0x466A)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
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IP: Time to Live = 128 (0x80)

IP: Pro
IP: Che
IP: Sou
IP: Des
IP: Dat
TCP: .AP..
src: 21 «(
TCP: So
TCP: De
TCP: Se
TCP: Ac
TCP: Da
TCP: Re
TCP: F1

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP: Wi
TCP: Ch
TCP: Ur
TCP: Da
FTP: Resp.
FTP: FT
FTP: FT
FTP: FT
00000: 08
00010: 00
00020: 00
00030: FA
00040: 65

tocol = TCP - Transmission Control

cksum = 0x3270

rce Address = 192.168.0.40

tination Address = 192.168.0.101

a: Number of data bytes remaining = 44 (0x002C)

., len: 24, s5eq:3631034697-3631034721, ack: 542305821, win:64131,

FTP) dst: 1237
urce Port = FTP [control]

stination Port = 0x04D5

quence Number = 3631034697 (0xD86D3149)
knowledgement Number = 542305821 (0x2052EE1D)
ta Offset = 20 (0x14)

served = 0 (0x0000)

ags = 0x18 : .AP...

00l = No urgent data

.1.... = Acknowledgement field significant

....1l... = Push function
..... 0.. = No Reset
...... 0. = No Synchronize
....... 0 = No Fin
ndow = 64131 (0OxFA83)

ecksum = 0x474C
gent Pointer = 0 (0x0)

ta: Number of data bytes remaining = 24 (0x0018)
to Port 1237, '226 Transfer complete.'

P Error Return Code = 226

P Command Argl = Transfer

P Data: Number of data bytes remaining = 12 (0x000C)

00 27 50 0D FF 08 00 27 9F E9 C6 08 00 45 00 .L'PLYL LT RER. LR,
40 46 6A 40 00 80 06 32 70 CO A8 00 28 CO AS8 L.@Fj@.?2.2pA". (A"
65 00 15 04 D5 D8 6D 31 49 20 52 EE 1D 50 18 .e...0mlI R1.P.
83 47 4C 00 00 32 32 36 20 54 72 61 6E 73 66 U?GL..226 Transf
72 20 63 6F 6D 70 6C 65 74 65 2E 0D O0OA er complete...

18 25.196231 CADMUS500DFF LOCAL FTP Req. from Port 1237, ' PORT

192,168,0,1
Frame: Base

01,4,216' 192.168.0.101 WEB IP
frame properties

Frame: Time of capture = 10/9/2013 16:49:47.115
Frame: Time delta from previous physical frame: 5307632 microseconds
Frame: Frame number: 18
Frame: Total frame length: 80 bytes
Frame: Capture frame length: 80 bytes
Frame: Frame data: Number of data bytes remaining = 80 (0x0050)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 80 (0x0050)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 66 (0x0042)
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IP: ID = 0xA5C; Proto = TCP; Len: 66

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 66 (0x42)

IP: Identification = 2652 (0xA5C)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E7C

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 46 (0x002E)
TCP: .AP..., len: 26, seq: 542305821-542305847, ack:3631034721, win:63890,
src: 1237 dst: 21 (FTP)

TCP: Source Port = 0x04D5

TCP: Destination Port = FTP [control]

TCP: Sequence Number = 542305821 (0x2052EELD)

TCP: Acknowledgement Number = 3631034721 (0xD86D3161)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63890 (0xF992)

TCP: Checksum = 0x996F

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 26 (0x001A)
FTP: Req. from Port 1237, 'PORT 192,168,0,101,4,216"

FTP: FTP Command = PORT

FTP: FTP Data: Number of data bytes remaining = 22 (0x0016)

00000: 08 00 27 9F E9 C6 08 00 27 50 0D FF 08 00 45 00 LL'R€E..'PLYL. LB,
00010: 00 42 0OA 5C 40 00 80 06 6E 7C CO A8 00 65 CO A8 .B.\Q@.?2.n|A".eA"
00020: 00 28 04 D5 00 15 20 52 EE 1D D8 6D 31 61 50 18 .(.0.. Ri.gmlaP.

00030: F9 92 99 6F 00 00 50 4F 52 54 20 31 39 32 2C 31 u??o0..PORT 192,1
00040: 36 38 2C 30 2C 31 30 31 2C 34 2C 32 31 36 0D OA 68,0,101,4,216..

19 25.196231 CADMUS9FE9C6 CADMUSS500DFF FTP Resp. to Port 1237, '200 PORT
command successful.' 192.168.0.40 192.168.0.101 IP
Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:47.115

Frame: Time delta from previous physical frame: 0 microseconds

Frame: Frame number: 19

Frame: Total frame length: 84 bytes

Frame: Capture frame length: 84 bytes

Frame: Frame data: Number of data bytes remaining = 84 (0x0054)
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ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 84 (0x0054)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 70 (0x0046)
IP: ID = 0x466B; Proto = TCP; Len: 70

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 70 (0x46)

IP: Identification = 18027 (0x466B)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x3269

IP: Source Address = 192.168.0.40

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 50 (0x0032)
TCP: .AP..., len: 30, s5eg:3631034721-3631034751, ack: 542305847, win:64105,
src: 21 (FTP) dst: 1237

TCP: Source Port = FTP [control]

TCP: Destination Port = 0x04D5

TCP: Sequence Number = 3631034721 (0xD86D3161)

TCP: Acknowledgement Number = 542305847 (0x2052EE37)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant

TCP: ....1... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64105 (0xFA69)

TCP: Checksum = 0x593C

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 30 (0x001E)
FTP: Resp. to Port 1237, '200 PORT command successful.'

FTP: FTP Error Return Code = 200 (Command OK)

FTP: FTP Command Argl = PORT

FTP: FTP Data: Number of data bytes remaining = 22 (0x0016)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
00010: 00 46 46 6B 40 00 80 06 32 69 CO A8 00 28 CO A8 LFFkQ.?.21iA" . (A"
00020: 00 65 00 15 04 D5 D8 6D 31 61 20 52 EE 37 50 18 .e...0@mla Ri7P.

00030: FA 69 59 3C 00 00 32 30 30 20 50 4F 52 54 20 63 1ivY<..200 PORT c
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00040: ©6F 6D 6D 61 6E 64 20 73 75 63 63 65 73 73 66 75
00050: 6C 2E 0D 0OA

20 25.196231 CADMUSS500DFF CADMUSOFEOC6 FTP Req. from
doc02.txt' 192.168.0.101 192.168.0.40 IP
Frame: Base frame properties

Frame: Time of capture = 10/9/2013 16:49:47.115

ommand successfu
1...

Port 1237, 'STOR

Frame: Time delta from previous physical frame: 0 microseconds

Frame: Frame number: 20
Frame: Total frame length: 70 bytes
Frame: Capture frame length: 70 bytes

Frame: Frame data: Number of data bytes remaining = 70

(0x0046)

ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 70 (0x0046)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 56 (0x0038)

IP: ID = 0xA5D; Proto = TCP; Len: 56

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 56 (0x38)

IP: Identification = 2653 (0xA5D)

IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E85

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 36 (0x0024)

TCP: .AP..., len: 16, seq: 542305847-542305863, ack:3631034751, win:63860,

src: 1237 dst: 21 (FTP)
TCP: Source Port = 0x04D5
TCP: Destination Port = FTP [control]
TCP: Sequence Number = 542305847 (0x2052EE37)
TCP: Acknowledgement Number = 3631034751 (0xD86D317F)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: 1. = Acknowledgement field significant

TCP: ....1...

= Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
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TCP: Window = 63860 (0xF974)

TC
TC
TC

P: Checksum = 0x0076
P: Urgent Pointer = 0 (0x0)
P: Data: Number of data bytes remaining = 16 (0x0010)

FTP: Req. from Port 1237, 'STOR doc02.txt'

FT

FT
00000:
00010:
00020:
00030:
00040:

21 25.
ASCII
Frame:
Fr
Fr
Fr
Fr
Fr
Fr
ETHERN
ET

ET

ET
ET
ET
IpP: ID

IPp:
IP:
IP:
IP:
IP:
IP:
IP:

IPp:
IPp:
IP:
IPp:
IPp:
IP:
IP:

P: FTP Command = STOR

P: FTP Data: Number of data bytes remaining = 12 (0x000C)
08 00 27 9F E9 C6 08 00 27 50 OD FF 08 00 45 00 .L'28E..'PLYL LR
00 38 OA 5D 40 00 80 06 o6E 85 CO A8 00 65 CO AS8 .8.]Q@.2.n?A".eA"
00 28 04 D5 00 15 20 52 EE 37 D8 6D 31 7F 50 18 .(.0.. R17@ml P.
F9 74 00 76 00 00 53 54 4F 52 20 64 6F 63 30 32 ut.v..STOR doc02
2E 74 78 74 0D OA .txt..

246303 CADMUS9FE9C6 CADMUSS500DFF FTP Resp. to Port 1237, '150 Opening
mode data connection for doc02.t' 192.168.0.40 192.168.0.101 IP
Base frame properties
ame: Time of capture = 10/9/2013 16:49:47.165
ame: Time delta from previous physical frame: 50072 microseconds
ame: Frame number: 21
ame: Total frame length: 109 bytes
ame: Capture frame length: 109 bytes
ame: Frame data: Number of data bytes remaining = 109 (0x006D)
ET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

HERNET: Destination address : 080027500DFF
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
HERNET: Source address : 0800279FESC6
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

HERNET: Frame Length : 109 (0x006D)
HERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
HERNET: Ethernet Data: Number of data bytes remaining = 95 (0x005F)
= 0x466C; Proto = TCP; Len: 95

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 95 (0x5F)

Identification = 18028 (0x466C)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

Fragment Offset = 0 (0x0) bytes

Time to Live = 128 (0x80)

Protocol = TCP - Transmission Control

Checksum = 0x324F

Source Address = 192.168.0.40

Destination Address = 192.168.0.101

Data: Number of data bytes remaining = 75 (0x004B)

TCP: .AP..., len: 55, 5eg:3631034751-3631034806, ack: 542305863, win:64089,

src:
TC
TC
TC

21 (FTP) dst: 1237
P: Source Port = FTP [control]
P: Destination Port = 0x04D5
P: Sequence Number = 3631034751 (0xD86D317F)
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TCP: Acknowledgement Number = 542305863 (0x2052EE47)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
TCP: Window = 64089 (0xFA59)

TC
TC
TC

P: Checksum = 0x62BE
P: Urgent Pointer = 0 (0x0)
P: Data: Number of data bytes remaining = 55 (0x0037)

FTP: Resp. to Port 1237, '150 Opening ASCII mode data connection for docO02.t'

FT

FT

FT
00000:
00010:
00020:
00030:
00040:
00050:
00060:

22 25.
1240,
Frame:
Fr
Fr
Fr
Fr
Fr
Fr
ETHERN
ET

ET

ET
ET
ET
IpP: ID

IPp:
IP:
IP:
IP:
IP:
IP:
IP:

P: FTP Error Return Code = 150

P: FTP Command Argl = Opening

P: FTP Data: Number of data bytes remaining = 44 (0x002C)
08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 .L'PLYL LT RER. LR,
00 5F 46 oC 40 00 80 06 32 4F CO A8 00 28 CO A8 ._Fl@.?.ZOA”.(A”
00 65 00 15 04 D5 D8 6D 31 7F 20 52 EE 47 50 18 .e...0@gml RiGP.

FA 59 62 BE 00 00 31 35 30 20 4F 70 65 6E 69 6E aYb%*..150 Openin
67 20 41 53 43 49 49 20 oD 6F 64 65 20 64 61 74 g ASCITI mode dat
61 20 63 6F 6E 6E 65 63 74 69 oF 6E 20 66 6F 72 a connection for
20 64 6F 63 30 32 2E 74 78 74 2E 0D OA doc02.txt...

256317 CADMUS500DFF CADMUSO9FEO9C6 FTP Data Transfer To Server, Port =
size 100 192.168.0.101 192.168.0.40 IP

Base frame properties

ame: Time of capture = 10/9/2013 16:49:47.175

ame: Time delta from previous physical frame: 10014 microseconds

ame: Frame number: 22

ame: Total frame length: 154 bytes

ame: Capture frame length: 154 bytes

ame: Frame data: Number of data bytes remaining = 154 (0x009A)

ET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

HERNET: Destination address : 0800279FE9C6
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
HERNET: Source address : 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

HERNET: Frame Length : 154 (0x009A)
HERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
HERNET: Ethernet Data: Number of data bytes remaining = 140 (0x008C)
= 0xAS5F; Proto = TCP; Len: 140

Version = 4 (0x4)

Header Length = 20 (0x14)

Precedence = Routine

Type of Service = Normal Service

Total Length = 140 (0x8C)

Identification = 2655 (0xAS5F)

Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
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IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E2F

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 120 (0x0078)
TCP: .AP..., len: 100, seq: 548035843-548035943, ack:3636734839, win:64240,
src: 1240 dst: 20

TCP: Source Port = 0x04D8

TCP: Destination Port = FTP [default data]

TCP: Sequence Number = 548035843 (0x20AA5D03)

TCP: Acknowledgement Number = 3636734839 (0xD8C42B77)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0xXFAFO0)

TCP: Checksum = 0xEF10

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 100 (0x0064)
FTP: Data Transfer To Server, Port = 1240, size 100

FTP: FTP Data: Number of data bytes remaining = 100 (0x0064)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. L 'PLYLLE.
00010: 00 8C OA 5F 40 00 80 06 6E 2F CO A8 00 65 CO A8 .?. @.?2.n/A".eA”
00020: 00 28 04 D8 00 14 20 AA 5D 03 D8 C4 2B 77 50 18 L (.@.. 2] .0A+wP.
00030: FA FO EF 10 00 00 64 6F 63 30 32 2E 74 78 74 0D Udi...docO2.txt.
00040: OA 3D 3D 3D 3D 3D 3D 3D 3D 3D 0D OA 0D OA 45 73 =========, .. .Es

00050: 74 65 20 61 72 71 75 69 76 6F 20 E9 20 75 6D 20 te arquivo é um
00060: 65 78 65 6D 70 6C 6F 20 64 65 20 64 6F 63 75 6D exemplo de docum
00070: 65 6E 74 6F 2E 0D OA 45 6C 65 20 65 73 74 E1 20 ento...Ele esté
00080: 68 6F 73 70 65 64 61 64 6F 20 65 6D 20 77 73 31 hospedado em wsl
00090: 2E 61 63 6D 65 2E 63 6F 6D 2E .acme.com.

23 25.396519 CADMUSOFEO9C6 CADMUSS500DFF FTP Resp. to Port 1237, '226 Transfer
complete.' 192.168.0.40 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:47.315
Frame: Time delta from previous physical frame: 140202 microseconds
Frame: Frame number: 23
Frame: Total frame length: 78 bytes
Frame: Capture frame length: 78 bytes
Frame: Frame data: Number of data bytes remaining = 78 (0x004E)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6
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ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 78 (0x004E)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 64 (0x0040)
IP: ID = 0x4671; Proto = TCP; Len: 64

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 64 (0x40)

IP: Identification = 18033 (0x4671)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x3269

IP: Source Address = 192.168.0.40

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 44 (0x002C)
TCP: .AP..., len: 24, s5eq:3631034806-3631034830, ack: 542305863, win:64089,
src: 21 (FTP) dst: 1237

TCP: Source Port = FTP [control]

TCP: Destination Port = 0x04D5

TCP: Sequence Number = 3631034806 (0xD86D31B6)

TCP: Acknowledgement Number = 542305863 (0x2052EE47)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1.. = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64089 (0xFA59)

TCP: Checksum = 0x46DF

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 24 (0x0018)
FTP: Resp. to Port 1237, '226 Transfer complete.'

FTP: FTP Error Return Code = 226

FTP: FTP Command Argl = Transfer

FTP: FTP Data: Number of data bytes remaining = 12 (0x000C)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 Co6 08 00 45 00 ..'PLY.."2éE. .E.
00010: 00 40 46 71 40 00 80 06 32 69 CO A8 00 28 CO A8 .@FgQ@.?.2iA". (A"
00020: 00 65 00 15 04 D5 D8 6D 31 B6 20 52 EE 47 50 18 .e...0gml9 RiGP.
00030: FA 59 46 DF 00 00 32 32 36 20 54 72 61 6E 73 66 aYFB..226 Transf
00040: 65 72 20 63 6F 6D 70 6C 65 74 65 2E 0D OA er complete...

24 29.512437 CADMUSS500DFF CADMUSOFE9C6 FTP Req. from Port 1237, 'PORT
192,168,0,101,4,217' 192.168.0.101 192.168.0.40 IP
Frame: Base frame properties
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Frame: Time of capture = 10/9/2013 16:49:51.431

Frame: Time delta from previous physical frame: 4115918 microseconds

Frame: Frame number: 24

Frame: Total frame length: 80 bytes

Frame: Capture frame length: 80 bytes

Frame: Frame data: Number of data bytes remaining = 80 (0x0050)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 80 (0x0050)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 66 (0x0042)
IP: ID = 0xA64; Proto = TCP; Len: 66

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 66 (0x42)

IP: Identification = 2660 (0xA64)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E74

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 46 (0x002E)
TCP: .AP..., len: 26, seq: 542305863-542305889, ack:3631034830, win:63781,
src: 1237 dst: 21 (FTP)

TCP: Source Port = 0x04D5

TCP: Destination Port = FTP [control]

TCP: Sequence Number = 542305863 (0x2052EE47)

TCP: Acknowledgement Number = 3631034830 (0xD86D31CE)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63781 (0xF925)

TCP: Checksum = 0x9944

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 26 (0x001A)
FTP: Req. from Port 1237, 'PORT 192,168,0,101,4,217"'

FTP: FTP Command = PORT
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FTP
00000:
00010:
00020:
00030:
00040:

LABORATORIO
: FTP Data: Number of data bytes remaining = 22 (0x0016)
08 00 27 9F E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. U 'PLYLLE.
00 42 OA 64 40 00 80 06 6E 74 CO A8 00 65 CO A8 .B.d@.?.ntA".eA"
00 28 04 D5 00 15 20 52 EE 47 D8 6D 31 CE 50 18 .(.0.. RIG@M1IP.
F9 25 99 44 00 00 50 4F 52 54 20 31 39 32 2C 31 u%$?D..PORT 192,1

36 38 2C 30 2C 31 30 31 2C 34 2C 32 31 37 0D 0OA 68,0,101,4,217..

25 29.512437 CADMUSO9FE9C6 CADMUSS500DFF FTP Resp. to Port 1237, '200 PORT
command successful.' 192.168.0.40 192.168.0.101 IP

Frame:

Base frame properties

Frame: Time of capture = 10/9/2013 16:49:51.431

Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 25

Frame: Total frame length: 84 bytes

Frame: Capture frame length: 84 bytes

Frame: Frame data: Number of data bytes remaining = 84 (0x0054)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 84 (0x0054)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 70 (0x0046)
IP: ID = 0x4672; Proto = TCP; Len: 70
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 70 (0x46)
IP: Identification = 18034 (0x4672)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x3262
IP: Source Address = 192.168.0.40
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 50 (0x0032)

TCP: .AP..., len: 30, seqg:3631034830-3631034860, ack: 542305889, win:64063,

srcC:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

21 (FTP) dst: 1237

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034830 (0xD86D31CE)
Acknowledgement Number = 542305889 (0x2052EE61)

Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant

Versdo 3.0 - Preliminar Pdgina 166 de 202



REDES DE COMPUTADORES @?«"

LABORATORIO
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
TCP: Window = 64063 (0xFA3F)
TCP: Checksum = 0x58CF
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 30 (0x001E)

FTP: Resp. to Port 1237, '200 PORT command successful.'

FTP:

FTP:

FTP:
00000: O
00010: O
00020: O

FTP Error Return Code = 200 (Command OK)
FTP Command Argl = PORT
FTP Data: Number of data bytes remaining = 22 (0x0016)

8 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
0 46 46 72 40 00 80 06 32 62 CO A8 00 28 CO A8 .FFr@.?.2bA". (A"
0 65 00 15 04 D5 D8 6D 31 CE 20 52 EE 61 50 18 .e...0gml1I RiaP.

00030: FA 3F 58 CF 00 00 32 30 30 20 50 4F 52 54 20 63 G?XI..200 PORT c

00040: ©
00050: 6

F 6D 6D 61 6E 64 20 73 75 63 63 65 73 73 66 75 ommand successfu
C 2E 0D 0A 1...

26 29.512437 CADMUS500DFF CADMUS9FE9C6 FTP Req. from Port 1237, 'LIST'

192.168.0
Frame: Ba

Frame:
Frame:
Frame:
Frame:
Frame:
Frame:

ETHERNET:

.101 192.168.0.40 IP
se frame properties
Time of capture = 10/9/2013 16:49:51.431
Time delta from previous physical frame: 0 microseconds
Frame number: 26
Total frame length: 60 bytes
Capture frame length: 60 bytes
Frame data: Number of data bytes remaining = 60 (0x003C)
ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 0800279FE9C6

E
E

THERNET: ....... 0 = Individual address
THERNET: ...... 0. = Universally administered address

ETHERNET: Source address : 080027500DFF

E
E

THERNET: ....... 0 = No routing information present
THERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 60 (0x003C)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)

IP: ID =

O0xA65; Proto = TCP; Len: 46

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service
IP: Total Length = 46 (0x2E)

IP: Identification = 2661 (0xA65)

IP: F
I
I

lags Summary = 2 (0x2)
P: ....... 0 = Last fragment in datagram
P: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x6E87

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40
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IP:
TCP: .A

P...

Data: Number of data bytes remaining = 26 (0x001A)
, len: 6, seqg: 542305889-542305895, ack:3631034860, win:63751,

src: 1237 dst: 21 (FTP)
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP:
TCP:
TCP:
TCP:
FTP: Req. from Port 1237, 'LIST'

FTP

FTP
00000:
00010:
00020:
00030:

Source Port = 0x04D5

Destination Port = FTP [control]

Sequence Number = 542305889 (0x2052EE61)
Acknowledgement Number = 3631034860 (0xD86D31EC)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1.... Acknowledgement field significant
TCP: ....1... Push function
TCP: ..... 0.. No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

Window = 63751 (0xF907)

Checksum = 0x6A41

Urgent Pointer = 0 (0x0)

Data: Number of data bytes remaining = 6 (0x0006)

FTP Command = LIST

FTP Data: Number of data bytes remaining = 2 (0x0002)

08 00 27 9F E9 Co6 08 00 27 50 OD FF 08 00 45 00 .L'Ré6E..'PLY. .E.
00 2E OA 65 40 00 80 06 6E 87 CO A8 00 65 CO A8 ...e@.?.n?A" .eA”
00 28 04 D5 00 15 20 52 EE 61 D8 6D 31 EC 50 18 .(.0.. Ria@mliP.
F9 07 6A 41 00 00 4C 49 53 54 0D 0A u.jA..LIST..

27 29.512437 CADMUS9FE9C6 CADMUS500DFF FTP Resp. to Port 1237, '150 Opening
ASCII mode data connection for /bin/ls' 192.168.0.40 192.168.0.101 IP

Frame:

B

ase frame properties

Frame: Time of capture = 10/9/2013 16:49:51.431

Frame: Time delta from previous physical frame: 0 microseconds

Frame: Frame number: 27

Frame: Total frame length: 107 bytes

Frame: Capture frame length: 107 bytes

Frame: Frame data: Number of data bytes remaining = 107 (0x006B)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 107 (0xQ06B)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 93 (0x005D)

IP: ID
IP:
IP:
IP:
IP:
IP:
IPp:

0x4673; Proto = TCP; Len: 93
Version = 4 (0x4)
Header Length = 20 (0x14)
Precedence = Routine
Type of Service = Normal Service
Total Length = 93 (0x5D)
Identification = 18035 (0x4673)
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IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x324A
IP: Source Address = 192.168.0.40
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 73 (0x0049)
TCP: .AP..., len: 53, 5eg:3631034860-3631034913, ack: 542305895, win:64057,
src: 21 (FTP) dst: 1237
TCP: Source Port = FTP [control]
TCP: Destination Port = 0x04D5
TCP: Sequence Number = 3631034860 (0xD86D31EC)
TCP: Acknowledgement Number = 542305895 (0x2052EE67)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1l... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64057 (0xXFA39)
TCP: Checksum = 0x6BFA
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 53 (0x0035)
FTP: Resp. to Port 1237, '150 Opening ASCII mode data connection for /bin/ls'
FTP: FTP Error Return Code = 150
FTP: FTP Command Argl = Opening
FTP: FTP Data: Number of data bytes remaining = 42 (0x002A)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 .PLYL L TREE. LE.
00010: 00 5D 46 73 40 00 80 06 32 4A CO A8 00 28 CO A8 .]Fs@.?.20A" . (A"
00020: 00 65 00 15 04 D5 D8 6D 31 EC 20 52 EE 67 50 18 .e...0@mli RigP.

00030: FA 39 6B FA 00 00 31 35 30 20 4F 70 65 6E 69 6E u%ku..150 Openin
00040: 67 20 41 53 43 49 49 20 6D 6F 64 65 20 64 61 74 g ASCII mode dat
00050: 61 20 63 6F 6E 6E 65 63 74 69 6F 6E 20 66 6F 72 a connection for
00060: 20 2F 62 69 6E 2F 6C 73 2E 0D OA /bin/ls. ..

28 29.522451 CADMUSOFEO9C6 CADMUSS500DFF FTP Data Transfer To Client, Port =
1241, size 100 192.168.0.40 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:51.441
Frame: Time delta from previous physical frame: 10014 microseconds
Frame: Frame number: 28
Frame: Total frame length: 154 bytes
Frame: Capture frame length: 154 bytes
Frame: Frame data: Number of data bytes remaining = 154 (0x009A)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. Universally administered address
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ETHERNET: Source address : 0800279FE9C6
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 154 (0xQ09A)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 140 (0x008C)
IP: ID = 0x4676; Proto = TCP; Len: 140
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 140 (0x8C)
IP: Identification = 18038 (0x4676)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x3218
IP: Source Address = 192.168.0.40
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 120 (0x0078)
TCP: .AP..., len: 100, s5eqg:3637861910-3637862010, ack: 549160568, win:64240,
src: 20 dst: 1241
TCP: Source Port = FTP [default data]
TCP: Destination Port = 0x04D9
TCP: Sequence Number = 3637861910 (0xD8D55E16)
TCP: Acknowledgement Number = 549160568 (0x20BB8678)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1l... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0OxXFAFO0)

TCP: Checksum = 0x127D

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 100 (0x0064)
FTP: Data Transfer To Client, Port = 1241, size 100

FTP: FTP Data: Number of data bytes remaining = 100 (0x0064)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 . 'PLYL L TREE. LE.
00010: 00 8C 46 76 40 00 80 0O6 32 18 CO A8 00 28 CO A8 L2FV@.2.2.A7 . (AT
00020: 00 65 00 14 04 D9 D8 D5 5E 16 20 BB 86 78 50 18 .e...080". »?xP.

00030: FA FO 12 7D 00 00 31 30 2D 30 39 2D 31 33 20 20 ud.}..10-09-13
00040: 30 34 3A 34 38 50 4D 20 20 20 20 20 20 20 20 20 04:48pPM

00050: 20 20 20 20 20 20 20 20 20 31 30 30 20 64 6F 63 100 doc
00060: 30 31 2E 74 78 74 0D OA 31 30 2D 30 39 2D 31 33 0l.txt..10-09-13
00070: 20 20 30 34 3A 34 39 50 4D 20 20 20 20 20 20 20 04:49PM
00080: 20 20 20 20 20 20 20 20 20 20 20 31 30 30 20 o4 100 d
00090: 6F 63 30 32 2E 74 78 74 0D OA oc02.txt..

Versdo 3.0 - Preliminar Pdgina 170 de 202



REDES DE COMPUTADORES 7@:
LABORATORIO R -/

29 29.70
complete
Frame: B

2711 CADMUSOFE9C6 CADMUSS500DFF FTP Resp. to Port 1237, '226 Transfer
.' 192.168.0.40 192.168.0.101 IP
ase frame properties

Frame: Time of capture = 10/9/2013 16:49:51.621

Frame: Time delta from previous physical frame: 180260 microseconds
Frame: Frame number: 29

Frame: Total frame length: 78 bytes

Frame: Capture frame length: 78 bytes

Fram
ETHERNET
ETHE

ETHE

ETHE
ETHE
ETHE
IP: ID =
IP:
IP:
IP:
IP:
IP:
IP:
IP:

IPp:
IPp:
IPp:
IPp:
IP:
IP:
IP:

TCP: .AP..

src: 2
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TCP:
TCP:

e: Frame data: Number of data bytes remaining = 78 (0x004E)
: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
RNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address

RNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address

RNET: Frame Length : 78 (0x004E)

RNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
RNET: Ethernet Data: Number of data bytes remaining = 64 (0x0040)
0x4679; Proto = TCP; Len: 64
Version = 4 (0x4)
Header Length = 20 (0x14)
Precedence = Routine
Type of Service = Normal Service
Total Length = 64 (0x40)
Identification = 18041 (0x4679)
Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
Fragment Offset = 0 (0x0) bytes
Time to Live = 128 (0x80)
Protocol = TCP - Transmission Control
Checksum = 0x3261
Source Address = 192.168.0.40
Destination Address = 192.168.0.101
Data: Number of data bytes remaining = 44 (0x002C)
., len: 24, s5eq:3631034913-3631034937, ack: 542305895, win:64057,
1 (FTP) dst: 1237

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034913 (0xD86D3221)
Acknowledgement Number = 542305895 (0x2052EE67)

Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant

TCP: ....1... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

Window = 64057 (0xFA39)
Checksum = 0x4674
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TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 24 (0x0018)
FTP: Resp. to Port 1237, '226 Transfer complete.'

FTP: FTP Error Return Code = 226

FTP: FTP Command Argl = Transfer

FTP: FTP Data: Number of data bytes remaining = 12 (0x000C)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 Co6 08 00 45 00 ..'PLY. . "RéE. LE.
00010: 00 40 46 79 40 00 80 06 32 61 CO A8 00 28 CO A8 .@Fy@.?.2aA". (A"
00020: 00 65 00 15 04 D5 D8 6D 32 21 20 52 EE 67 50 18 .e...0gm2! RigP.
00030: FA 39 46 74 00 00 32 32 36 20 54 72 61 6E 73 66 U9Ft..226 Transf
00040: 65 72 20 63 6F 6D 70 6C 65 74 65 2E 0D OA er complete...

30 31.555375 CADMUS500DFF CADMUSO9FE9C6 FTP Req. from Port 1237, 'QUIT'

192.168.0.101 192.168.0.40 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:53.474

Frame: Time delta from previous physical frame: 1852664 microseconds

Frame: Frame number: 30
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes

Frame: Frame data: Number of data bytes remaining = 60 (0x003C)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 60 (0x003C)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)

IP: ID = 0xA6B; Proto = TCP; Len: 46

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 46 (0x2E)

IP: Identification = 2667 (0xA6B)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x6E81

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.40

IP: Data: Number of data bytes remaining = 26 (0x001A)
TCP: .AP..., len: 6, seqg: 542305895-542305901, ack:3631034937
src: 1237 dst: 21 (FTP)

TCP: Source Port = 0x04D5

TCP: Destination Port = FTP [control]

TCP: Sequence Number = 542305895 (0x2052EE67)

TCP: Acknowledgement Number = 3631034937 (0xD86D3239)

=
I

, win:63674,
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TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: 1. = Acknowledgement field significant

TCP: ....1...

= Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63674 (0xXF8BA)

TCP: Checksum = 0x6F2F

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 6 (0x0006)
FTP: Req. from Port 1237, 'QUIT'

FTP: FTP Command = QUIT

FTP: FTP Data: Number of data bytes remaining = 2 (0x0002)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. L 'PLYLLE.
00010: 00 2E OA 6B 40 00 80 O6 6E 81 CO A8 00 65 CO A8 ...k@.2.n A" .eA"
00020: 00 28 04 D5 00 15 20 52 EE 67 D8 6D 32 39 50 18 .(.0.. Rig@m29P.
00030: F8 BA 6F 2F 00 00 51 55 49 54 0D 0A z°0/..QUIT..

31 31.555375 CADMUS9FE9C6 CADMUSS500DFF FTP Resp. to Port 1237, '221 ‘
192.168.0.40 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/9/2013 16:49:53.474
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 31
Frame: Total frame length: 61 bytes
Frame: Capture frame length: 61 bytes
Frame: Frame data: Number of data bytes remaining = 61 (0x003D)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 61 (0x003D)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 47 (0x002F)
IP: ID = 0x467A; Proto = TCP; Len: 47
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 47 (0x2F)
IP: Identification = 18042 (0x467AR)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum 0x3271
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IP:
IP:
IP:

Source Address = 192.168.0.40
Destination Address = 192.168.0.101
Data: Number of data bytes remaining = 27 (0x001B)

TCP: .AP..., len: 7, seq:3631034937-3631034944, ack: 542305901, win:64051,

srcC:

TCP:
TCP:
TCP:
TCP:

21 (FTP) dst: 1237
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

Source Port = FTP [control]

Destination Port = 0x04D5

Sequence Number = 3631034937 (0xD86D3239)
Acknowledgement Number = 542305901 (0x2052EE6D)
Data Offset = 20 (0x14)

Reserved = 0 (0x0000)

Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

Window = 64051 (0OxFA33)

Checksum = 0x8803

Urgent Pointer = 0 (0x0)

Data: Number of data bytes remaining = 7 (0x0007)

FTP: Resp. to Port 1237, '221 '

FTP:
FTP:

00000:
00010:
00020:
00030:

FTP Error Return Code = 221

FTP Data: Number of data bytes remaining = 0 (0x0000)

08 00 27 50 0D FF 08 00 27 9F E9 Co6 08 00 45 00 L'PLYL L TREE. LE.
00 2F 46 7A 40 00 80 06 32 71 CO A8 00 28 CO A8 ./FzQ.?.2gA". (A~
00 65 00 15 04 D5 D8 6D 32 39 20 52 EE 6D 50 18 .e...0Pm29 RimP.
FA 33 88 03 00 00 32 32 31 20 20 OD 0OA u37...221
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5.4. Laboratorio 04 — HTTP
OBJETIVO

Analisar pacotes HTTP trocados entre um cliente e um servidor.
CENARIO

Composto de um cliente e um servidor.

FaO}1

Fal
- 2950-24
Switchl

PFFéET Server-PT
Serverd

RECURSOS
Apéndice ou Arquivo de Captura.
EXERCICIOS

Um computador cliente estda acessando um servidor HTTP. Baseado nas informagdes do
analisador de pacotes?, responda as seguintes perguntas:

1. Qual o endereco IP do cliente Web? Justifique.

Resposta:

2. Qual o endereco IP do servidor Web? Justifique.

Resposta:

3. Qual o software do servidor Web? Justifique.

Resposta:

4 Requer Apéndice ou Arquivo de Captura.
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4. Qual porta o cliente e o servidor estdo usando para a sessdo HTTP? Justifique.

Resposta:

5. O cliente Web usou qual método para recuperar informagoes do servidor Web? Justifique.

Resposta:

6. Qual recurso o cliente Web esta solicitando no PDU 77 Justifique.

Resposta:

7. Qual recurso o cliente Web esta solicitando no PDU 97? Justifique.

Resposta:

8. O que esta acontecendo nos PDU’s 10 e 11?

Resposta:
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9. O que esta acontecendo no PDU 13? Dica: pesquise na Internet sobre as diferencas entre os
métodos GET e POST.

Resposta:
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Os dados do arquivo de captura seguem o seguinte padrao:

Upper Layer Message
1
U E:S; Upper Layer | f----r-mmoomoee | Upper
Layers b-y---coooeoooecoi Headerg |Application) Data) | ... | Layers
I _
TCP/UDP Message A
1l
TERHE TCPIUDP Eg;f;’ UpperLayer | [----mmeenmees | Tep
UDP [opoosrennmmnnms Header (Application) Data | |....o...o.o..C o
Headers " upp
11 FY
1 IP Datagram %
L1}
L Tl e i ot Cll| | IS e
T eader leader pplication) Data| |--------------
Headers "
11 &
y Layer 2 Frame =
L}
Layer p-*-{ | Layer2 | 1P |TCPUDP Espgrr UpperLayer | Layer2 | |---1~] Layer
2 Ei- Header | Header | Header Heast.;ers (Application) Data| Footer o 2

Visdo em camadas

Destination Sender's | Destination Sender's | TCP Protocol FCs
MAC Address : MAC Address | IP Address : IP Address Port Numbers
Ethernet "Frame" IP "Packet" TCP "Segment’
OSI Layer 2 - Data Link OSI Layer 3 - Network  OSI Layer 4 - Transport
Visao encapsulada
Destination
Segment Source Port Port Data
Packet Source IP DEShlr;,at'on Protocol s Segment
Frame Desﬂrgaun Source MAC | Ether-Field Packet FCS

Visdo explodida
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Dados processados dos quadros:

1 3.695314 CADMUS500DFF
192.168.0.10
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.900
Frame: Time delta from previous physical frame:
Frame: Frame number: 1
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes
Frame: Frame data: Number of data bytes remaining = 60 (0x003C)
ETHERNET: ETYPE = 0x0806 Protocol = ARP: Address Resolution Protocol
ETHERNET: Destination address FFFFFFFFFFEF
ETHERNET: = Group address
ETHERNET : 1. = Locally administered address
ETHERNET: Source address 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET : 0. = Universally administered address
ETHERNET: Frame Length 60 (0x003C)
ETHERNET: Ethernet Type 0x0806 (ARP:
ETHERNET: Ethernet Data: Number of data bytes remaining =
ARP RARP: ARP: Request, Target IP: 192.168.0.10
ARP RARP: Hardware Type = Ethernet (10Mb)
ARP RARP: Protocol Type = 2048 (0x800)

*BROADCAST ARP RARP ARP: Request, Target IP:

0 microseconds

Address Resolution Protocol)
46 (0x002E)

ARP RARP:
ARP RARP:
ARP RARP:
ARP RARP:
ARP RARP:
ARP RARP:
ARP RARP:

Hardware
Protocol
Opcode =
Sender's
Sender's
Target's
Target's

Address Length =
Address Length

Request

Hardware
Protocol
Hardware
Protocol

Address

6
4

Address =

Address
Address

(0x6)
(0x4)

080027500DFF
192.168.0.101
000000000000
192.168.0.10

ARP RARP:
00000: FF FF
00010: 08 00
00020: 00 00
00030: 00 00

Frame Padding

FF FF FF FF 08 00
06 04 00 01 08 00
00 00 00 00 CO A8
00 00 00 00 20 45

27
27
00
45

50
50
0A
45

0D FF 08 06 00 01
0D FF CO A8 00 65
81 36 01 10 00 01
44 44

yyyyyy..'P.y. ...
'P.YVA" . e

2 3.715342 CADMUS500DFF *BROADCAST
192.168.0.30
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.920
Frame: Time delta from previous physical frame:
Frame: Frame number: 2
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes
Frame: Frame data: Number of data bytes remaining = 60 (0x003C)
ETHERNET: ETYPE = 0x0806 Protocol = ARP: Address Resolution Protocol
ETHERNET: Destination address FFFFFFFFFFEF
ETHERNET: ....... 1 = Group address
ETHERNET : 1. = Locally administered address
ETHERNET: Source address 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length 60 (0x003C)

ARP RARP ARP: Request, Target IP:

20028 microseconds
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ETHERNET: Ethernet Type : 0x0806 (ARP: Address Resolution Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)
ARP RARP: ARP: Request, Target IP: 192.168.0.30

ARP RARP: Hardware Type = Ethernet (10Mb)

ARP RARP: Protocol Type = 2048 (0x800)

ARP RARP: Hardware Address Length = 6 (0x6)

ARP RARP: Protocol Address Length 4 (0x4)

ARP RARP: Opcode = Request

ARP RARP: Sender's Hardware Address = 080027500DFF

ARP RARP: Sender's Protocol Address = 192.168.0.101

ARP RARP: Target's Hardware Address = 000000000000

ARP RARP: Target's Protocol Address = 192.168.0.30

ARP RARP: Frame Padding
00000: FF FF FF FF FF FF 08 00 27 50 0D FF 08 06 00 01 NAYAYAYA'A 2N SN VR

00010: 08 00 06 04 00 01 08 00 27 50 OD FF CO A8 00 65 ........ 'P.YVA" . e
00020: 00 00 OO OO OO0 00O CcO A8 00 1E 81 4A 01 10 00 01  ...... AT, J....
00030: 00 00O OO OO OO OO 20 45 45 45 44 44 ..., EEEDD

3 3.715342 LOCAL CADMUSS500DFF ARP RARP ARP: Reply, Target IP: 192.168.0.101
Target Hdwr Addr: 080027500DFF
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.920
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 3
Frame: Total frame length: 42 bytes
Frame: Capture frame length: 42 bytes
Frame: Frame data: Number of data bytes remaining = 42 (0x002A7)
ETHERNET: ETYPE = 0x0806 : Protocol = ARP: Address Resolution Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 42 (0x002A7)

ETHERNET: Ethernet Type : 0x0806 (ARP: Address Resolution Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 28 (0x001C)
ARP RARP: ARP: Reply, Target IP: 192.168.0.101 Target Hdwr Addr: 080027500DFF

ARP RARP: Hardware Type = Ethernet (10Mb)

ARP RARP: Protocol Type = 2048 (0x800)

ARP RARP: Hardware Address Length = 6 (0x6)

ARP RARP: Protocol Address Length = 4 (0x4)

ARP RARP: Opcode = Reply

ARP RARP: Sender's Hardware Address = 0800279FE9C6
ARP RARP: Sender's Protocol Address = 192.168.0.30
ARP RARP: Target's Hardware Address = 080027500DFF
ARP RARP: Target's Protocol Address = 192.168.0.101

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 06 00 01 LLTPLYLLTREE. L.
00010: 08 00 06 04 00 02 08 00 27 9F E9 C6 CO A8 00 1E  ........ "2&FA”
00020: 08 00 27 50 OD FF CO A8 00 65 ..'PLYAT e

4 3.715342 CADMUS500DFF LOCAL TCP ....S., len: 0, seq:2988133781-
2988133781, ack: 0, win:64240, src: 1149 dst: 80 192.168.0.101
WEB IP

Versdo 3.0 - Preliminar Pdgina 180 de 202



REDES DE COMPUTADORES @m
LABORATORIO = -/

Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.920
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 4
Frame: Total frame length: 62 bytes
Frame: Capture frame length: 62 bytes
Frame: Frame data: Number of data bytes remaining = 62 (0x003E)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 62 (0x003E)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 48 (0x0030)
IP: ID = 0x3CD; Proto = TCP; Len: 48

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 48 (0x30)

IP: Identification = 973 (0x3CD)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x7527

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.30

IP: Data: Number of data bytes remaining = 28 (0x001C)
TCP: ....S., len: 0, seq:2988133781-2988133781, ack: 0, win:64240,
src: 1149 dst: 80

TCP: Source Port = 0x047D

TCP: Destination Port = Hypertext Transfer Protocol

TCP: Sequence Number = 2988133781 (0xB21B4D95)

TCP: Acknowledgement Number = 0 (0x0)

TCP: Data Offset = 28 (0x1C)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x02 : ....S.
TCP: ..0..... = No urgent data
TCP: .0. = Acknowledgement field not significant

TCP: ....0...

= No Push function
TCP: ..... 0.. = No Reset
TCP: ...... 1. = Synchronize sequence numbers
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0OxXFAFO0)
TCP: Checksum = 0x01DD
TCP: Urgent Pointer = 0 (0x0)
TCP: Options
TCP: Maximum Segment Size Option
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TCP: Option Type = Maximum Segment Size

TCP: Option Length = 4 (0x4)
TCP: Maximum Segment Size = 1460
TCP: Option Nop = 1 (0x1)
TCP: Option Nop = 1 (0x1)
TCP: SACK Permitted Option

TCP: Option Type = Sack Permitted

TCP: Option Length = 2 (0x2)

(0x5B4)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. L 'PLYLLUE.
00010: 00 30 03 CD 40 00 80 06 75 27 CO A8 00 65 CO A8 .0.f@.2.u'A".eA”
00020: 00 1E 04 7D 00 50 B2 1B 4D 95 00 00 00 00 70 02 L.} .P2M?LLL P,
00030: FA FO 01 DD 00 00 02 04 05 B4 01 01 04 02 W.Y..... ’

5 3.715342 LOCAL CADMUS500DFF TCP .A..S.,
3700048600, ack:2988133782, win:64240, src:
IP
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44
Frame: Time delta from previous physical
Frame: Frame number: 5
Frame: Total frame length: 62 bytes
Frame: Capture frame length: 62 bytes

len: 0, seq:3700048600-
80 dst: 1149 WEB 192.168.0.101

:12.920
frame: 0 microseconds

Frame: Frame data: Number of data bytes remaining = 62 (0x003E)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 62 (0x003E)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 48 (0x0030)

IP: ID = 0x12FB; Proto = TCP; Len: 48
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 48 (0x30)
IP: Identification = 4859 (0x12FB)
IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x65F9

IP: Source Address = 192.168.0.30

IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining

= 28 (0x001C)

TCP: .A..S., len: 0, seqg:3700048600-3700048600, ack:2988133782, win:64240,

src: 80 dst: 1149

TCP: Source Port = Hypertext Transfer Protocol

TCP: Destination Port = 0x047D
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TCP: Sequence Number = 3700048600 (0xDC8A42D8)

TCP: Acknowledgement Number = 2988133782 (0xB21B4D96)
TCP: Data Offset = 28 (0x1C)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x12 : .A..S.
TCP: ..0..... = No urgent data
TCP: 1. = Acknowledgement field significant

TCP: ....0...

= No Push function
TCP: ..... 0.. = No Reset
TCP: ...... 1. = Synchronize sequence numbers
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0OxXFAFO0)
TCP: Checksum = 0xE268
TCP: Urgent Pointer = 0 (0x0)
TCP: Options
TCP: Maximum Segment Size Option
TCP: Option Type = Maximum Segment Size
TCP: Option Length = 4 (0x4)
TCP: Maximum Segment Size = 1460 (0x5B4)
TCP: Option Nop = 1 (0x1)
TCP: Option Nop = 1 (0x1)
TCP: SACK Permitted Option
TCP: Option Type = Sack Permitted
TCP: Option Length = 2 (0x2)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
00010: 00 30 12 FB 40 00 80 06 65 F9 CO A8 00 1E CO AS8 .0.0Q@.2.evA . A"
00020: 00 65 00 50 04 7D DC 8A 42 D8 B2 1B 4D 96 70 12 .e.P.}U?B@2.M?p.
00030: FA FO E2 68 00 00 02 04 05 B4 01 01 04 02 udadh..... ..

6 3.715342 CADMUS500DFF LOCAL TCP .A...., len: 0, seq:2988133782-
2988133782, ack:3700048601, win:64240, src: 1149 dst: 80 192.168.0.101
WEB IP

Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.920
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 6
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes
Frame: Frame data: Number of data bytes remaining = 60 (0x003C)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 60 (0x003C)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)
IP: ID = 0x3CF; Proto = TCP; Len: 40

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service
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IP: Total Length = 40 (0x28)

IP: Identification = 975 (0x3CF)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x752D

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.30

IP: Data: Number of data bytes remaining = 20 (0x0014)

IP: Padding: Number of data bytes remaining = 6 (0x0006)
TCP: .A...., len: 0, seg:2988133782-2988133782, ack:3700048601, win:64240,
src: 1149 dst: 80

TCP: Source Port = 0x047D

TCP: Destination Port = Hypertext Transfer Protocol

TCP: Sequence Number = 2988133782 (0xB21B4D96)

TCP: Acknowledgement Number = 3700048601 (0xDC8A42D9)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x10 : .A....
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....0... = No Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0OxFAFO0)
TCP: Checksum = 0x0F2D
TCP: Urgent Pointer = 0 (0x0)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. L 'PLYLLUE.
00010: 00 28 03 CF 40 00 80 06 75 2D CO A8 00 65 CO A8 .(.I@.2.u-A".eA"
00020: 00 1E 04 7D 00 50 B2 1B 4D 96 DC 8A 42 D9 50 10 ...}.P2.M?0U?BUP.
00030: FA FO OF 2D 00 00 02 04 05 B4 01 01 wd.—..... ..

7 3.715342 CADMUS500DFF LOCAL HTTP GET Request (from client using port 1149)
192.168.0.101 WEB IP
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.920
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 7
Frame: Total frame length: 302 bytes
Frame: Capture frame length: 302 bytes
Frame: Frame data: Number of data bytes remaining = 302 (0x012E)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 302 (0x012E)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
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ETHERNET: Ethernet Data: Number of data bytes remaining = 288 (0x0120)
IP: ID = 0x3D0; Proto = TCP; Len: 288

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 288 (0x120)

IP: Identification = 976 (0x3D0)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x7434

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.30

IP: Data: Number of data bytes remaining = 268 (0x010C)
TCP: .AP. .., len: 248, seq:2988133782-2988134030, ack:3700048601,
win:64240, src: 1149 dst: 80

TCP: Source Port = 0x047D

TCP: Destination Port = Hypertext Transfer Protocol

TCP: Sequence Number = 2988133782 (0xB21B4D96)

TCP: Acknowledgement Number = 3700048601 (0xDC8A42D9)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant

TCP: ....1l... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0xFAFO)

TCP: Checksum = 0xE2C7

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 248 (0x00F8)
HTTP: GET Request (from client using port 1149)

HTTP: Request Method = GET

HTTP: Uniform Resource Identifier = /
HTTP: Protocol Version = HTTP/1.1
HTTP: Undocumented Header = Accept: image/gif, image/x-xbitmap,

image/jpeg, image/pjpeg, */*
HTTP: Undocumented Header Fieldname = Accept
HTTP: Undocumented Header Value = image/gif, image/x-xbitmap,
image/jpeg, image/pjpe
HTTP: Undocumented Header = Accept-Language: pt-br
HTTP: Undocumented Header Fieldname = Accept-Language
HTTP: Undocumented Header Value = pt-br
HTTP: Undocumented Header = Accept-Encoding: gzip, deflate
HTTP: Undocumented Header Fieldname = Accept-Encoding
HTTP: Undocumented Header Value = gzip, deflate
HTTP: Undocumented Header = User-Agent: Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.0)
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HTTP: Undocumented Header Fieldname = User-Agent
HTTP: Undocumented Header Value = Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.0)
HTTP: Undocumented Header = Host: www.acme.com
HTTP: Undocumented Header Fieldname = Host
HTTP: Undocumented Header Value = www.acme.com
HTTP: Undocumented Header = Connection: Keep-Alive

HTTP: Undocumented Header Fieldname = Connection

HTTP: Undocumented Header Value = Keep-Alive
00000: 08 00 27 9F E9 Co6 08 00 27 50 0D FF 08 00 45 00 .L'?6E..'PLY. .E.
00010: 01 20 03 DO 40 00 80 06 74 34 CO A8 00 65 CO A8 . .PR.?.t4A".eA”
00020: 00 1E 04 7D 00 50 B2 1B 4D 96 DC 8A 42 D9 50 18 ...}.P2.M?U?BUP.

00030: FA FO E2 C7 00 00 47 45 54 20 2F 20 48 54 54 50 UdaC..GET / HTTP
00040: 2F 31 2E 31 OD OA 41 63 63 65 70 74 3A 20 69 6D /1.1..Accept: im
00050: 61 67 65 2F 67 69 66 2C 20 69 6D 61 67 65 2F 78 age/gif, image/x
00060: 2D 78 62 69 74 6D 61 70 2C 20 69 6D 61 67 65 2F -xbitmap, image/
00070: o6A 70 65 67 2C 20 69 6D 61 67 65 2F 70 6A 70 65 jpeg, image/pjpe
00080: 67 2C 20 2A 2F 2A 0D OA 41 63 63 65 70 74 2D 4cC g, */*..Accept-L
00090: 61 6E 67 75 61 67 65 3A 20 70 74 2D 62 72 0D OA anguage: pt-br..
000AO0: 41 63 63 65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A Accept-Encoding:
000BO: 20 67 7A 69 70 2C 20 64 65 66 6C 61 74 65 0D OA gzip, deflate..
000CO: 55 73 65 72 2D 41 67 65 6E 74 3A 20 4D 6F T7A 69 User-Agent: Mozi
000D0: 6C 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 61 74 69 11a/4.0 (compati
O0O0OEO: 62 o6C 65 3B 20 4D 53 49 45 20 36 2E 30 3B 20 57 ble; MSIE 6.0; W
000F0: 69 6E 64 oF 77 73 20 4E 54 20 35 2E 30 29 0D 0OA indows NT 5.0)..
00100: 48 oF 73 74 3A 20 77 77 77 2E 61 63 6D 65 2E 63 Host: www.acme.c
00110: ©6F 6D 0D OA 43 6oF 6E 6E 65 63 74 69 6F o6E 3A 20 om. .Connection:

00120: 4B 65 65 70 2D 41 6C 69 76 65 0D OA 0D 0OA Keep-Alive....

8 3.725357 LOCAL CADMUSS500DFF HTTP Response (to client using port 1149) WEB
192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.930
Frame: Time delta from previous physical frame: 10015 microseconds
Frame: Frame number: 8
Frame: Total frame length: 718 bytes
Frame: Capture frame length: 718 bytes
Frame: Frame data: Number of data bytes remaining = 718 (0x02CE)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 718 (0x02CE)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 704 (0x02CO0)
IP: ID = 0x12FC; Proto = TCP; Len: 704

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 704 (0x2CO0)
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TCP:
163992, src: 80 dst: 1149

win

IP: Identification = 4860 (0x12FC)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x6368
IP: Source Address = 192.168.0.30
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 684 (0x02AC)
APL .., len: 664, seq:3700048601-3700049265, ack:2988134030,

TCP: Source Port = Hypertext Transfer Protocol

TCP: Destination Port = 0x047D

TCP: Sequence Number = 3700048601 (0xDC8A42D9)

TCP: Acknowledgement Number = 2988134030 (0xB21B4ES8E)
TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....l1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63992 (0xF9F8)

TCP: Checksum = 0x777E

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 664 (0x0298)

HTTP: Response (to client using port 1149)

HTTP: Protocol Version = HTTP/1.1

HTTP: Status Code = OK

HTTP: Reason = OK

HTTP: Undocumented Header = Server: Microsoft-IIS/5.0

HTTP: Undocumented Header Fieldname = Server
HTTP: Undocumented Header Value = Microsoft-IIS/5.0
HTTP: Undocumented Header = Content-Location:

http://www.acme.com/index.html

HTTP: Undocumented Header Fieldname = Content-Location

HTTP: Undocumented Header Value = http://www.acme.com/index.html
HTTP: Undocumented Header = Date: Mon, 14 Oct 2013 19:44:12 GMT

HTTP: Undocumented Header Fieldname = Date

HTTP: Undocumented Header Value = Mon, 14 Oct 2013 19:44:12 GMT
HTTP: Undocumented Header = Content-Type: text/html

HTTP: Undocumented Header Fieldname = Content-Type

HTTP: Undocumented Header Value = text/html
HTTP: Undocumented Header = Accept-Ranges: bytes

HTTP: Undocumented Header Fieldname = Accept-Ranges

HTTP: Undocumented Header Value = bytes
HTTP: Undocumented Header = Last-Modified: Wed, 09 Oct 2013 15:38:12 GMT

HTTP: Undocumented Header Fieldname = Last-Modified

HTTP: Undocumented Header Value = Wed, 09 Oct 2013 15:38:12 GMT
HTTP: Undocumented Header = ETag: "4f36fa8f5cbcel:de8"
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HTTP: Undocumented Header Fieldname = ETag
HTTP: Undocumented Header Value = "4f36fa8f5c5cel:d68"
HTTP: Undocumented Header = Content-Length: 389
HTTP: Undocumented Header Fieldname = Content-Length
HTTP: Undocumented Header Value = 389
HTTP: Data: Number of data bytes remaining = 389 (0x0185)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LPLYL L TREE.L LE.
00010: 02 CO 12 FC 40 00 80 0O6 63 68 CO A8 00 1E CO A8 LAL@.2.chA". A"
00020: 00 65 00 50 04 7D DC 8A 42 D9 B2 1B 4E 8E 50 18 .e.P.}U?BU2.N?P.

00030: F9 F8 77 7E 00 00 48 54 54 50 2F 31 2E 31 20 32 ugw~..HTTP/1.1 2
00040: 30 30 20 4F 4B 0D OA 53 65 72 76 65 72 3A 20 4D 00 OK..Server: M
00050: 69 63 72 oF 73 6F 66 74 2D 49 49 53 2F 35 2E 30 icrosoft-IIS/5.0
00060: 0D OA 43 oF 6E 74 65 6k 74 2D 4C oF 63 61 74 69 ..Content-Locati
00070: 6F 6E 3A 20 68 74 74 70 3A 2F 2F 77 77 77 2E 61 on: http://www.a
00080: 63 6D 65 2E 63 6F 6D 2F 69 6E 64 65 78 2E 68 74 cme.com/index.ht
00090: 6D oC OD OA 44 61 74 65 3A 20 4D 6F 6E 2C 20 31 ml..Date: Mon, 1
000A0: 34 20 4F 63 74 20 32 30 31 33 20 31 39 3A 34 34 4 Oct 2013 19:44

000BO: 3A 31 32 20 47 4D 54 0D OA 43 6F 6E 74 65 6E 74 :12 GMT. .Content
000CO: 2D 54 79 70 65 3A 20 74 65 78 74 2F 68 74 6D 6C -Type: text/html
000DO: OD OA 41 63 63 65 70 74 2D 52 61 6E 67 65 73 3A . .Accept-Ranges:
000EO: 20 62 79 74 65 73 0D OA 4C 61 73 74 2D 4D 6F 64 bytes..Last-Mod

000F0: 69 66 69 65 64 3A 20 57 65 64 2C 20 30 39 20 4F ified: Wed, 09 O
00100: 63 74 20 32 30 31 33 20 31 35 3A 33 38 3A 31 32 ct 2013 15:38:12

00110: 20 47 4D 54 0D OA 45 54 61 67 3A 20 22 34 66 33 GMT. .ETag: "4f3
00120: 36 66 61 38 66 35 63 35 63 65 31 3A 64 36 38 22 6fa8f5cbcel:de8"
00130: OD OA 43 6F 6E 74 65 6E 74 2D 4C 65 6E 67 74 68 ..Content-Length
00140: 3A 20 33 38 39 0D OA 0D OA 3C 68 74 6D 6C 3E 0D : 389....<html>.
00150: OA 3C 68 65 61 64 3E 0D OA 3C 74 69 74 6C 65 3E .<head>..<title>
00160: OD OA 41 43 4D 45 20 43 4F 52 50 4F 52 41 54 49 . .ACME CORPORATI

00170: 4F 4E OD OA 3C 2F 74 69 74 6C 65 3E 0D OA 3C 2F ON..</title>..</
00180: 68 65 61 64 3E OD OA 3C 62 6F 64 79 3E 0D OA 0D head>. .<body>. ..
00190: OA 3C 68 31 3E OD OA 3C 69 6D 67 20 73 72 63 3D .<hl>..<img src=
001A0: 22 61 63 6D 65 2D 6C 6F 67 6F 2E 67 69 66 22 20 "acme-logo.gif"

001BO: 61 6C 74 3D 22 41 43 4D 45 20 4C 6F 67 6F 22 20 alt="ACME Logo"

001CO0: 61 6C 69 67 6E 3D 22 74 6F 70 22 3E 0D OA 43 4F align="top">..CO
001DO: 52 50 4F 52 41 54 49 4F 4E 0D 0OA 3C 2F 68 31 3E RPORATION. .</hl>
001EO: OD OA OD OA 3C 68 33 3E 0D OA 53 69 73 74 65 6D ....<h3>..Sistem
001F0: 61 20 64 65 20 47 65 73 74 61 6F 0D OA 3C 62 72 a de Gestao..<br
00200: 3E OD OA 57 69 6E 64 6F 77 73 0D OA 3C 2F 68 33 >..Windows..</h3
00210: 3E OD OA OD OA 3C 66 6F 72 6D 3E 0D OA 55 73 75 >....<form>..Usu
00220: 61 72 69 6F 2E 2E 2E 3A 0D OA 3C 69 6E 70 75 74 ario...:..<input
00230: 20 74 79 70 65 3D 22 74 65 73 74 22 20 6E 61 6D type="test" nam
00240: 65 3D 22 75 73 75 61 72 69 6F 22 3E 0D OA 3C 62 e="usuario">..<b
00250: 72 3E OD OA 53 65 6E 68 61 2E 2E 2E 2E 2E 3A 0D r>..Senha.....:.
00260: OA 3C 69 6E 70 75 74 20 74 79 70 65 3D 22 70 61 .<input type="pa
00270: 73 73 77 6F 72 64 22 20 6E 61 6D 65 3D 22 73 65 ssword" name="se
00280: ©6E 68 61 22 3E OD OA 3C 62 72 3E 0D OA 3C 69 6E nha">..<br>..<in
00290: 70 75 74 20 74 79 70 65 3D 22 73 75 62 6D 69 74 put type="submit

002A0: 22 20 76 61 6C 75 65 3D 22 45 6E 76 09 061 72 22 " value="Enviar"
002B0O: 3E 0D OA 3C 2F 66 6F 72 6D 3E 0D 0OA 0D OA 3C 2F >..</form>....</
002C0: 62 oF 64 79 3E 0D OA 3C 2F 68 74 6D 6C 3E body>. .</html>

9 3.725357 CADMUS500DFF LOCAL HTTP GET Request (from client using port 1149)
192.168.0.101 WEB IP
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Frame: Base frame properties

Fram
Fram

e: Time of
e: Time de

Frame: Frame n
Frame: Total f
Frame: Capture

capture = 10/14/2013 16:44:12.930

lta from previous physical frame: 0 microseconds
umber: 9

rame length: 293 bytes

frame length: 293 bytes

Frame: Frame data: Number of data bytes remaining = 293 (0x0125)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6
ETHERNET: ....... 0 = Individual address
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF
ETHERNET: ....... 0 = No routing information present
ETHERNET: ...... 0. = Universally administered address
ETHERNET: Frame Length : 293 (0x0125)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 279 (0x0117)
IP: ID = 0x3D2; Proto = TCP; Len: 279
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 279 (0x117)
IP: Identification = 978 (0x3D2)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x743B
IP: Source Address = 192.168.0.101
IP: Destination Address = 192.168.0.30
IP: Data: Number of data bytes remaining = 259 (0x0103)
TCP: APL .., len: 239, seq:2988134030-2988134269, ack:3700049265,
win:63576, src: 1149 dst: 80
TCP: Source Port = 0x047D
TCP: Destination Port = Hypertext Transfer Protocol
TCP: Sequence Number = 2988134030 (0xB21B4ES8E)
TCP: Acknowledgement Number = 3700049265 (0xDC8A4571)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)
TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....l1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
TCP: Window = 63576 (0xF858)
TCP: Checksum = 0xE927
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 239 (0x00EF)
HTTP: GET Request (from client using port 1149)
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HTTP: Request Method = GET
HTTP: Uniform Resource Identifier = /acme-logo.gif
HTTP: Protocol Version = HTTP/1.1
HTTP: Undocumented Header = Accept: */*
HTTP: Undocumented Header Fieldname = Accept
HTTP: Undocumented Header Value = */*
HTTP: Undocumented Header = Referer: http://www.acme.com/
HTTP: Undocumented Header Fieldname = Referer
HTTP: Undocumented Header Value = http://www.acme.com/
HTTP: Undocumented Header = Accept-Language: pt-br
HTTP: Undocumented Header Fieldname = Accept-Language
HTTP: Undocumented Header Value = pt-br
HTTP: Undocumented Header = Accept-Encoding: gzip, deflate
HTTP: Undocumented Header Fieldname = Accept-Encoding
HTTP: Undocumented Header Value = gzip, deflate
HTTP: Undocumented Header = User-Agent: Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.0)
HTTP: Undocumented Header Fieldname = User-Agent
HTTP: Undocumented Header Value = Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.0)
HTTP: Undocumented Header = Host: www.acme.com
HTTP: Undocumented Header Fieldname = Host
HTTP: Undocumented Header Value = www.acme.com
HTTP: Undocumented Header = Connection: Keep-Alive

HTTP: Undocumented Header Fieldname = Connection

HTTP: Undocumented Header Value = Keep-Alive
00000: 08 00 27 9F E9 Co6 08 00 27 50 0D FF 08 00 45 00 .L'R6E..'PLY. .E.
00010: 01 17 03 D2 40 00 80 06 74 3B CO A8 00 65 CO A8 ...0Q.2.t;A" . eA”
00020: 00 1E 04 7D 00 50 B2 1B 4E 8E DC 8A 45 71 50 18 ...}.P2.N?U?EqgP.

00030: F8 58 E9 27 00 00 47 45 54 20 2F 61 63 6D 65 2D @Xé'..GET /acme-
00040: 6C 6F 67 6F 2E 67 69 66 20 48 54 54 50 2F 31 2E logo.gif HTTP/1.
00050: 31 OD OA 41 63 63 65 70 74 3A 20 2A 2F 2A 0D 0A 1..Accept: */*..
00060: 52 65 66 65 72 65 72 3A 20 68 74 74 70 3A 2F 2F Referer: http://
00070: 77 77 77 2E 61 63 6D 65 2E 63 6F 6D 2F 0D 0A 41 Www.acme.com/ . .A
00080: 63 63 65 70 74 2D 4C 61 6E 67 75 61 67 65 3A 20 ccept-Language:

00090: 70 74 2D 62 72 0D OA 41 63 63 65 70 74 2D 45 6E pt-br..Accept-En
000AO0: 63 6F 64 69 6E 67 3A 20 67 7A 69 70 2C 20 64 65 coding: gzip, de
000BO: 66 6C 61 74 65 0D OA 55 73 65 72 2D 41 67 65 6E flate..User-Agen
000CO: 74 3A 20 4D 6F 7A 69 o6C 6C 61 2F 34 2E 30 20 28 t: Mozilla/4.0 (
000D0: 63 6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 49 45 compatible; MSIE

000EO: 20 36 2E 30 3B 20 57 69 6E 64 oF 77 73 20 4E 54 6.0; Windows NT
000F0: 20 35 2E 30 29 0D OA 48 oF 73 74 3A 20 77 77 77 5.0)..Host: www
00100: 2E 61 63 6D 65 2E 63 6F 6D 0D OA 43 6F 6E 6E 65 .acme.com. .Conne
00110: 63 74 69 oF 6E 3A 20 4B 65 65 70 2D 41 6C 69 76 ction: Keep-Aliv
00120: 65 0D OA 0D 0OA e....

10 3.745386 LOCAL CADMUSS500DFF HTTP Response (to client using port 1149) WEB
192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.950
Frame: Time delta from previous physical frame: 20029 microseconds
Frame: Frame number: 10
Frame: Total frame length: 1514 bytes
Frame: Capture frame length: 1514 bytes
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Frame: Frame data: Number of data bytes remaining = 1514 (0x05EA)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 1514 (0Ox05EA)

ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 1500 (0x05DC)
IP: ID = 0x12FD; Proto = TCP; Len: 1500

IP: Version = 4 (0x4)

IP: Header Length = 20 (0x14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 1500 (0x5DC)

IP: Identification = 4861 (0x12FD)

IP: Flags Summary = 2 (0x2)

IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram

IP: Fragment Offset = 0 (0x0) bytes

IP: Time to Live = 128 (0x80)

IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x604B

IP: Source Address = 192.168.0.30

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 1480 (0x05C8)
TCP: AL, len: 1460, seq:3700049265-3700050725, ack:2988134269,
win:63753, src: 80 dst: 1149

TCP: Source Port = Hypertext Transfer Protocol

TCP: Destination Port = 0x047D

TCP: Sequence Number = 3700049265 (0xDC8A4571)

TCP: Acknowledgement Number = 2988134269 (0xB21B4F7D)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x10 : .A....
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....0... = No Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63753 (0xF909)

TCP: Checksum = 0xE118

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 1460 (0x05B4)

HTTP: Response (to client using port 1149)

HTTP: Protocol Version = HTTP/1.1

HTTP: Status Code = OK

HTTP: Reason = OK

HTTP: Undocumented Header = Server: Microsoft-IIS/5.0
HTTP: Undocumented Header Fieldname = Server
HTTP: Undocumented Header Value = Microsoft-IIS/5.0
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HTTP: Undocumented Header = Date: Mon, 14 Oct 2013 19:44:12 GMT
HTTP: Undocumented Header Fieldname = Date
HTTP: Undocumented Header Value = Mon, 14 Oct 2013 19:44:12 GMT
HTTP: Undocumented Header = Content-Type: image/gif
HTTP: Undocumented Header Fieldname = Content-Type
HTTP: Undocumented Header Value = image/gif
HTTP: Undocumented Header = Accept-Ranges: bytes
HTTP: Undocumented Header Fieldname = Accept-Ranges
HTTP: Undocumented Header Value = bytes
HTTP: Undocumented Header = Last-Modified: Wed, 09 Oct 2013 15:24:43 GMT
HTTP: Undocumented Header Fieldname = Last-Modified
HTTP: Undocumented Header Value = Wed, 09 Oct 2013 15:24:43 GMT
HTTP: Undocumented Header = ETag: "843cd4ad3cbcel:d68"
HTTP: Undocumented Header Fieldname = ETag
HTTP: Undocumented Header Value = "843cd4ad3cbcel:d68"
HTTP: Undocumented Header = Content-Length: 1236
HTTP: Undocumented Header Fieldname = Content-Length
HTTP: Undocumented Header Value = 1236
HTTP: Data: Number of data bytes remaining = 1234 (0x04D2)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LPLYL L TREE. LE.
00010: 05 DC 12 FD 40 00 80 O6 60 4B CO A8 00 1E CO A8 LU.y@.2. KA". A"
00020: 00 65 00 50 04 7D DC 8A 45 71 B2 1B 4F 7D 50 10 .e.P.}U?Eg?.0}P.

00030: F9 09 E1 18 00 00 48 54 54 50 2F 31 2E 31 20 32 u.4...HTTP/1.1 2
00040: 30 30 20 4F 4B 0D OA 53 65 72 76 65 72 3A 20 4D 00 OK..Server: M
00050: 69 63 72 6F 73 6F 66 74 2D 49 49 53 2F 35 2E 30 icrosoft-IIS/5.0
00060: OD OA 44 61 74 65 3A 20 4D 6F 6E 2C 20 31 34 20 ..Date: Mon, 14

00070: 4F 63 74 20 32 30 31 33 20 31 39 3A 34 34 3A 31 Oct 2013 19:44:1
00080: 32 20 47 4D 54 0D OA 43 6F 6E 74 65 6E 74 2D 54 2 GMT..Content-T
00090: 79 70 65 3A 20 69 6D 61 67 65 2F 67 69 66 0D 0A ype: image/gif..
000AQ: 41 63 63 65 70 74 2D 52 61 6E 67 65 73 3A 20 62 Accept-Ranges: b
000BO: 79 74 65 73 0D 0OA 4C 61 73 74 2D 4D 6F 64 69 66 ytes..Last-Modif
000C0: 69 65 64 3A 20 57 65 64 2C 20 30 39 20 4F 63 74 ied: Wed, 09 Oct
000D0: 20 32 30 31 33 20 31 35 3A 32 34 3A 34 33 20 47 2013 15:24:43 G
000EO: 4D 54 0D OA 45 54 61 67 3A 20 22 38 34 33 63 64 MT..ETag: "843cd
000F0: 34 61 64 33 63 35 63 65 31 3A 64 36 38 22 0D 0A 4ad3cbcel:d68". .
00100: 43 6F 6E 74 65 6E 74 2D 4C 65 6E 67 74 68 3A 20 Content-Length:

00110: 31 32 33 36 0D OA OD OA 47 49 46 38 39 61 7B 00 1236....GIF89%a{.
00120: 26 00 F7 00 00 00 00 00 OO0 00 33 00 00 66 00 0O e 3..f..
00130: 99 00 00 CC 00 00 FF 00 2B 00 00 2B 33 00 2B 66 2. 1.y 4. 43 +F
00140: 00 2B 99 00 2B CC 00 2B FF 00 55 00 00 55 33 00 L+2.4+1.4y.0..U3.
00150: 55 66 00 55 99 00 55 CC 00 55 FF 00 80 00 00 80 Uf.U?.UL1.Uy.2..7?
00160: 33 00 80 66 00 80 99 00 80 CC 00 80 FF 00 AA 0O 3.2f.22.21.2¥.°2.
00170: 00 AA 33 00 AA 66 00 AA 99 00 AA CC 00 AA FF 0O .83.8f.%2.81. 2.
00180: D5 00 00 D5 33 00 D5 66 00 D5 99 00 D5 CC 00 D5 0..03.0f£.02.01.0
00190: FF 00 FF 00 00 FF 33 00 FF 66 00 FF 99 00 FF CC Y.y..93.9f.92.91
001A0: 00 FF FF 33 00 00 33 00 33 33 00 66 33 00 99 33 LY¥3..3.33.£3.°23
001BO: 00 CC 33 00 FF 33 2B 00 33 2B 33 33 2B 66 33 2B LI3.93+.3+433+£3+
001C0: 99 33 2B CC 33 2B FF 33 55 00 33 55 33 33 55 66 ?3+13+y3U.3U33Uf
001D0: 33 55 99 33 55 CC 33 55 FF 33 80 00 33 80 33 33 3U?3U13U%32.3233
001E0: 80 66 33 80 99 33 80 CC 33 80 FF 33 AA 00 33 AA 2£32232132¢3%.32
001F0: 33 33 AA 66 33 AA 99 33 AA CC 33 AA FF 33 D5 00 332£32232132y30.
00200: 33 D5 33 33 D5 66 33 D5 99 33 D5 CC 33 D5 FF 33 30330£30230130%3
00210: FF 00 33 FF 33 33 FF 66 33 FF 99 33 FF CC 33 FF ¥.3y33yf3y23y13%
00220: FF 66 00 00 66 00 33 66 00 66 66 00 99 66 00 CC yf..f.3f.ff.2f.1
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00230: 66 00 FF 66 2B 00 66 2B 33 66 2B 66 66 2B 99 66 f.yf+.f+3f+££+21F
00240: 2B CC 66 2B FF 66 55 00 66 55 33 66 55 66 66 55  +I1f+yfU.fU3fUffU
00250: 99 66 55 CC 66 55 FF 66 80 00 66 80 33 66 80 66 2fUIfUYE?. £23fF2F
00260: 66 80 99 66 80 CC 66 80 FF 66 AA 00 66 AA 33 66 f22f21f2yf2.£23€F
00270: AA 66 66 AA 99 66 AA CC 66 AA FF 66 D5 00 66 D5 affa’f21f2y£0.£0
00280: 33 66 D5 66 66 D5 99 66 D5 CC 66 D5 FF 66 FF 00 3fOffO?£0I£OVEY .
00290: 66 FF 33 66 FF 66 66 FF 99 66 FF CC 66 FF FF 99 FY3EVELYREYILYY?
002A0: 00 00 99 00 33 99 00 66 99 00 99 99 00 CC 99 00 ..2.32.f2.22.172.
002BO: FF 99 2B 00 99 2B 33 99 2B 66 99 2B 99 99 2B CC  §2+.2+432+f2+22+1
002C0: 99 2B FF 99 55 00 99 55 33 99 55 66 99 55 99 99 2+y2U.2U32U0f2U0??
002D0: 55 CC 99 55 FF 99 80 00 99 80 33 99 80 66 99 80  UI?Uy?2?2.22322£2°?
002EO0: 99 99 80 CC 99 80 FF 99 AA 00 99 AA 33 99 AA 66 2221272¢y22.22372°fF
002F0: 99 AA 99 99 AA CC 99 AA FF 99 D5 00 99 D5 33 99 222223122y20.2037?
00300: D5 66 99 D5 99 99 D5 CC 99 D5 FF 99 FF 00 99 FF 0f20220120y2y.°2¥
00310: 33 99 FF 66 99 FF 99 99 FF CC 99 FF FF CC 00 00 3oy ey yiovyl. .
00320: CC 00 33 CC 00 66 CC 00 99 CC 00 CC CC 00 FF CC I1.31.f1.21.11.¥y1
00330: 2B 00 CC 2B 33 CC 2B 66 CC 2B 99 CC 2B CC CC 2B  +.I43I+fI+2I+I1+
00340: FF CC 55 00 CC 55 33 CC 55 66 CC 55 99 CC 55 CC yIU.Iu3Iufivu?ivul
00350: CC 55 FF CC 80 00 CC 80 33 CC 80 66 CC 80 99 CC Iuyi?.12312f1?21
00360: 80 CC CC 80 FF CC AA 00 CC AA 33 CC AA 66 CC AA °lloyIa.I23I2fI2
00370: 99 CC AA CC CC AA FF CC D5 00 CC D5 33 CC D5 66 21211°2¢10.10310f
00380: CC D5 99 CC D5 CC CC D5 FF CC FF 00 CC FF 33 CC  10?210110y1y.Iy31
00390: FF 66 CC FF 99 CC FF CC CC FF FF FF 00 00 FF 00 YEIY2IVITIYyy. . v.
003A0: 33 FF 00 66 FF 00 99 FF 00 CC FF 00 FF FF 2B 00 3y.fy.2v.1y. v+,
003BO: FF 2B 33 FF 2B 66 FF 2B 99 FF 2B CC FF 2B FF FF  §+3y+fy+2y+Iy+yy
003C0: 55 00 FF 55 33 FF 55 66 FF 55 99 FF 55 CC FF 55  U.YU3yUfyU?2yUIU
003D0: FF FF 80 00 FF 80 33 FF 80 66 FF 80 99 FF 80 CC  ¥y2.y23y2fy22y21
003E0: FF 80 FF FF AA 00 FF AA 33 FF AA 66 FF AA 99 FF  §2yy2.y23y2£fy2?y
003F0: AA CC FF AA FF FF D5 00 FF D5 33 FF D5 66 FF D5 a1y2yy0.y03y0£y0
00400: 99 FF D5 CC FF D5 FF FF FF 00 FF FF 33 FF FF 66 2010y . i3V E
00410: FF FF 99 FF FF CC FF FF FF 00 00 00 00 00 00 00 Y2V IVIY. ...
00420: 00 00 00 00 00 21 F9 04 01 00 00 FC 00 2C 00 00 R I DR § D
00430: 00 00 7B 00 26 00 00 08 FF 00 F7 09 1C 48 BO A0 S O N O -

00440: C1 83 08 13 2A 5C C8 BO Al C3 87 10 23 4A 9C 48  A?..*\E°;A?.#J?H
00450: Bl A2 C5 8B 18 33 6A DC C8 Bl A3 C7 8F 07 A5 89  +¢A?.3jUE+£C .¥?
00460: 1C 49 12 23 C9 92 03 45 12 3C 39 91 E5 BE 93 30 LI #E? . E.<9748%70
00470: 63 A2 7C 28 73 A6 C4 9A 23 5F E6 D4 E9 92 26 CE  c¢| (siA?# x0é2sl
00480: O9F 32 23 02 6D 09 14 A6 CO A0 OE 8B 2A B5 99 F4 224 .m.. A .?2*1u?d
00490: A7 DO A5 33 63 FA 74 09 D5 A8 45 A9 53 99 F2 EC  §P¥3cut.0 EOGS?61
004A0: 79 94 6B 42 AB 05 B5 86 DD 49 Bl 66 53 Bl 29 BD  y?kB«.p?YI+fS+)%s
004BO: 62 FD OA 76 25 59 84 68 CF 4A DB 2A 77 2E 43 A6  by.v3Y?hIJU*w.C!
004CO0: 6B E1 B6 4D AB 52 61 DC BB 25 FF F2 ED OB 98 70 k&dIM«Ral» %01 . 2p
004D0: D7 BD 6E 11 D3 F5 FB F6 29 61 Cl 8B 1B E2 45 3A xsn.0600) ah?.4E:
004E0: 36 EF EO0 85 90 D9 3E 6E 1C 92 33 63 83 81 3D 87 61a? U>n.?23c? =2?
004F0: 36 7C D9 ED D8 8A 93 49 57 B6 7B 11 65 6A BB 62 61ULi@?22IWI{.ej»b
00500: 6D 66 96 BB 9A Bl 6A A2 7D 7B 52 15 FD 76 76 61 mf?»?+j¢}{R.yvva
00510: D6 89 81 D7 36 49 36 6A 71 DE 38 35 C6 F6 7C 58 0? x6I637gb85ES|X
00520: 78 D9 E3 39 75 23 37 4B FC 76 73 BD D6 1D 03 A7  xUa%u#7Kiivs¥O. .S
00530: 7E 1D B4 D3 EA CE 4B 7B Bl CF OE F1 75 E3 E5 C9 ~. 0&IK{+I.fuask
00540: 5B 57 0D EF DB B6 70 CB E8 B7 33 2F BF BE 33 F9 [(W.i09pEe -3/ ;%30
00550: AC E3 55 C7 OF AE 7E BD F3 F6 9A Bl 77 DB 7E A6  —aUC.®~*662+wl~ !
00560: 9D 96 55 55 F9 65 84 9E 7D 02 DE 17 19 66 F3 25 ?2UUue??}.b..fé6%
00570: 38 DC 55 CC 85 F7 A0 78 01 D2 A6 61 70 16 DA 37 gUui?+ x.0lap.U07
00580: E1 86 FC 41 E8 EO 85 BF 49 F8 9B 7C 23 86 F8 21  &?UAéa?;Ig?|#°2!
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00590:
005A0:
005BO:
005CO:
005D0:
005E0:

11 3.74
192.168
Frame:
Fra
Fra
Fra
Fra
Fra
Fra
ETHERNE

76 1D AA 08 62 73 F7 B5 05 20 81 EE B9 A7 18 87 v.%.bstp. 1'S§S.°?
5C 59 06 E3 4E E9 31 68 95 7F 71 0D C5 22 65 5B \Y.&Nélh? qg.A"e[
41 B5 A3 62 40 1A 39 A4 8E 83 11 59 64 51 4D 32 Apfb@.9x?7?.YdQM2
99 E4 52 36 7A 95 DF 8D 4A 5D 69 65 94 AE 4D 09 ?78R6z?R J]ie?@M.
D2 73 37 TE 29 E6 98 64 96 69 E6 99 68 A6 A9 E6 Os7~)®?d?ia?h |0
9A 6C B6 E9 E6 9B 70 72 14 10 ?19éx?pr. .

5386 LOCAL CADMUS500DFF HTTP Response (to client using port 1149) WEB
.0.101 TP

Base frame properties

me: Time of capture = 10/14/2013 16:44:12.950

me: Time delta from previous physical frame: 0 microseconds

me: Frame number: 11

me: Total frame length: 56 bytes

me: Capture frame length: 56 bytes

me: Frame data: Number of data bytes remaining = 56 (0x0038)

T: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 56 (0x0038)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)

ETHERNET: Ethernet Data: Number of data bytes remaining = 42 (0x002A)
IP: ID = 0x12FE; Proto = TCP; Len: 42
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 42 (0x2A)
IP: Identification = 4862 (0x12FE)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x65FC
IP: Source Address = 192.168.0.30
IP: Destination Address = 192.168.0.101
IP: Data: Number of data bytes remaining = 22 (0x0016)
TCP: .AP..., len: 2, seq:3700050725-3700050727, ack:2988134269, win:63753,
src: 80 dst: 1149
TCP: Source Port = Hypertext Transfer Protocol
TCP: Destination Port = 0x047D
TCP: Sequence Number = 3700050725 (0xDC8A4B25)
TCP: Acknowledgement Number = 2988134269 (0xB21B4F7D)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)
TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
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TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize

TCP: ....... 0 = No Fin
TCP: Window = 63753 (0xF909)
TCP: Checksum = 0x069C
TCP: Urgent Pointer = 0 (0x0)
TCP: Data: Number of data bytes remaining = 2 (0x0002)
HTTP: Response (to client using port 1149)
HTTP: Data: Number of data bytes remaining = 2 (0x0002)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
00010: 00 2A 12 FE 40 00 80 06 65 FC CO A8 00 1E CO A8 L*.pR.2.eliA". LA
00020: 00 65 00 50 04 7D DC 8A 4B 25 B2 1B 4F 7D 50 18 .e.P.}U?K%?.0}P.
00030: F9 09 06 9C 00 00 00 3B U..?2...5

12 3.745386 CADMUS500DFF LOCAL TCP .A...., len: 0, seq:2988134269-
2988134269, ack:3700050727, win:64240, src: 1149 dst: 80 192.168.0.101
WEB IP

Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:12.950
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 12
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes
Frame: Frame data: Number of data bytes remaining = 60 (0x003C)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 60 (0x003C)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)
IP: ID = 0x3D4; Proto = TCP; Len: 40
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 40 (0x28)
IP: Identification = 980 (0x3D4)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x7528
IP: Source Address = 192.168.0.101
IP: Destination Address = 192.168.0.30
IP: Data: Number of data bytes remaining = 20 (0x0014)
IP: Padding: Number of data bytes remaining = 6 (0x0006)
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TCP: .A...., len: 0, seg:2988134269-2988134269, ack:3700050727, win:64240,
src: 1149 dst: 80
TCP: Source Port = 0x047D
TCP: Destination Port = Hypertext Transfer Protocol

TCP: Sequence Number = 2988134269 (0xB21B4F7D)

TCP: Acknowledgement Number = 3700050727 (0xDC8A4B27)
TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x10 : .A....
TCP: ..0..... = No urgent data
TCP: ...1l.... = Acknowledgement field significant
TCP: ....0... = No Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0OxFAFO0)
TCP: Checksum = 0x04F8
TCP: Urgent Pointer = 0 (0x0)

00000: 08 00 27 SF E9 C6 08 00 27 50 OD FF 08 00 45 00 LLIREE. L 'PLYLLE.
00010: 00 28 03 D4 40 00 80 06 75 28 CO A8 00 65 CO A8 .(.0@.2.u(A".eA"
00020: 00 1E 04 7D 00 50 B2 1B 4F 7D DC 8A 4B 27 50 10 ...}.P2.0}U?K"'P.
00030: FA FO 04 F8 00 00 00 00 09 80 FF 53 w.o..... ?YS

13 10.284789 CADMUS500DFF LOCAL HTTP GET Request (from client using port
1149) 192.168.0.101 WEB IP
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:19.489
Frame: Time delta from previous physical frame: 6539403 microseconds
Frame: Frame number: 13
Frame: Total frame length: 358 bytes
Frame: Capture frame length: 358 bytes
Frame: Frame data: Number of data bytes remaining = 358 (0x0166)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 358 (0x0166)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 344 (0x0158)
IP: ID = 0x3D6; Proto = TCP; Len: 344
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 344 (0x158)
IP: Identification = 982 (0x3D6)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
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IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x73F6

IP: Source Address = 192.168.0.101

IP: Destination Address = 192.168.0.30

IP: Data: Number of data bytes remaining = 324 (0x0144)

TCP: .AP.. ., len: 304, seq:2988134269-2988134573, ack:3700050727,
win:64240, src: 1149 dst: 80

TCP: Source Port = 0x047D

TCP: Destination Port = Hypertext Transfer Protocol

TCP: Sequence Number = 2988134269 (0xB21B4F7D)

TCP: Acknowledgement Number = 3700050727 (0xDC8A4B27)
TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant

TCP: ....1l... = Push function
TCP: ..... 0.. = No Reset

TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 64240 (0xFAFO)

TCP: Checksum = 0x29D4

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 304 (0x0130)
HTTP: GET Request (from client using port 1149)

HTTP: Request Method = GET

HTTP: Uniform Resource Identifier = /?usuario=adminé&senha=1234
HTTP: Protocol Version = HTTP/1.1
HTTP: Undocumented Header = Accept: image/gif, image/x-xbitmap,

image/jpeg, image/pjpeg, */*
HTTP: Undocumented Header Fieldname = Accept
HTTP: Undocumented Header Value = image/gif, image/x-xbitmap,
image/jpeg, image/pjpe
HTTP: Undocumented Header = Referer: http://www.acme.com/
HTTP: Undocumented Header Fieldname = Referer
HTTP: Undocumented Header Value = http://www.acme.com/
HTTP: Undocumented Header = Accept-Language: pt-br
HTTP: Undocumented Header Fieldname = Accept-Language
HTTP: Undocumented Header Value = pt-br
HTTP: Undocumented Header = Accept-Encoding: gzip, deflate
HTTP: Undocumented Header Fieldname = Accept-Encoding
HTTP: Undocumented Header Value = gzip, deflate
HTTP: Undocumented Header = User-Agent: Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.0)
HTTP: Undocumented Header Fieldname = User-Agent
HTTP: Undocumented Header Value = Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.0)
HTTP: Undocumented Header = Host: www.acme.com
HTTP: Undocumented Header Fieldname = Host
HTTP: Undocumented Header Value = www.acme.com
HTTP: Undocumented Header = Connection: Keep-Alive

HTTP: Undocumented Header Fieldname = Connection
HTTP: Undocumented Header Value = Keep-Alive
00000: 08 00 27 9F E9 Co6 08 00 27 50 OD FF 08 00 45 00 .L.'28E..'PLYL LR
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N

00010: 01 58 03 D6 40 00 80 06 73 F6 CO A8 00 65 CO A8 .X.0@.?.s8A" .eA
00020: 00 1E 04 7D 00 50 B2 1B 4F 7D DC 8A 4B 27 50 18 ...}.P2.0}U?K"'P.
00030: FA FO 29 D4 00 00 47 45 54 20 2F 3F 75 73 75 61 18)0..GET /?usua
00040: 72 69 6F 3D 61 64 6D 69 6E 26 73 65 6E 68 61 3D rio=admin&senha=
00050: 31 32 33 34 20 48 54 54 50 2F 31 2E 31 0D 0OA 41 1234 HTTP/1.1..A
00060: 63 63 65 70 74 3A 20 69 6D 61 67 65 2F 67 69 66 ccept: image/gif
00070: 2C 20 69 oD 61 67 65 2F 78 2D 78 62 69 74 6D 61 , 1lmage/x-xbitma
00080: 70 2C 20 69 6D 61 67 65 2F 6A 70 65 67 2C 20 69 p, 1image/jpeg, i
00090: 6D 61 67 65 2F 70 6A 70 65 67 2C 20 2A 2F 2A 0D mage/pjpeqg, */*.
000AO0: OA 52 65 66 65 72 65 72 3A 20 68 74 74 70 3A 2F .Referer: http:/
000BO: 2F 77 77 77 2E 61 63 6D 65 2E 63 6F 6D 2F 0D 0OA /www.acme.com/ . .
000CO: 41 63 63 65 70 74 2D 4C 61 6E 67 75 61 67 65 3A Accept-Language:
000DO: 20 70 74 2D 62 72 OD OA 41 63 63 65 70 74 2D 45 pt-br..Accept-E
000EO: 6E 63 6F 64 69 6E 67 3A 20 67 7A 69 70 2C 20 64 ncoding: gzip, d
000F0: 65 66 6C 61 74 65 0D OA 55 73 65 72 2D 41 67 65 eflate..User-Age
00100: 6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 34 2E 30 20 nt: Mozilla/4.0
00110: 28 63 6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 49 (compatible; MSI
00120: 45 20 36 2E 30 3B 20 57 69 6E 64 6F 77 73 20 4E E 6.0; Windows N
00130: 54 20 35 2E 30 29 0D OA 48 6F 73 74 3A 20 77 77 T 5.0)..Host: ww
00140: 77 2E 61 63 6D 65 2E 63 6F 6D 0D OA 43 6F 6E 6E w.acme.com..Conn
00150: 65 63 74 69 6F 6E 3A 20 4B 65 65 70 2D 41 6C 69 ection: Keep-Ali
00160: 76 65 0D OA OD OA ve....

14 10.284789 LOCAL CADMUSS500DFF HTTP Response (to client using port 1149)
WEB 192.168.0.101 IP
Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:19.489
Frame: Time delta from previous physical frame: 0 microseconds
Frame: Frame number: 14
Frame: Total frame length: 743 bytes
Frame: Capture frame length: 743 bytes
Frame: Frame data: Number of data bytes remaining = 743 (0x02E7)
ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 080027500DFF

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 0800279FE9C6

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 743 (0x02E7)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 729 (0x02D9)
IP: ID = 0x12FF; Proto = TCP; Len: 729
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 729 (0x2D9)
IP: Identification = 4863 (0x12FF)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
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IP: Protocol = TCP - Transmission Control

IP: Checksum = 0x634C

IP: Source Address = 192.168.0.30

IP: Destination Address = 192.168.0.101

IP: Data: Number of data bytes remaining = 709 (0x02C5)
TCP: .AP. .., len: 689, seq:3700050727-3700051416, ack:2988134573,
win:63449, src: 80 dst: 1149

TCP: Source Port = Hypertext Transfer Protocol

TCP: Destination Port = 0x047D

TCP: Sequence Number = 3700050727 (0xDC8A4B27)

TCP: Acknowledgement Number = 2988134573 (0xB21B50AD)

TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x18 : .AP...
TCP: ..0..... = No urgent data
TCP: ...l1.... = Acknowledgement field significant
TCP: ....1... = Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin

TCP: Window = 63449 (0xF7D9)

TCP: Checksum = 0x1994

TCP: Urgent Pointer = 0 (0x0)

TCP: Data: Number of data bytes remaining = 689 (0x02B1)
HTTP: Response (to client using port 1149)

HTTP: Protocol Version = HTTP/1.1

HTTP: Status Code = OK

HTTP: Reason = OK

HTTP: Undocumented Header = Server: Microsoft-IIS/5.0

HTTP: Undocumented Header Fieldname = Server
HTTP: Undocumented Header Value = Microsoft-IIS/5.0
HTTP: Undocumented Header = Content-Location:
http://www.acme.com/index.html?usuario=admin&senha=1234
HTTP: Undocumented Header Fieldname = Content-Location
HTTP: Undocumented Header Value =

http://www.acme.com/index.html?usuario=admin&senha
HTTP: Undocumented Header = Date: Mon, 14 Oct 2013 19:44:19 GMT
HTTP: Undocumented Header Fieldname = Date
HTTP: Undocumented Header Value = Mon, 14 Oct 2013 19:44:19 GMT
HTTP: Undocumented Header = Content-Type: text/html
HTTP: Undocumented Header Fieldname = Content-Type
HTTP: Undocumented Header Value = text/html
HTTP: Undocumented Header = Accept-Ranges: bytes
HTTP: Undocumented Header Fieldname = Accept-Ranges
HTTP: Undocumented Header Value = bytes
HTTP: Undocumented Header = Last-Modified: Wed, 09 Oct 2013 15:38:12 GMT
HTTP: Undocumented Header Fieldname = Last-Modified
HTTP: Undocumented Header Value = Wed, 09 Oct 2013 15:38:12 GMT
HTTP: Undocumented Header = ETag: "4f36fa8f5c5cel:d68"
HTTP: Undocumented Header Fieldname = ETag
HTTP: Undocumented Header Value = "4f36fa8f5c5cel:d68"
HTTP: Undocumented Header = Content-Length: 389
HTTP: Undocumented Header Fieldname = Content-Length
HTTP: Undocumented Header Value = 389
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HTTP: Data: Number of data bytes remaining = 389 (0x0185)

00000: 08 00 27 50 OD FF 08 00 27 9F E9 C6 08 00 45 00 LL'PLYL LT RéE. LB,
00010: 02 DS 12 FF 40 00 80 06 63 4C CO A8 00 1E CO AS8 .U.9yQ.2.cLA". . A"
00020: 00 65 00 50 04 7D DC 8A 4B 27 B2 1B 50 AD 50 18 .e.P.}U?K'2.P-P.
00030: F7 D9 19 94 00 00 48 54 54 50 2F 31 2E 31 20 32 +U.?2..HTTP/1.1 2

00040: 30 30 20 4F 4B 0D OA 53 65 72 76 65 72 3A 20 4D 00 OK..Server: M
00050: 69 63 72 6F 73 6F 66 74 2D 49 49 53 2F 35 2E 30 icrosoft-IIS/5.0
00060: OD OA 43 6F 6E 74 65 6E 74 2D 4C 6F 63 61 74 69 ..Content-Locati
00070: 6F 6E 3A 20 68 74 74 70 3A 2F 2F 77 77 77 2E 61 on: http://www.a
00080: 63 6D 65 2E 63 6F 6D 2F 69 6E 64 65 78 2E 68 74 cme.com/index.ht
00090: 6D o6C 3F 75 73 75 61 72 69 oF 3D 61 64 6D 69 6E ml?usuario=admin
000AO0: 26 73 65 6E 68 61 3D 31 32 33 34 0D OA 44 61 74 &senha=1234. .Dat
000BO: 65 3A 20 4D 6F 6E 2C 20 31 34 20 4F 63 74 20 32 e: Mon, 14 Oct 2
000CO: 30 31 33 20 31 39 3A 34 34 3A 31 39 20 47 4D 54 013 19:44:19 GMT
000D0O: OD OA 43 6F 6E 74 65 6E 74 2D 54 79 70 65 3A 20 ..Content-Type:

O0O0OEO: 74 65 78 74 2F 68 74 6D 6C 0D OA 41 63 63 65 70 text/html..Accep
000FO0: 74 2D 52 61 6E 67 65 73 3A 20 62 79 74 65 73 0D t-Ranges: bytes.

00100: OA 4C 61 73 74 2D 4D 6F 64 69 66 69 65 64 3A 20 .Last-Modified:
00110: 57 65 64 2C 20 30 39 20 4F 63 74 20 32 30 31 33 Wed, 09 Oct 2013
00120: 20 31 35 3A 33 38 3A 31 32 20 47 4D 54 0D OA 45 15:38:12 GMT..E

00130: 54 61 67 3A 20 22 34 66 33 36 66 61 38 66 35 63 Tag: "4f36fa8f5c
00140: 35 63 65 31 3A 64 36 38 22 0D OA 43 6F 6E 74 65 5cel:d68"..Conte
00150: 6E 74 2D 4C 65 6E 67 74 68 3A 20 33 38 39 0D 0A nt-Length: 389..
00160: OD OA 3C 68 74 oD 6C 3E OD OA 3C 68 65 61 64 3E ..<html>. .<head>
00170: 0D OA 3C 74 69 74 6C 65 3E 0D OA 41 43 4D 45 20 ..<title>..ACME

00180: 43 4% 52 50 4F 52 41 54 49 4% 4E 0D OA 3C 2F 74 CORPORATION. .</t
00190: 69 74 6C 65 3E 0D OA 3C 2F 68 65 61 64 3E 0D OA itle>..</head>..
001A0: 3C 62 6F 64 79 3E OD OA 0D OA 3C 68 31 3E 0D 0A <body>....<hl>..
001BO: 3C 69 6D 67 20 73 72 63 3D 22 61 63 6D 65 2D 6C <img src="acme-1
001CO: ©6F 67 6F 2E 67 69 66 22 20 61 6C 74 3D 22 41 43 ogo.gif"™ alt="AC
001D0: 4D 45 20 4C 6F 67 6F 22 20 61 6C 69 67 6E 3D 22 ME Logo" align="
001EO: 74 o6F 70 22 3E 0D 0OA 43 4F 52 50 4F 52 41 54 49 top">..CORPORATI
001F0: 4F 4E 0D OA 3C 2F 68 31 3E 0D OA OD OA 3C 68 33 ON..</hl>....<h3
00200: 3E 0D OA 53 69 73 74 65 6D 61 20 64 65 20 47 65 >..Sistema de Ge
00210: 73 74 61 oF OD OA 3C 62 72 3E 0D OA 57 69 6E 64 stao..<br>..Wind
00220: 6F 77 73 0D OA 3C 2F 68 33 3E OD OA 0D OA 3C 66 ows..</h3>....<f
00230: 6F 72 6D 3E OD OA 55 73 75 61 72 69 6F 2E 2E 2E orm>. .Usuario...
00240: 3A 0D OA 3C 69 6E 70 75 74 20 74 79 70 65 3D 22 ;. .<input type="
00250: 74 65 73 74 22 20 6E 61 oD 65 3D 22 75 73 75 61 test" name="usua
00260: 72 69 6F 22 3E 0D OA 3C 62 72 3E 0D 0OA 53 65 6E rio">..<br>..Sen
00270: 68 61 2E 2E 2E 2E 2E 3A 0D OA 3C 69 6E 70 75 74 ha.....:..<input
00280: 20 74 79 70 65 3D 22 70 61 73 73 77 6F 72 64 22 type="password"
00290: 20 6E 61 6D 65 3D 22 73 65 6E 68 61 22 3E 0D OA name="senha">..
002A0: 3C 62 72 3E OD OA 3C 69 6E 70 75 74 20 74 79 70 <br>..<input typ
002BO0: 65 3D 22 73 75 62 6D 69 74 22 20 76 61 6C 75 65 e="submit" value

002C0: 3D 22 45 6E 76 69 61 72 22 3E 0D OA 3C 2F 66 6F ="Enviar">..</fo
002D0: 72 6D 3E OD OA OD OA 3C 2F 62 6F 64 79 3E 0D OA rm>....</body>..
002E0: 3C 2F 68 74 6D 6C 3E </html>

15 10.465048 CADMUS500DFF LOCAL TCP .A...., len: 0, seq:2988134573-
2988134573, ack:3700051416, win:63551, src: 1149 dst: 80 192.168.0.101
WEB IP

Frame: Base frame properties
Frame: Time of capture = 10/14/2013 16:44:19.670
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Frame: Time delta from previous physical frame: 180259 microseconds
Frame: Frame number: 15
Frame: Total frame length: 60 bytes
Frame: Capture frame length: 60 bytes
Frame: Frame data: Number of data bytes remaining = 60 (0x003C)

ETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
ETHERNET: Destination address : 0800279FE9C6

ETHERNET: ....... 0 = Individual address

ETHERNET: ...... 0. = Universally administered address
ETHERNET: Source address : 080027500DFF

ETHERNET: ....... 0 = No routing information present

ETHERNET: ...... 0. = Universally administered address

ETHERNET: Frame Length : 60 (0x003C)
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)

IP: ID = 0x3D8; Proto = TCP; Len: 40
IP: Version = 4 (0x4)
IP: Header Length = 20 (0x14)
IP: Precedence = Routine
IP: Type of Service = Normal Service
IP: Total Length = 40 (0x28)
IP: Identification = 984 (0x3D8)
IP: Flags Summary = 2 (0x2)
IP: ....... 0 = Last fragment in datagram
IP: ...... 1. = Cannot fragment datagram
IP: Fragment Offset = 0 (0x0) bytes
IP: Time to Live = 128 (0x80)
IP: Protocol = TCP - Transmission Control
IP: Checksum = 0x7524
IP: Source Address = 192.168.0.101
IP: Destination Address = 192.168.0.30
IP: Data: Number of data bytes remaining = 20 (0x0014)
IP: Padding: Number of data bytes remaining = 6 (0x0006)
TCP: .A...., len: 0, seq:2988134573-2988134573, ack:3700051416, win:63551,
src: 1149 dst: 80
TCP: Source Port = 0x047D
TCP: Destination Port = Hypertext Transfer Protocol
TCP: Sequence Number = 2988134573 (0xB21B50AD)
TCP: Acknowledgement Number = 3700051416 (0xDC8A4DDS8)
TCP: Data Offset = 20 (0x14)
TCP: Reserved = 0 (0x0000)
TCP: Flags = 0x10 : .A....
TCP: 00l = No urgent data
TCP: .1.... = Acknowledgement field significant
TCP: ....0... = No Push function
TCP: ..... 0.. = No Reset
TCP: ...... 0. = No Synchronize
TCP: ....... 0 = No Fin
TCP: Window = 63551 (0xF83F)
TCP: Checksum = 0x03C8
TCP: Urgent Pointer = 0 (0x0)

00000: 08 00 27 9F E9 C6 08 00 27 50 0D FF 08 00 45 00
00010: 00 28 03 D8 40 00 80 06 75 24 CO A8 00 65 CO A8
00020: 00 1E 04 7D 00 50 B2 1B 50 AD DC 8A 4D D8 50 10
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00030: F8 3F 03 C8 00 00 00 00 00 48 FF 53 2?.E..... HYS
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